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Set-HypDBConnection 4020
Set-HypDBCredentials 4025
Set-HypHostingUnitMetadata 4029
Set-HypHostingUnitStorage 4035
Set-HypHypervisorConnectionMetadata 4042
Set-HypServiceMetadata 4048
Set-HypVolumeServiceConfiguration 4053
Start-HypVM 4058
Stop-HypVM 4060
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Test-HypDBConnection 4063
Test-HypHostingUnitNameAvailable 4069
Test-HypHypervisorConnectionNameAvailable 4072
Test-HypPvsCollectionNameAvailable 4074
Unregister-HypPvsServer 4077
Unregister-HypPvsSite 4079
Update-HypHypervisorConnection 4081
about_ProvMachineCreationSnapin 4085
about_ProvMachineCreationSnapin 4086
about_Prov_CustomProperties 4088
about_Prov_Filtering 4095
Add-ProvimageVersionSpec 4103
Add-ProvMetadataConfiguration 4110
Add-ProvSchemeControllerAddress 4114
Add-ProvSchemeMetadata 4123
Add-ProvSchemeScope 4130
Add-ProvTaskMetadata 4135
Cancel-ProvVMUpdate 4141
Clear-ProvSchemeWarning 4144
Clear-ProvWMUpdateTimeWindow 4148
Confirm-ProvOperationEvent 4153
Export-ProvScheme 4158
Get-ProvDBConnection 4161
Get-ProvDBSchema 4163
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Get-ProvDBVersionChangeScript 4170
Get-ProvimageDefinition 4175
Get-ProvimageRuntimeEnvironment 4182
Get-ProvimagesPendingDelete 4186
Get-ProvimageVersion 4192
Get-ProvimageVersionSpec 4199
Get-ProvinstalledDBVersion 4207
Get-ProvMetadataConfiguration 4210
Get-ProvObjectReference 4217
Get-ProvOperationEvent 4220
Get-ProvOrphanedResource 4229
Get-ProvResource 4231
Get-ProvScheme 4237
Get-ProvSchemelmageVersionSpecHistory 4250
Get-ProvSchemeMasterVMImageHistory 4257
Get-ProvSchemeResourcelnStorage 4264
Get-ProvSchemeVersion 4269
Get-ProvSchemeWarning 4275
Get-ProvScopedObject 4281
Get-ProvService 4290
Get-ProvServiceAddedCapability 4297
Get-ProvServiceConfigurationData 4299
Get-ProvServicelnstance 4305
Get-ProvServiceStatus 4308
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Get-ProvTask 4312
Get-ProvVM 4320
Get-ProvVMConfiguration 4332
Get-ProvVMConfigurationResultantSet 4339
Import-ProvScheme 4346
Import-ProvVM 4353
Lock-ProvVM 4361
Move-ProvVMDisk 4366
New-ProvimageDefinition 4376
New-ProvimageVersion 4381
New-ProvimageVersionSpec 4386
New-ProvScheme 4397
New-ProvVM 4429
Publish-ProvMasterVMIimage 4445
Remove-ProvimageDefinition 4457
Remove-ProvimagesPendingDelete 4461
Remove-ProvimageVersion 4464
Remove-ProvimageVersionSpec 4468
Remove-ProvMetadataConfiguration 4475
Remove-ProvOperationEvent 4479
Remove-ProvScheme 4483
Remove-ProvSchemeControllerAddress 4493
Remove-ProvSchemelmageVersionSpecHistory 4499
Remove-ProvSchemeMasterVMIimageHistory 4504
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Remove-ProvSchemeMetadata 4508
Remove-ProvSchemeScope 4514
Remove-ProvSchemeVersion 4519
Remove-ProvSchemeWarning 4523
Remove-ProvServiceConfigurationData 4527
Remove-ProvServiceMetadata 4530
Remove-ProvTask 4535
Remove-ProvTaskMetadata 4538
Remove-ProvVM 4543
Rename-ProvimageDefinition 4554
Rename-ProvScheme 4559
Request-ProvVMUpdate 4568
Reset-ProvEnabledFeatureList 4572
Reset-ProvServiceGroupMembership 4573
Reset-ProvVMDisk 4577
Schedule-ProvVMUpdate 4591
Set-ProvDBConnection 4596
Set-ProvDBCredentials 4601
Set-ProvimageDefinition 4605
Set-ProvimageVersion 4610
Set-ProvResourceTags 4615
Set-ProvScheme 4622
Set-ProvSchemelmage 4640
Set-ProvSchemeMetadata 4649
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Set-ProvSchemeWarning 4656
Set-ProvServiceConfigurationData 4660
Set-ProvServiceMetadata 4664
Set-ProvTaskMetadata 4669
Set-ProvVM 4675
Set-ProvVYMUpdateTimeWindow 4688
Stop-ProvTask 4699
Switch-ProvTask 4703
Test-ProvDBConnection 4706
Test-ProvimageDefinitionNameAvailable 4712
Test-Provinventoryltem 4715
Test-ProvSchemeNameAvailable 4719
Test-ProvSetProvScheme 4722
Unlock-ProvScheme 4733
Unlock-ProvVM 4737
Unpublish-ProvMasterVMImage 4741
about_MonitorMonitorSnapin 4745
about_MonitorMonitorSnapin 4746
about_Monitor_Filtering 4747
Add-MonitorNotificationPolicyCondition 4755
Add-MonitorNotificationPolicyEmailAddresses 4763
Add-MonitorNotificationPolicyTargets 4767
Get-MonitorConfiguration 4771
Get-MonitorDataStore 4773
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Get-MonitorDBConnection 4776
Get-MonitorDBSchema 4778
Get-MonitorDBVersionChangeScript 4787
Get-MonitorinstalledDBVersion 4792
Get-MonitorNotificationEmailServerConfiguration 4796
Get-MonitorNotificationPolicy 4798
Get-MonitorNotificationSnmpServerConfiguration 4801
Get-MonitorService 4803
Get-MonitorServiceAddedCapability 4810
Get-MonitorServicelnstance 4812
Get-MonitorServiceStatus 4816
New-MonitorCssEventNotification 4819
New-MonitorLhcReports 4823
New-MonitorNotificationPolicy 4828
Remove-MonitorNotificationPolicy 4832
Remove-MonitorNotificationPolicyConditions 4835
Remove-MonitorNotificationPolicyEmailAddresses 4838
Remove-MonitorNotificationPolicyTargets 4841
Remove-MonitorServiceMetadata 4844
Reset-MonitorDataStore 4849
Reset-MonitorEnabledFeatureList 4852
Reset-MonitorServiceGroupMembership 4853
Set-MonitorConfiguration 4857
Set-MonitorDBConnection 4876
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Set-MonitorDBCredentials 4882
Set-MonitorNotificationEmailServerConfiguration 4886
Set-MonitorNotificationPolicy 4891
Set-MonitorNotificationSnmpServerConfiguration 4896
Set-MonitorServiceMetadata 4902
Test-MonitorDBConnection 4907
Test-MonitorNotificationEmailServerConfiguration 4913
about_OrchOrchestrationSnapin 4919
about_OrchOrchestrationSnapin 4919
about_Orch_Filtering 4920
Get-OrchBackupRestoreValues 4928
Get-OrchDBConnection 4929
Get-OrchDBSchema 4932
Get-OrchDBVersionChangeScript 4939
Get-OrchinstalledDBVersion 4944
Get-OrchService 4948
Get-OrchServiceAddedCapability 4955
Get-OrchServicelnstance 4957
Get-OrchServiceStatus 4961
Remove-OrchServiceMetadata 4964
Reset-OrchEnabledFeaturelList 4969
Reset-OrchServiceGroupMembership 4970
Set-OrchBackupRestoreValue 4974
Set-OrchDBConnection 4977
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Set-OrchDBCredentials 4982
Set-OrchServiceMetadata 4986
Start-OrchRestApi 4991
Stop-OrchRestApi 4994
Test-OrchDBConnection 4996
about_SfStorefrontSnapin 5002
about_SfStorefrontSnapin 5003
about_Sf _Filtering 5003
Add-SfServerToCluster 5011
Get-SfCluster 5015
Get-SfDBConnection 5017
Get-SfDBSchema 5019
Get-SfDBVersionChangeScript 5027
Get-SfinstalledDBVersion 5032
Get-SflsStorefrontinstalled 5035
Get-SfOptimalGateway 5037
Get-SfService 5039
Get-SfServiceAddedCapability 5046
Get-SfServicelnstance 5048
Get-SfServiceStatus 5051
Get-SfTask 5055
New-SfCluster 5060
Remove-SfOptimalGateway 5064
Remove-SfServerFromCluster 5066
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Remove-SfServiceMetadata 5071
Remove-SfTask 5075
Remove-SfTaskMetadata 5078
Reset-SfEnabledFeatureList 5083
Reset-SfServiceGroupMembership 5084
Set-SfCluster 5088
Set-SfDBConnection 5092
Set-SfDBCredentials 5097
Set-SfOptimalGateway 5101
Set-SfServiceMetadata 5107
Set-SfTaskMetadata 5112
Test-SfDBConnection 5118
about_TrustTrustSnapin 5123
about_TrustTrustSnapin 5124
about_Trust_Filtering 5125
Confirm-TrustVdaEnrollmentToken 5132
Get-TrustDBConnection 5134
Get-TrustDBSchema 5136
Get-TrustDBVersionChangeScript 5144
Get-TrustinstalledDBVersion 5149
Get-TrustService 5153
Get-TrustServiceAddedCapability 5160
Get-TrustServicelnstance 5162
Get-TrustServiceKey 5166
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Get-TrustServiceStatus 5173
Get-TrustVdaEnrollmentToken 5177
New-TrustBearerToken 5182
New-TrustVdaEnrollmentToken 5183
Register-TrustServiceKey 5188
Remove-TrustServiceKeyMetadata 5191
Remove-TrustServiceMetadata 5196
Remove-TrustVdaEnrollmentToken 5200
Reset-TrustEnabledFeaturelList 5203
Reset-TrustServiceGroupMembership 5205
Revoke-TrustBearerToken 5209
Revoke-TrustPreviousServiceKey 5210
Revoke-TrustVdaEnrollmentToken 5213
Set-TrustDBConnection 5215
Set-TrustDBCredentials 5220
Set-TrustServiceKeyMetadata 5224
Set-TrustServiceKeyRotation 5229
Set-TrustServiceMetadata 5233
Test-TrustDBConnection 5238
Unregister-TrustServiceKey 5244
Update-TrustBearerToken 5247
Update-TrustServiceKey 5248
about_UpmSnapinUserProfileManagerSnapin 5251
about_UpmSnapinUserProfileManagerSnapin 5252
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about_UserProfileManager_Filtering 5253
Get-UserProfileDefinition 5260
Get-UserProfileManagerServiceAddedCapability 5266
Get-UserProfilePath 5267
New-UserProfileConfiguration 5270
New-UserProfileShare 5271
Remove-UserProfileShare 5275
Repair-UserProfileShare 5277
Set-UserProfileDefinition 5282
Test-UserProfileShare 5335
about_XD_Filtering 5341
about_XD_Filtering 5349
about_XenDesktopModule 5356
about_XenDesktopModule_SiteConfiguration 5357
Add-XDController 5374
Get-XDDatabaseSchema 5380
Get-XDLicensing 5386
Get-XDLogging 5388
Get-XDMonitor 5390
Get-XDSite 5391
New-XDDatabase 5393
New-XDSite 5399
Remove-XDController 5409
Remove-XDSite 5415
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Set-XDLicensing 5417
Set-XDLogging 5421
Set-XDMonitor 5427
Set-XDSiteMetadata 5430
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Citrix Virtual Apps and Desktops 2402 SDK

April 19, 2024
Note:
Citrix Virtual Apps and Desktops was formerly XenApp and XenDesktop.

The new product and component names stem from the expanding Citrix portfolio and cloud strat-
egy.

Implementing this transition in our products and their documentation is an ongoing process.
Your patience during this transition is appreciated. For more detail about our new names, see https:
//www.citrix.com/about/citrix-product-guide/.

Citrix Virtual Apps and Desktops provide an SDK based on a number of Microsoft
Windows PowerShell cmdlets that allows you to perform the same tasks as you would
with the Citrix Studio console, together with tasks you cannot do with Studio alone.

Differences in policy rules

There are differences between the SDK and the Studio console in terms of
policy rules. Entitlement and assignment policy rules are independent
entities in the SDK; in the console, these entities are not visible as

they are seamlessly merged with the Delivery Group. Also, access policy
rules are less restrictive in the SDK.

Use the SDK

The SDK comprises of a number of PowerShell cmdlets packaged both as modules and snap-ins.
These are installed
automatically by the installation wizard when you install the Controller or Studio components.

To access and run the cmdlets:

1. Start ashellin Windows PowerShell.

To start a shell from the console, click Studio, select the PowerShell tab, and click on Launch
PowerShell.

You must run the shell or script using an identity that has Citrix administration rights. Although
members of the local administrators group on the Controller automatically have full adminis-
trative privileges to allow Citrix Virtual Apps and Desktops to be installed, Citrix recommends
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that for normal operation, you create Citrix administrators with the appropriate rights, rather
than use the local administrators account.

2. Touse SDK cmdlets within scripts, set the execution policy in PowerShell. For more information
about PowerShell execution policy, see your Microsoft documentation.

3. To use this SDK through the snap-ins, add the snap-ins you require into the PowerShell envi-
ronment using the Add-PSSnapin command in the Windows PowerShell console. This step is
unnecessary if you want to use the cmdlets in this SDK through the modules.

V1 and V2 denote the version of the snap-in (Citrix Virtual Apps and Desktops snap-ins are ver-
sion 2.).

For example, type:

Add-PSSnapin Citrix.ADIdentity.Admin.V2

To import all the cmdlets, type:

Add-PSSnapin Citrix.*.Admin.V*

After importing, you have access to the cmdlets and their associated help.
For an example of a typical use case, see Get started with the SDK.

Documentation notes

« In this APl documentation, some property types are marked with a question mark (?). This no-
tation indicates that those data types are nullable.

about_CitrixCommonParameters

April 19, 2024

Short description

Describes the parameters that can be used with most Citrix DaaS cmdlets.

Long description

You can use the common Citrix parameters with most Citrix DaaS cmdlet, but they might not have an
effect on all cmdlets.
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Many of these parameters are used internally for passing trace information between processes.

The following list displays the common Citrix parameters.

« AdminAddress
« AdminClientIP
BearerToken

« TraceParent
TraceState
« VirtualSiteld

Common Citrix parameter descriptions
-AdminAddress

Specifies the address of a XenDesktop controller the PowerShell snap-in will connect to. You can pro-
vide this as a host name or an IP address.

Type String
Position Named

Default value Localhost. Once a value is provided by any
cmdlet, this value becomes the default.
Required False

Accept pipelineinput  False

Accept wildcard characters  False

-AdmincClientIP

Specifies the Client IP of the calling user.

Type String
Position Named
Default value None
Required False
Accept pipelineinput False

Accept wildcard characters  True

© 1997-2026 Citrix Systems, Inc. All rights reserved. 46


https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

-BearerToken

Specifies the bearer token assigned to the calling user.

Type

Position

Default value
Required

Accept pipeline input

Accept wildcard characters

-TraceParent

String
Named
None
False
False

True

Specifies the OpenTelemetry distributed tracing trace parent for this cmdlet call.

This property should follow the W3C Trace Context format for a traceparent header.

Note this property will also detect any ambient Activity provided by the caller provided by Activ-

ity.Current.

Type

Position

Default value
Required

Accept pipeline input

Accept wildcard characters

-TraceState

String
Named
None
False
False

True

Specifies the OpenTelemetry distributed tracing trace state for this cmdlet call.

This property will be ignored if no TraceParent is specified.

This property should follow the W3C Trace Context format for a tracestate header.

Type

Position

String

Named
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Default value None
Required False
Accept pipelineinput  False

Accept wildcard characters True

-VirtualSiteld

Specifies the virtual site the PowerShell snap-in will connect to.

Type String
Position Named
Default value None
Required False
Accept pipelineinput False

Accept wildcard characters  True

Citrix Group Policy Provider

April 19,2024

The Citrix Group Policy Provider (referred as the ‘provider’in the rest of the document) is a Windows
PowerShell snap-in thatis implemented as a PowerShell provider. For more information on providers,
see Microsoft documentation.

Citrix provider supports common provider commands such as the Get-ChildItem command and
the Set-ItemProperty command.

Prerequisites

+ Familiarity with Windows providers
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Install the Citrix Group Policy Provider

+ For on-premises installations - The provider isinstalled as part of the Citrix controller installa-
tion when installing Citrix Studio. You can install Citrix Studio on a supported Windows machine.

« For Citrix Cloud deployments - The Citrix Remote PowerShell SDK is required. For more infor-
mation about this SDK, see SDKs and APls documentation.

Manage policies using the provider
To manage policies using the provider, you must be a Citrix administrator with one of the following
privileges:

« Full administrators with default rights to manage policies.
« Custom administrators with the permission to manage and view policies.

To begin managing policies using the provider, you must first load the provider to PowerShell ses-
sion, which might be a Windows PowerShell console or a script to use the provider. After loading the
provider to PowerShell session, you must mount the provider to a drive.

Step 1: Load the provider

To load the provider, navigate to the PowerShell console and run the following command:

Import-Module Citrix.GroupPolicy.Commands

Alternatively, being a PowerShell snap-in, you can also load the provider using the following Add-
PsSnapin command:

Add-PsSnapin Citrix.Common.GroupPolicy

Note:

If the provider does not load using the Import-Module Citrix.GroupPolicy.
Commands or the Add-PsSnapin Citrix.Common.GroupPolicy command you might
not have the provider installed in your system..

Step 2: Mount the provider

PowerShell providers provide a user interface similar to a file system. At the top of the hierarchy is a
drive, which is similar to a file system drive. After the provider is loaded, use commands to mount a
provider to a drive so that its objects can be accessed. The four parameters of the command are the
following:
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+ The -PsProvider parameter specifies the name of the provider. The value must be specified
and must be CitrixGroupPolicy.

« The —~Name parameter specifies the name of the drive.

The —Root parameter specifies the root of the drive in the hierarchy of the provider’s object

tree. Usually the root of the tree is specified.

The -Contro'ller parameter specifies the Citrix controller to use.
Mount the provider to a drive using the following command:

+ On-premises: Use Localhost to connect to a controller running on the same machine. When
a remote host is specified, the remote host must be a Citrix controller and the necessary ports
must be open for remotely connecting to the controller. The signed in user must be also an ad-
ministrator of the remote site. If a remote connection is to be used, the fully qualified domain
name (FQDN) of the remote controller with an optional port number must be specified. If no
port number is specified, by default port 80 is used. To mount a drive for on-premises deploy-
ments, run the following command:

New-PsDrive -PsProvider CitrixGroupPolicy -Name GP -Root \ -
Controller localhost

« Cloud: If the controller is a cloud controller, the connection must be made using the
Citrix Remote PowerShell SDK. Run the following command to connect to a cloud envi-
ronment. Before running this command, ensure that you are authenticated using the
Get-XDAuthenticationcommand oryou have set an authentication profile. For example,
Set-XdCredentials.

New-PsDrive -PsProvider CitrixGroupPolicy -Name GP -Root \ -
Controller $GLOBAL:XDSDKProxy -BearerToken $GLOBAL:XDAuthToken

After the New-PsDrive command is successfully run, the complete policy information is created as a
file system under the name provided.

cd GP:

Navigating the object tree

Objects in the provider form a tree. At the top, the root of the tree is the drive root. In the root, there
are two nodes named as Computer and User nodes respectively. The computer policies are stored in
the Computer node. The user policies are stored in the User node.
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—— Filters
—— User ——— Paolicy Object
Settings
Root (GP)
— Filters
—— Computer Policy Object
— Settings

The definition and difference between computer policies and user policies are listed in the following
table:

Computer policy User policy
Computer policies are policy objects that User policies are policy objects that include only
include only computer settings. user settings.

Computer settings are settings that are validated  User settings are settings that are validated at
for all user connections in the VDAs. Computer every user sign-in or reconnect.

settings are applied only at the time of VDA

reboots, restart of the Citrix Broker Agent (Citrix

Desktop Service), or at 90 minute intervals.

Policy objects are available either in the computer or user node. There is Settings and Filters avail-
able for each policy object.

Policy filters are objects that determine how a policy is applied. The policy engine running on a VDA
does the filtering calculation using a set of data called filter evidence. Filter evidence includes data
such as the user name and the client name.

The objects in the Settings node of a policy node are settings and are organized using categories.
Each category node includes subcategories or individual setting objects, which are the leaves of the
tree underthe Settings node. Nodes for all the settings are always defined and they cannot be created
or removed. You can only configure a Settings node by changing the node’s properties.

The objects under the Filters node of a policy node are filters, that you can create, modify, and
delete.
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Create, modify, or delete a policy
Create a policy

To create a computer policy, under the Computer node use the New-Item command. For example,
the following command creates a policy named Policy123:

PS GP:\Computer\> New-Item Policyl23

Name ¢ Policyl23

Description

Enabled : False

Priority 7

MergedPriority : 0

PSPath ¢ Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\
Computer\Policyl123

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\
Computer

PSChildName : Policyl23

PSDrive : GP

PSProvider : Citrix.Common.GroupPolicy\CitrixGroupPolicy

PSIsContainer : True

After the policy is created, the properties of the policy object are displayed.

Modify a policy

You can only modify the Description, Enabled, and the Priority properties for a policy. Do
not set the MergedPriority property because only the Citrix Studio uses this property.

To modify a property of a policy, usethe Set-ItemProperty command. Forexample, the following
command sets the description of the policy to test policy:
PS GP:\Computer\> Set-ItemProperty -Path Policyl23 -Name Description -

Value "test policy"
PS GP:\Computer\> Get-ItemProperty Policyl23

Name : Policyl23

Description : test policy

Enabled : False

Priority I

MergedPriority : 0

PSPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\
Computer\Policyl123

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\
Computer

PSChildName : Policyl23

PSDrive : GP

PSProvider ¢ Citrix.Common.GroupPolicy\CitrixGroupPolicy
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To display the result of the Set-ItemProperty command, use the Get-ItemProperty com-
mand.

Delete a policy

To delete an existing policy, use the Remove-Itemcommand. The following command removes the
policy named Policy123:

PS GP:\Computer\> Remove-Item Policyl23

Confirm

The ditem at GP:\Computer\Policyl23 has children and the Recurse
parameter was not specified. If you continue, all

children will be removed with the item. Are you sure you want to
continue?

[Y] Yes [A] Yes to ALl [N] No [L] No to ALl [S] Suspend [?] Help (
default is "Y"): a

PS GP:\Computer\>

The policy objects might have child objects. If you try to delete a policy object that has child objects,
the child objects are also removed. As a result, the PowerShell needs a confirmation for the removal
of all child objects.

To avoid the prompt, you can use the following ~-Recur se parameter:
PS GP:\Computer\> Remove-Item Policyl23 -Recurse

PS GP:\
Computer\>

Select setting for a policy

After anew policy is created, setting objects are automatically created in the new policy. The following
example shows the top level settings for a newly created policy:

PS GP:\User\> New-Item Policyl23

Name : Policyl23

Description

Enabled : False

Priority : 102

MergedPriority : 0

PSPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\
Policyl23

PSParentPath ¢ Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User

PSChildName : Policyl23

PSDrive : GP

PSProvider : Citrix.Common.GroupPolicy\CitrixGroupPolicy

PSIsContainer : True
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PS GP:\User\> cd Policyl123

PS GP:\User\Policyl23> dir

Filters

Settings

PS GP:\User\Policyl23> cd .\Settings\

PS GP:\User\Policyl23\Settings\> dir
ICA

Receiver

UserProfileManager
VirtualDesktopAgent

PS GP:\User\Policyl23\Settings\>

There are no individual settings in the top level objects under the Settings node. All the objects are
container objects created from the categories of the settings. To find the setting that you want to
select for your policy, browse the folders, or use the settings reference. For more information about
where to find the settings reference and how to use it, see the Setting definitions reference section.

For example, if you want to enable the setting Readonly clipboard, you can use the following Set-
ItemProperty command:
PS GP:\User\Policyl23\Settings\> Set-ItemProperty —-Path .\ICA\

ReadonlyClipboard\ -Name State -Value Enabled
PS GP:\User\Policyl23\Settings\> Get-ItemProperty -Path .\ICA\

ReadonlyClipboard\
State : Enabled
PSPath ¢ Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\

Policyl23\Settings\ICA\ReadonlyClipboard

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\
Policyl23\Settings\ICA

PSChildName : ReadonlyClipboard

PSDrive : GP

PSProvider : Citrix.Common.GroupPolicy\CitrixGroupPolicy

To display the result of the Set-ItemProperty command, use the Get-ItemProperty com-
mand.

As shown in the example, to select a setting, set the value of the State property of the setting to
Enabled. For settings whose value type is bool, for example, ReadonlyClipboard, only the
State property needs to be set. For settings whose value type is not bool, the Va'lue property might
need to be set. If the Value property is not set, the default value of the setting is used.

Note:

You can only use the internal name of the setting. For many settings, the internal names and
the displayed English names are different. To find the correct internal names, use the setting
definitions reference section.
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PowerShell auto-completion can be used in navigating the settings tree, which saves much typing.
Some settings are under several layers of categories.

Setting objects can only be selected by setting the value of the State property to Enabled
or Allowed. A setting can only be deselected by setting the value of State to Disab'led or
Prohibited. Setthe value of State to UseDefault to reset the setting. Setting objects cannot
be created or removed.

Deselect a setting for a policy

To deselect a setting, set the State property to Disab'led, Prohibited, orUseDefault as de-
scribed in the following command:
PS GP:\User\Policyl23\Settings\> Set-ItemProperty -Path .\ICA\

ReadonlyClipboard\ -Name State -Value Disabled
PS GP:\User\Policyl23\Settings\> Get-ItemProperty —-Path .\ICA\

ReadonlyClipboard\
State : Disabled
PSPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\

Policyl23\Settings\ICA\ReadonlyClipboard

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\
Policyl123\Settings\ICA

PSChildName : ReadonlyClipboard

PSDrive : GP

PSProvider : Citrix.Common.GroupPolicy\CitrixGroupPolicy

Create, modify, or delete a filter for a policy
Create a filter for a policy

Filter objects are present in the Filters node of a policy. Unlike settings, filters are not prepopulated,
except the top level nodes for each filter type. Create a filter object and specify its properties to create
a filter for a policy. The following example defines a client name filter:

PS GP: \User\Pol1cyl23\F11ters\Cl1entName\> New-Item ClientNameFilterl

Synopsis ¢ Allow - ClientNameFilterl

FilterValue : ClientNameFilterl

Name : ClientNameFilterl

FilterType : ClientName

Mode : Allow

Enabled ¢ True

Comment

PSPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\

Policyl23\Filters\ClientName\ClientNameFilterl

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\
Policyl23\Filters\ClientName

PSCh1ildName : ClientNameFilterl
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PSDrive ¢ GP
PSProvider ¢ Citrix.Common.GroupPolicy\CitrixGroupPolicy
PSIsContainer : False

Modify a filter for a policy

You can only modify the FilterValue, Name, Mode, and Enab’led properties. To modify a filter
property, use the Set-ItemProperty command. The following command sets the value of the
client name filter toWindows11:

PS GP:\User\Policyl23\Filters\ClientName\> Set-ItemProperty

ClientNameFilterl —-Name FilterValue -Value "Windows11"
PS GP:\User\Policyl23\Filters\ClientName\> Get-ItemProperty

ClientNameFilterl
Synopsis : Allow - Windowsll
FilterValue : Windowsll
Name : ClientNameFilterl
FilterType : ClientName
Mode : Allow
Enabled : True
Comment g
PSPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\

Policyl23\Filters\ClientName\ClientNameFilterl

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\
Policyl23\Filters\ClientName

PSChildName : ClientNameFilterl

PSDrive : GP

PSProvider ¢ Citrix.Common.GroupPolicy\CitrixGroupPolicy

Delete a filter for a policy

Toremove afilter, use the Remove-Itemcommand. No child objects are present under afilter object,
which is a leaf node. As a result, no need to use the —Recurse switch:
PS GP:\User\Policyl23\Filters\ClientName\> Remove-Item

ClientNameFilterl
PS GP:\User\Policyl23\Filters\ClientName\>

Setting policy priorities

One of the properties of the policy object is Priority, which is an integer. The priority of a policy speci-
fiesthe precedencein calculating the result of applying all the policies in the site. The priority number
is automatically assigned when a new policy is created. The larger the priority number, the lower the
priority of the policy.
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When a new policy is created, the priority of the policy is assigned to the lowest. This setting means
that the priority number of the policy is assigned to one larger than the existing lowest priority num-
ber. Priority numbers are 1-based and there are no gaps allowed. This setting means that the largest
priority number always is the number of policies. For example, if there are three policies defined, the
priority of the next policy will be 4.

Modify policy priorities

To update the priority of a policy, you use the Set-ItemProperty command that sets the priority
of a policy. For example:

PS GP:\User> Get-ItemProperty Policyl23

Name : Policyl23

Description

Enabled : False

Priority : 102

MergedPriority : 0

PSPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User)\
Policyl23

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User

PSChildName : Policyl23

PSDrive : GP

PSProvider : Citrix.Common.GroupPolicy\CitrixGroupPolicy

PS GP:\User> Set-ItemProperty Policyl23 -Name Priority -Value 10
PS GP:\User> Get-ItemProperty Policyl23

Name ¢ Policyl23

Description

Enabled : False

Priority : 10

MergedPriority : 0

PSPath ¢ Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User\
Policyl123

PSParentPath : Citrix.Common.GroupPolicy\CitrixGroupPolicy::GP:\User

PSChildName : Policyl23

PSDrive : GP

PSProvider : Citrix.Common.GroupPolicy\CitrixGroupPolicy

In this example, the newly created Pol1icy123is automatically assigned the priority number 102. To
move it to priority 10, set the value of Priority to 10.

Assigning the priority of a policy changes the priorities of all the policies behind it. In this example,
the policy that was at priority 10 is now at priority 11. The policy that had priority number 11 is now
at priority number 12, and so on. The priorities of the policies ahead of the new priority value are not
changed. This setting means that the priorities of the policies at 1 through 9 are not changed.

In this provider, policy priorities can only be changed one at a time.
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Removing a policy results in the policies with lower priorities to get moved up by one.

Priority number cannot be more than the total number of policies. For example, if we have 102 poli-
cies, no policy can be set to priority 103 or larger. If the priority of a policy is assigned a number greater
than the number of policies available, the priority of the policy is set to the number of existing poli-
cies. This behavior is convenient when you want to move a policy to the lowest priority. For example,
if there are only 10 policies and if you set the priority of the Unfiltered policy to 10000, the priority
of the Unf+iltered policy will be set to 10, which is the lowest priority.

Merge user and computer policies

The provider has the user and computer policies organized separately. But in the policy management
consoles (Citrix Studio), there is no distinction between these two types of policies. A computer and
a user policy that have the same name are merged in the Citrix Studio as one policy.

The merge is done using the name only. If a computer or user policy does not have a counterpartin the
other policy type, it exists as a policy in Citrix Studio, although it has only computer or user settings
configured in it.

Merging the user and computer policies of the same name imposes the following requirements to
create and edit policies in the provider:

« No priority inversion is allowed. Priority inversion is a condition where the computer and user
portions of two policies are in reverse orders. For example, consider we have the user policies
Policy® and Po'licyl with priority numbers 1 and 2 and the computer policies Policy0
and Policy1l with priority numbers 6 and 3. In this example, the priority inversion occurs
between PolicyOand Policyl. The policy numbers do not have to be consecutive and they
do not have to be the same numbers. If the computer policies Policy0 and Policyl have
priorities 3 and 6, there is no priority inversion occurs between Policy® and Policyl. For
the entire set of policies, there must be no priority inversion between any two policies.

« Filters must be consistent. The computer and user portions of the same filter type must have
filters that are consistent. Consider a scenario where the user policy Policy0 has a filter to
allow delivery group Dg0 and the computer policy Po'licy0 has a delivery group filter that
denies Dg0. In this example, there is filter inconsistency between the two portions of Policyo0.

« Policies must be of the same state. Both the user and computer value of a policy must be set to
the same state. They must be both either enabled or disabled.

The Citrix Studio detects these conditions and refuses to display the policies when such a condition

exists.

Note:

TheMergedPrior-ity propertyisused by Citrix Studio to maintain the priority numbers of the
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merged policies. The provider must not alter the MergedPrior-ity property. Itis reset every
time policies are opened in the Citrix Studio.

Setting definitions reference

Policies are the containers of settings. VDAs validates settings as the configurable values to achieve
the desirable effects. In each VDA release, with newly added VDA features, there are new settings that
allow Citrix administrators to configure these features.

There are already over 400 settings. Although in the Ul, settings can be searched, it’s not easy to find
the setting that you want to configure in the provider. When you write a script, you might use the Citrix
Studio to find the settings. But when you do not have access to the Citrix Studio, you need a different
source to navigate the setting hierarchy.

You can find a complete reference of Citrix policy settings in the Policy documentation.

Recommendation on efficient use of the provider

Behind the scenes, the provider automatically saves every change whenever a PowerShell command
like New-Itemor Set-ItemProperty isrun. The entire policy data is stored as a binary blob. As
a result, every change might result in thousands of bytes written to the controller’s site database.

If you connect to the local computer or if you have few number of policies, settings, and filters config-
ured, you might not notice any delays. But if you edit a large blob that has dozens of policies and many
settings and filters, or if the controller is remote, you might notice delays after a change is made.

The unnecessary saves to the database can be turned off. Set the provider’s drive property

AutoWriteBackvalueto $false to clear the unnecessary saves:
PS GP:\User> (Get-PSDrive GP).AutoWriteBack
True
PS GP:\User> (Get-PSDrive GP).AutoWriteBack = $false
PS GP:\User> (Get-PSDrive GP).AutoWriteBack

False
PS GP:\User>

After the AutoWriteBack is set to $false, you must save the changes because changes will not
be automatically saved. You can save the changes using the drive’s Save () method:

PS GP:\User> (Get-PSDrive GP).Save()
PS GP:\User>

Note:

Turning off auto saveisrecommended in scripts. It can significantly improve the execution speed
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of the scripts.

FAQ
How do filters get applied?

This question is not just limited to using the provider.

The mode of a filter specifies how a filter must be applied. The value Al1low means that the policy
will be applied if the filter condition is met. The value Deny means that the policy will not be applied
when the filter condition is met. Among multiple filters of the same type, Deny take precedence over
Allow. For example, consider a scenario when the user user1is a member of the users group and a
user filter allows user group users and another filter denies the user user 1. In this scenario, when
the filters are evaluated, the net result on evaluating the user filters is to not apply the policy if the
userisuserl.

Among filters of the same type, the filters are ANDed together. For example, among all the user filters,
the net result of evaluating the filters is when all the filter conditions are met, with the deny filters
having precedence over allow filters.

Among filters of different types, the filters are ORed together. For example, consider a scenario where
you have some delivery group filters and some user filters and the net result of evaluating the user
filtersis denying user 1 and allowing the delivery group dg1. In this scenario, the policy is applied if
the VDA isin dg1 and only its user policy portions are not applied if user1 connects to the VDA.

Why errors seen in Citrix Studio after changes are made in provider?

After the policies are updated using the provider, an error appears in the Citrix Studio similar to the
following one:

Citrix Policies

ﬁ Changes made to policies outside of this console, such as in PowerShell or management tools from previous versions,
resulted in a discrepancy between policies.

The Enabled flag for the "user" and "computer” components of policy Errorl must have the same value.

Learn more

As the error indicated, there is a policy named Error1 but actually there are two separate policies
named Errorlin the provider. The user policy Errorl might have the Enabled property set to
true and the computer policy Error1 might have the Enab'led property set to false. For more
information about policy merge issues, see the Merge user and computer policies section.
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After creating the policies, why do policies get deleted when viewing policies in the Citrix
Studio?

Empty policies are not allowed in the database to ensure efficiency when policies are evaluated by
VDAs. Empty policies are policies without settings. The only exception is the Unfiltered policy,
whichisabuilt-in policy. Itisimpossible to create an empty policy in the Citrix Studio. Butitis possible
to create an empty policy using the provider. Some people might have scripts to create some empty
policies temporarily. But if the policies are viewed using Citrix Studio, those policies are deleted and
will not be visible in the Citrix Studio. To avoid having your temporary empty policies deleted, do not
use the Citrix Studio to view policies while changes are being made.

How to retrieve the policy updates that is done in the Citrix Studio?

You or another user might be modifying policies at the same time. For example, you might have a
PowerShell session and also a Citrix Studio session running at the same time. Changes made using
the provider are saved to the database immediately (unless AutoWriteBackissetto false). Your
changes made through the provider are available after you refresh the Citrix Studio view.

If you update a policy in the Citrix Studio and you want to pick it up in your current PowerShell session,
you can use the Refresh () command.

PS GP:\User> (Get-PSDrive GP).Refresh()

Getting started with the SDK

April 19,2024

To create a script, perform the following steps:

1. Use Citrix Studio to perform the operation that you want to script; for example, to
create a catalog for a set of Machine Creation Services Machines.

2. Collect the log of SDK operations that Studio made to perform
the task.

3. Review the script to understand what each part is doing. This will
help you with the customization of your own script. For more
information, see the example use case which explains in detail what
the script is doing.

4. Convert and adapt the Studio script fragment to turn it into a
script that is more consumable. To do this:
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« Use variables. Some cmdlets take parameters, such as Taskld.
However, it may not be clear where the value used in these
parameters comes from because Studio uses values from the result
objects from earlier cmdlets.

+ Remove any commands that are not required.

« Add some steps into a loop so that these can be
easily controlled. For example, add machine creation into a loop
so that the number of machines being created can be controlled.

Examples

Note:

When creating a script, to ensure you always get the latest enhancements and fixes, Citrix recom-
mends you follow the procedure described above rather than copying and pasting the example

scripts.
Examples Description
Example: Create catalog Script: create a catalog for a set of Machine
Creation Services (MCS) machines
Example: Create and configure a host Script: create and configure a hosting

connection

Example: Create a PvD Desktop Script: create a Delivery Group containing static

desktops
Example: Get load balancing information Display load index values for Server OS Machines

Understanding the Citrix Virtual Apps and Desktops Administration
Model

April 19,2024

Citrix Virtual Apps and Desktops has an administration model that is defined by a set of objects and
their interconnections, as shown in the following illustration.
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Maching must be in sam

“hllocation type

Matched session and

Connection

Permission

The following sections describe each object, its responsibilities, characteristics and basic
properties.

Connection

A Connection entity provides the details required to establish a connection to the administration point
for avirtualization platform. These details are used to provide any power management and provision-
ing functions that are required. The Connection defines:

The identity of the connection, which includes a name and an internal ID value (a GUID).

Type —XenServer, SCVMM or vCenter.

Username —the account name to use for connections to the hypervisor.

+ Password —the password to use for connections to the hypervisor.

The state of the connection and whether the hypervisor can be communicated with or not.

Any current alerts raised by the hypervisor.

The password cannot be read back once set and is stored in the database in an encrypted form.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 63



Citrix Virtual Apps and Desktops 2402 SDK

There is one of these entities in the model for each platform definition; however, there will be many
connections established to the virtualization platform at run time to service the requirements of the
Citrix Virtual Apps and Desktops deployment. These connections can be shared by many Resources
entities (see below for further details).

Note:

When setting up a Connection with Citrix Hypervisor, you specify a host or Citrix Hypervisor pool;
when setting up a Connection with Microsoft Hyper-V or VMware, you provide details to the man-
agement servers (SCVMM or vCenter). Also, when configuring a Connection, you must specify
the user name in the correct format, depending on the virtualization solution you’re using. If
you’re setting up a Connection with XenServer, specify a plain user name; for example “user-
name”; for a Connection with VMware or Hyper-V, specify a domain user name; for example “do-
main\username”.

Resources
Note:

This applies only to the creation of new machines when using Machine Creation Services (MCS)
or Provisioning Services (PVS).

This setting defines a set of resources within the virtualization platform that are available for the prod-
uct to consume. This allows the administrator to constrain deployment to a subset of the resources
that the platform provides, and enables differing sets of resources to be defined for different purposes.
This can control the storage and networking usage of machines provisioned within the site. The Re-
sources entity defines:

+ Networks—the networks which are able to be used when provisioning new machines into the
virtualization plaform (for PVS, this is the streaming network; only one can be chosen or the first
one is used).

+ Storage—the storage to use when provisioning new machines into the virtualization platform.

At least one Resources setting must be defined for each Connection object if a provisioning
mechanism is to be used. Many Resources settings can be linked to a single Connection.

The connection details are provided by the Connection entity.
Note:

When specifying Resources on a Connection to either SCVMM or vCenter, you select the host or
cluster as well as the storage and networking.
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Administrator

This defines the person who can administer the product. There can be various administrators of
the product, each with a different set of capabilities within the product. The Administrator defines:

» The AD account the administrator is defined by, defined as their name and SID value.
This can be an individual user or a security group.

+ Therights the administrator has (i.e. what roles are available over which scopes).

Machine

Amachineisarepresentation of a virtual or physical computer that can be used within a site to provide
sessions to users. The machine defines:

« Identity of the machine, such as SAM name, DNS name, host (hypervisor) name, IP address, SID,
License ID etc.

« Status of the machine, including power state, registration state, Personal vDisk state, load index
etc. Asummary state value aggregates many of these into a single state value.

+ Information about the environment and configuration of the machine, such as version numbers
of installed operating systems and Citrix components, including the ‘functional level’of the ma-
chine.

+ Data relating to the most recent activity of the machines, such as the last reason for de-
registering, the last power action performed on the machine, the last connection failure
etc.

+ Maintenance mode and ‘WindowsConnectionSetting’states for controlling the enable/dis-
able/drain behavior of the machine.

« Visible user-resource settings for the machine for the assigned desktop case, such as icon, pub-
lished name etc.

« For multi-session machines (Server OS Machines), aggregate information about the sessions
running, such as the number of sessions active, pending etc.

+ ‘Tag’values associated with an assigned machine.

+ Provisioningimage information, such as the path to the masterimage, the provisioning scheme
used to create the machine, and whether or not the machine has an updated image pending on
its next reboot.

Most of the machine values are exposed by the Broker Service SDK, but items are also exposed
by other services, such as the Machine Creation Service (MCS). Other values shown on a per-machine
basis are inherited from the Catalog or Delivery Group (if any) that the machine is associated with, or
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from the provisioning scheme used to create it. For example, the machine type

which is defined at the Catalog level by a combination of factors such Physical or Virtual, static or ran-
dom, how user changes are persisted and others. For single-session machines (Desktop OS Machines),
information about the session (if any) that is running on the machine is also associated with the ma-
chine. This includes connected user identity, session state, protocol in-use and so on. Machines can
exist only in the model if they are defined as part of a Catalog; they cannot exist

outside of this concept.

Catalog

A Catalog defines a set of machines that are usually, but not always, expected to be equivalent.
Multiple Catalogs can exist within a single deployment, enabling different sets of machines to be built
and stored for different purposes. The Catalog defines:

+ Catalog type, defined by the values of the following properties:

1. The provisioning method for the machines (MCS, PVS or manual)

2. How machinesin the Catalog are allocated to users: statically with permanent assignment
to users or randomly each time a user requests a resource

3. Whether the machines are single-session (Desktop OS Machines) or multi-session (Server
0S Machines)

4. Whether the machines are physical or virtual

5. How user changes to machines are handled, whether they are discarded after the user logs
off or preserved locally on the machine or using Personal vDisk

« If the Catalog is to be used for Remote PC users and, if so, which Active Directory (AD) OUs are
to be associated with the Catalog, and which Delivery Groups are associated with the Catalog.

+ MCS provisioning-associated details (if MCS provisioning is to be used):

1. Master image for the machines
2. Memory size and number of CPUs
3. Personal vDisk disk size, drive letter, and allocation percentages

4. AD account naming scheme and OU where the machines are created, and a list of already
created accounts

+ Details of any PVS server associated with the Catalog.

« The functional level expected for machines; machines of lower functional level are not allowed
to register with the site.
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Also exposed at the Catalog level are some usage values for machines consumed or available in the
Catalog.

Delivery Group

The Delivery Group provides details about a collection of machines used to provide desktops and/or
applications to an end-user. Many Delivery Groups can be linked to the same Catalog, enabling ma-
chines in a Catalog to be distributed in various ways depending on the requirements of different user
sets. The Delivery Group defines:

+ The allocation type of the machines in the group, indicating whether machines are shared be-
tween users (random) or assigned persistently to one or more users (static), and whether the
machines are single-session (Desktop OS) or multi-session (Server OS) machines.

+ The delivery type of the group, indicating whether the group serves applications only, desktops
only, or a mixture of applications and desktops to users.

« Settings controlling the power management of machines in the group, including:

1. Which hours of the day, on different days of the week, are considered ‘peak’time

2. How many machines to keep running at different hours of the day on different days of the
week for random/unassigned machines, including buffer sizes

3. The timezone to use for evaluating the hours of the day for the above settings
4. Whether and how assigned machines are power managed

5. Whether and how to shut down or suspend machines after trigger events, such as user
disconnect or logoff

6. Whether or not the machines are considered corrupted by any sessions run on them and
forced to restart to return them back to a clean, known state after each use

+ How desktop resources from the group appear to an end-user, including icon used, color depth
and name. Also defined is the security level required on the ICA connections for machines in
the group. For desktop resources, the number of desktops each user is allowed simultaneously
from the group.

+ Rules used to establish the availability of these machines to the end users. Rules can factor in,
not just the user’s identity, but also where the user is connecting from and how, what the state
of the client device is, and which remoting protocols are supported.

+ Whether the group is enabled or disabled, including setting of maintenance mode.

+ Whether the end-user is allowed to reset the machine themselves (for example, using Store-
Front).
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+ ‘Tag’values associated with a random/shared group.

+ The functional level expected for machines in the group; machines of lower functional level are
not allowed to register with the site.

+ Whether the group is to be used for Remote PC users, and which Remote PC catalogs are asso-
ciated with the group.

+ A schedule for regularly rebooting multi-session (Server OS) machines at a particular time and
day, and settings to control how that reboot is done.

Also associated with Delivery Groups are settings for features such as Profile management and Store-
front URL settings, which are separately defined as ‘Machine Configuration’objects and associated
with one or more Delivery Groups.

Note: The SDK often uses the term ‘Desktop Group’to refer to a ‘Delivery Group’

Application

This provides details of a seamless (i.e. floating window, separate from a desktop) application that
is to be made available to end-users.Typically, each application is associated with a single delivery
group, but application definitions can be shared across multiple groups, if required.

Applications can be run either on a remote machine and displayed on the local client desktop, or
installed and run on the local client machine with windows overlaid onto a remote desktop. The ap-
plication defines:

« The type of the application, whether ‘HostedOnDesktop’or ‘InstalledOnClient’.

« For HostedOnDesktop applications:

1. The path to the application initial executable to be run on the VDA machine and the com-
mand line parameters, if any, to be supplied when the application is started

2. Optionally, a specific set of users who have access to the application as a subset of users
who have access to the Delivery Group(s)

3. Any application-specific settings to be applied to the application process, including a CPU
priority level, whether the application should wait for proxy printers to be created or not,
etc.

« For InstalledOnClient applications:

1. Aflagto indicate that the icon for the application is to be fetched from the client device

2. Aflagto specify that extra security measures are to be taken with the arguments supplied
to the application
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« How the application resource appears to an end-user, including icon used, folder location on
the client device, name and whether the shortcut appears in the start menu, desktop or both.

« Any file-type associations for the application, associating file extensions with the application.

« Which Delivery Group(s) it is associated with, along with an optional priority value for choosing
between multiple groups.

« Whether the application is enabled and, separately, whether it is visible to end users or not.

Desktop

In Citrix Virtual Apps and Desktops, the Desktop object (which describes both the machine and the
session on the machine) is replaced by the Session object and the Machine object, both of which have
been expanded to do the work of the Desktop object.

Session

This provides details of a Windows session running on a machine controlled by the site. The session
may be one initiated by Citrix Virtual Apps and Desktops, or one that was created by other means, such
as a user logging directly onto the machine through the console or over RDP.

The session defines:

+ The identity of the machine where the session is running, including machine DNS name, IP ad-
dress, NetBios name, SID etc.

« The identity of the user who is running the session, including SAM name, UPN, SID, etc.

+ The identity of the user who brokered the connection to the session, including SAM name, SID,
etc.

+ Theidentity of the endpoint client machine being used to connect to the session, including the
device name, IP address, ID.

» The identity of the machine used to request the launch, i.e. the web server from which the
launch was made. This includes name and IP address.

+ The identity of the machine used to act as a gateway for the session connection, including ma-
chine DNS name, IP address.

+ Details of significant events in the session, including start time, the time when the session was
most recently connected to, brokered to etc.

« The durations of aspects of the most recent session creation or connection, including the time
taken to broker the session, time taken to create the session etc.
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The current status of the session, including an overall session state, whether the ICA connection
is secured, what protocol is being used.

+ The current state of the machine running the session, incuding an overall summary state, power
state, etc.

« Details about how the session connection was made, such as whether the session was brokered
or connected to autonomously, the session context ‘Smart Access’tags in force.

« Whether the session is ‘hidden’or not. Sessions can become hidden if certain types of problems
are encountered when a user launches an application or desktop.

+ The list of brokered applications executing in the session.

The session SDK object also provides information from the related machine, Delivery Group and Cata-
log SDK objects. This information includes identity information, basic configuration and status infor-
mation.

Controller

This provides details of the individual Delivery Controller machines in the site. Most of the data is
dynamic state data from the running site, rather than configuration settings. The controller shows:

Which ‘site services’are active on each controller.

The version of the controller components.

The identity of the controller machine, as fully qualified DNS name, SAM name, SID etc.

The type and version of the OS of the controller machine.

Current controller and service status, and most recent activity times.

Counts of machines registered with the controller.

Which hypervisor connections are associated with the controller for site service location pur-
poses.

Most of the controller values are exposed from the Broker Service SDK, but other items are exposed
from other services, such as the Machine Creation Service.

Site

The Site is a top-level, logical representation of the Citix Virtual Apps and Desktops site, from the per-
spective of the configuration services running within it. The site contains licensing information, site
metadata and the site name, among others.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 70



Citrix Virtual Apps and Desktops 2402 SDK

A Citix Virtual Apps and Desktops installation has only a single configuration site instance. The Site
object has the following properties:

« Name

+ Controllers —list of controllers in the site

« Databases —list of databases used by the site
+ DefaultlconUid

« Licenselnformation

« Metadata

Log

This provides details of the collected configuration logs, which describe the administrator activity on
the site since logging was enabled. Administrator read actions are not logged, but any administrator
action that changes the configuration or state of the site is included in the log. You can view the log at
one of three levels: high-level logs, low-level logs and operation details. Each low-level log is a part
of a larger high-level operation which is logged, while operation details describe elements within a
single low-level operation. Log items show:

« The identity of the administrator who performed the operation, including the IP address of the
machine from which it was performed.

+ When the operation took place, both start and end times.

« Whether the operation succeeded or failed for any reason.

« Adescription of the operation, as a text string and also characterized by operation type, source
type, target type etc.

« Details of parameters supplied to the operation.

+ Any parent/child relationship in the log hierarchy.

+ For changes in configuration, a before and after value for the items changed.

For more information about what is logged, see the Configuration Logging documentation.

Right

This defines a combination of role and the scope over which role permissions are allowed. Permis-
sions defined in the role can be executed by the specified administrator, but only on objects that are
directly or indirectly associated with the specified scope. The Right defines:

« The role whose permissions are to be allowed.

» The scope over which the role permissions are to be allowed.
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Rights are not SDK objects that can be manipulated separately; they are always associated with a
particular Administrator object. A single administrator can have many rights, with the total capability
of the administrator being the sum of all their individual rights.

Scope

This defines a named grouping for objects, where objects in the grouping have administrator rights
over objects controlled on a role-by-role basis. SDK objects of various types can have scopes directly
associated with them, such as Catalogs, Delivery Groups, Connections, Resources etc. These SDK ob-
jects have properties that list the scopes that the object has been associated with. Other SDK objects
have administrator rights granted by a secondary association with other objects which are directly
scoped. For example, Machine objects inherit their scope associations from the Catalogs and Delivery
Groups they are members of; Session objects inherit their scope associations from the machines on
which the session is running. Some scopes are pre-defined (in practice only the ‘All’scope is currently
built-in) but you can create other scopes to specify suitable grouping definitions for your particular
deployment.

The Scope defines:

+ Theidentity of the scope, which includes a name and an internal ID value (a GUID).
« Whether the scope is built-in or not.

Role

Defines a set of permissions that an administrator can perform. Roles are always granted to adminis-
trators with an associated scope; they do not provide rights on their own, although some roles may
have general permissions that apply to objects which do not have any scopes associated with them
(‘unscoped objects’). Some roles are pre-defined, but you can create other custom roles to specify
suitable sets of permissions for your

particular deployment. A Role defines:

« The identity of the role, which includes a name and an internal ID value (a GUID)
+ Whether the role is built-in or not

+ The set of permissions that make up the role
The built-in roles are:

 Full Administrator—can perform all tasks and operations.

+ Read Only Administrator—can see all objects in specified scopes, as well as global information,
but cannot change anything.
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« Machine Catalog Administrator—can create and manage Machine Catalogs and provision ma-
chines.

« Delivery Group Administrator—can deliver applications, desktops, and machines; can also
manage the associated sessions. Allows creation and managing of Delivery Groups and
applications.

+ Help Desk Administrator—can view Delivery Groups, and manage the sessions and machines
associated with those groups. Allows viewing of end-user resources and limited state change
actions for troubleshooting end-user problems, but does not allow most configuration changes.

« Host Administrator—can manage host connections and their associated resource settings.

Permission

Defines a single console-level task or operation that is allowed when the permission is included in a
role. Each permission can allow several low-level SDK operations (cmdlets), and a particular low-level
SDK operation can be granted by any number of related permissions. A Permission defines:

« The identity of the permision, which includes a name and an internal ID value (a GUID).

+ The permission group membersip of the permission. Permission groups collect together per-
missions relating to a particular functional area.

» The set of low-level SDK operations covered by the permission.

Creating a Catalog

April 19, 2024

The following example shows how to create a catalog for a set of Machine Creation Services (MCS)

machines.
Before you begin, make sure you follow the steps detailed in Get started with the SDK.

This document tells you how to use Studio to perform the operation you want to script (in this case, to
create a catalog for a set of Machine Creation Services machines) and collect the log of SDK operations
that Studio made to perform the task. This output can then be customized to produce a script for
automating catalog creation.

Note:

To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the
procedure described in this document, rather than copying and pasting the example script. Line
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breaks have been added to the script for readability.

Understand the script

The following section explains what each part of the script produced by Studio is doing. This will help
you with the customization of your own script. Line numbers have been added for readability.

Start-LogHighLevelOperation -AdminAddress 'ddc.dumdev.internal.citrix.
com:80' -Source 'Studio' -StartTime 29/05/2023 14:43:08 °
-Text 'Create Machine Catalog " 'ExampleMachines™''

Starts a logged operation and returns a log ID which is supplied to subsequent operations to associate
them with the larger task.

New-BrokerCatalog -AdminAddress 'ddc.dumdev.internal.citrix.com:80"' -
AllocationType 'Permanent' -Description 'Example Machines'
-IsRemotePC $False -Loggingld f39a2792-064a-43eb-97c7-397ccl238e46 -

MinimumFunctionalLevel 'L7' -Name 'ExampleMachines'
-PersistUserChanges 'OnPvd' -ProvisioningType 'MCS' -Scope @() -
SessionSupport 'SingleSession'

Creates a Broker catalog. This catalog is populated with machines which are about to be
created.

New-AcctIdentityPool -AdminAddress 'ddc.dumdev.internal.citrix.com:80'
-AllowUnicode -Domain 'dumdev.internal.citrix.com'
-IdentityPoolName 'ExampleMachines' -LoggingId f39a2792-064a-43eb-97
Cc7-397cc1238e46 —NamingScheme 'Example-####"'
-NamingSchemeType 'Numeric' -OU 'OU=DUMVMs,DC=dumdev,DC=1internal,DC=
citrix,DC=com' -Scope @()

Creates an Identity Pool. This defines the mechanism for creating AD computer accounts. This be-

comes a container for AD accounts created for the machines that are to be created.
Set-BrokerCatalogMetadata -AdminAddress 'ddc.dumdev.internal.citrix.com
:80' -CatalogId 1 °
-LoggingId 39a2792-064a-43eb-97c7-397cc1238e46 -Name '

Citrix_DesktopStudio_IdentityPoolUid'
-Value 'b99aee6d-8772-4dbc-978b-8eb9a26e2407"'

Sets metadata on the Broker catalog with details of the Identity Pool. This is not essential.

Test-ProvSchemeNameAvailable -AdminAddress 'ddc.dumdev.internal.citrix.
com:80' -ProvisioningSchemeName @('ExampleMachines')

Checks that the requested name is available. This is not essential.

New-ProvScheme -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
CleanOnBoot -HostingUnitName 'SharedNFS'
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-IdentityPoolName 'ExampleMachines' -LoggingId f39a2792-064a-43eb-97
c7-397ccl238e46 °

-MasterImageVM 'XDHyp:\hostingunits\SharedNFS\BaseVM.vm\Base OS,
domain joined and activated.snapshot \Pre-reqs installed.snapshot
\\Updates Applied.snapshot\VDA75-no agent.snapshot\Updated Agent.
snapshot' °

-NetworkMapping @{

0="xdhyp:\hostingunits\SharedNFS\Network0.network"' }

-ProvisioningSchemeName 'ExampleMachines'

-RunAsynchronously -Scope @() -UsePersonalVDiskStorage -VMCpuCount 1
-VMMemoryMB 1024

Creates a provisioning scheme object. This is a template for the machines that are to be created. It
specifies the hypervisor, network, storage, memory, number of CPUs to be used etc. It takes parame-
ters from the system already set up, such as the HostingUnit name and the path to the VM snapshot to
be used for the machines to be created. This command makes a ‘consolidated’copy of the VM snap-
shot being used and, as a result, the process can take time to complete.

In this example, the Studio script specified the -RunAsyncronous flag on this command. This means
the command will return control to the administrator before it has completed, so you must wait for it
to finish before performing any operations that require it to be complete. If this flag is not specified,
the command runs synchronously in-line and control is not returned until the command completes
(successfully or otherwise). You can check the status of an asynchronous task using the Get-ProvTask
cmdlet. Supply the task ID returned from the operation that started the task; in this case, the New-
ProvScheme cmdlet.

Set-BrokerCatalog -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
LoggingId f39a2792-064a-43eb-97c7-397ccl1238e46
-Name 'ExampleMachines' -ProvisioningSchemeId 76125e3a-9001-4993-86
b6-eefc85c87880

Updates the BrokerCatalog with the unique Id of the provisioning scheme created above.

Add-ProvSchemeControllerAddress -AdminAddress 'ddc.dumdev.internal.
citrix.com:80'
-ControllerAddress @('DDC.dumdev.internal.citrix.com')
-LoggingId f39a2792-064a-43eb-97c7-397cc1238e46 -
ProvisioningSchemeName 'ExampleMachines'

Adds a set of controller addresses to the provisioning scheme object. Thisis a list of addresses that the
machines created can use to register with a Controller (broker) when deployed. The machines’regis-
tration addresses can be supplied in many ways; however, this information is required if the admin-
istrator wants to use the ‘Allow Machine Creation Service to supply this’in the VDA installer. Changes
to this list affect only machines created after the change, not existing machines.
Get-AcctADAccount —-AdminAddress 'ddc.dumdev.internal.citrix.com:80' -

IdentityPoolUid b99aee6d-8772-4dbc-978b-8eb9a26e2407 °
-Lock $False -MaxRecordCount 2147483647 -State 'Available'
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Studio gets a list of available Machine Identities from the Identity Pool so that, if existing accounts have
been created in the past but are unused, these can be consumed instead of creating new accounts.
Note that this is not required in a script because new accounts can be created instead, provided the
script is running in a context that has permissions to do this. However, if the script does not have
permissions to create accounts, change the script to consume available accounts (a separate process
will be required to provide a pool of accounts into the Identity Pool, before running the script).

New-AcctADAccount —-AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
Count 2 °
-IdentityPoolUid b99aee6d-8772-4dbc-978b-8eb9a26e2407 -Loggingld
£3922792-064a-43eb-97c7-397cc1238e46

Creates the required AD computer accounts in Active Directory. The script creates one account but, if
required, it can create more using the ‘Count’parameter of the command. The accounts are created
into the OU defined in the provisioning scheme created above.

New-ProvVM -ADAccountName @('DUMDEV\Example-0001\$', 'DUMDEV\Example
-0002\S$') —-AdminAddress 'ddc.dumdev.internal.citrix.com:80"' °
-LoggingId f39a2792-064a-43eb-97c7-397cc1238e46 -

ProvisioningSchemeName 'ExampleMachines' -RunAsynchronously

Creates virtual machines, based on the template definition in the provisioning scheme created above.
This process may take time to complete.

Lock-ProvVM -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
LoggingId f39a2792-064a-43eb-97c7-397cc1238e46
-ProvisioningSchemeName 'ExampleMachines' -Tag 'Brokered' -VMID @('

0710bb77-d01f-d006-4d67-5472e5cd349f")

Locks the provisioned virtual machines and prevents accidental modification of the virtual machine.
Consumers of the SDK can use this to indicate that the virtual machine is in use and why it is locked.
The script locks the VM with a tag of ‘Brokered’to indicate the virtual machine is created and added to
a Broker catalog and must not be deleted without first being removed from the catalog. You can set
the Tag name to whatever is required.

New-BrokerMachine -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
Cataloglid 1 °
-HostedMachineld '0710bb77-d01f-d006-4d67-5472e5cd349f"'
-HypervisorConnectionUid 1 -LoggingId f39a2792-064a-43eb-97c7-397
ccl238e46
-MachineName 'S-1-5-21-3918710733-2340574387-1999698698-109114"'

N

Creates a Broker Machine object. These are objects stored in the catalog which join the
provisioned machine with the catalog.
Start-BrokerMachinePvdImagePrepare —-AdminAddress 'ddc.dumdev.internal.

citrix.com:80"' -InputObject @(2)
-LoggingId f39a2792-064a-43eb-97c7-397cc1238e46
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Requests the Broker Service to initiate a preparation operation for Personal vDisk. This is required to
allow the machine to initialize the storage for Personal vDisk.

Stop-LogHighLevelOperation —-AdminAddress 'ddc.dumdev.internal.citrix.
com:80"' °
-HighLevelOperationId f39a2792-064a-43eb-97c7-397ccl1238e46 -
IsSuccessful $true

Stops the logged operation begun in the first step and indicates it was successful.

Customize the script

The following section shows how to convert and adapt the Studio output into a script that is more
consumable. In addition to using variables and removing commands that are not required, it shows
how to add machine creation into a loop so that you can control the number of machines created.

[CmdletBinding()]

param

(
[Parameter (Mandatory=$true)] [string] ShostingUnitPath,
[Parameter (Mandatory=$true)] [string] ScatalogName,
[string] S$catalogDescription,
[Parameter (Mandatory=$true)] [int] $numVmsToCreate,
[string] $adminAddress,
[Parameter (Mandatory=$true)] [string] S$namingScheme,
[string] $0U,
[Parameter (Mandatory=$true)] [string] S$domain,
[Parameter (Mandatory=$true)] [string] S$masterImagePath

)

Set-HypAdminConnection -AdminAddress S$adminAddress

ShostingUnit = get-item S$hostingUnitPath
$hostConnection = $hostingUnit.hypervisorConnection

$SbrokerHypConnection = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hostConnection.HypervisorConnectionU-id

# Start logged operation

$loggingOp = Start-LogHighLevelOperation -AdminAddress $adminAddress -
Source 'Scripted' -Text "Create Machine Catalog " 'S$catalogName '"

$loggingId = $loggingOp.Id

# Create the broker catalog and the AD Identity account pool
$catalog = New-BrokerCatalog -AllocationType 'Permanent' -Description
$ScatalogDescription -IsRemotePC $False °
-MinimumFunctionalLevel 'L7' -Name $catalogName -PersistUserChanges
'OnPvd' -ProvisioningType 'MCS'
-Scope @() -SessionSupport 'SingleSession' -LoggingId $loggingld -
AdminAddress $adminAddress
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$adPool = New-AcctIdentityPool -IdentityPoolName S$catalogName -
NamingScheme S$namingScheme °
-NamingSchemeType 'Numeric' -OU $SOU -Domain $domain -AllowUnicode °
-LoggingId SloggingIld -AdminAddress $adminAddress

Set-BrokerCatalogMetadata -CatalogId $catalog.Uid -Name '
Citrix_DesktopStudio_IdentityPoolUid'
-Value $adPool.IdentityPoolUid -LoggingId $loggingId -AdminAddress
$adminAddress

HHA A A A A AR HHHHHHHHH AR AAAAHHH AR HHHHH A A AR A A A AR A AR AR HHH B H B H A HH
# Create the ProvisioningScheme and wait for it to complete (reporting
progress)

$provSchemeTaskID = New-ProvScheme -ProvisioningSchemeName $catalogName
-HostingUnitUID $hostingUnit.HostingUnitUID °

-IdentityPoolUID $adpool.IdentityPoolUid -CleanOnBoot -MasterImageVM
SmasterImagePath -UsePersonalVDiskStorage °

-RunAsynchronously -LoggingId $loggingId -AdminAddress $adminAddress

$ProvTask = get-provTask -TaskID S$provSchemeTaskID -AdminAddress
$adminAddress
$taskProgress = 0

write-host "Creating New ProvScheme"
while (SprovTask.Active -eq S$true)
{

# catch an uninitialized task progress, this occurs until the
product initialized the value
try {
$totalPercent = if ($provTask.TaskProgress){
$provTask.TaskProgress }

else {
0}

}

catch {

}

Write-Progress -activity "Creating Provisioning Scheme:" -status "

$totalPercent% Complete:" -percentcomplete $totalPercent
sleep 30

$ProvTask = get-provTask -TaskID $provSchemeTaskID -AdminAddress
$adminAddress

}

write—-host "New ProvScheme Creation Finished"

$provScheme = get-provScheme -ProvisioningSchemeUID $provTask.
ProvisioningSchemeUid

$controllers = Get-BrokerController | select DNSName

Add-ProvSchemeControllerAddress -ProvisioningSchemeUID $provScheme.
ProvisioningSchemeUID -ControllerAddress $controllers °
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-LoggingId $loggingId -AdminAddress $adminAddress

HAHHHHRAHH AR HHARAH AR AR H AR AR H AR AR AR AR B A AR B AR AR H AR AR H AR AR B AR AR AR HH
# Set the provisioning scheme id for the broker catalog

Set-BrokerCatalog -InputObject Scatalog -ProvisioningSchemeId S$provTask
.ProvisioningSchemeUid -LoggingId $loggingld -AdminAddress
$adminAddress

HAEHHHAHHHH ARG H A AHH AR H AR H AR A AR RS AR B AR H AR H AR H S AR R A

# create the AD accounts required and then create the Virtual machines
(reporting progress)

$accts = New-AcctADAccount -IdentityPoolUid $adPool.IdentityPoolUid -
Count $numVMsToCreate -LoggingId $loggingld °
-AdminAddress $adminAddress

$provVMTaskID = New-ProvVM -ProvisioningSchemeUID $provScheme.
ProvisioningSchemeUID °
-ADAccountName $accts.SuccessfulAccounts -RunAsynchronously -
LoggingId $loggingId -AdminAddress $adminAddress

# wait for the VMS to finish Provisioning

$ProvTask = get-provTask -TaskID $SprovVMTaskID -AdminAddress
$adminAddress

while (SprovTask.Active -eq S$true)

{

# catch an uninitialized task progress, this occurs until the
product initialized the value
try {
$totalPercent = if ($provTask.TaskProgress){
$provTask.TaskProgress }

else {
0}
}
catch {
}
Write-Progress -activity "Creating Machines:" -status "S$totalPercent
% Complete:" -percentcomplete $StotalPercent
sleep 5

$ProvTask = get-provTask -TaskID $provVMTaskID -AdminAddress
$adminAddress

write-host "VM Creation Finished"
# Lock the VMs and add them to the broker Catalog
$provisionedVMs = get-ProvVM -ProvisioningSchemeUID

$provScheme.ProvisioningSchemeUID -AdminAddress $adminAddress

$provisionedVMs | Lock-ProvVM -ProvisioningSchemeUID $provScheme.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 79



Citrix Virtual Apps and Desktops 2402 SDK

ProvisioningSchemeUID °
-Tag 'Brokered' -LoggingId $loggingId -AdminAddress $adminAddress
$provisionedVMs | ForEach-Object {
New-BrokerMachine -CatalogUid $catalog.UID -HostedMachineId $_.VMId °
-HypervisorConnectionUid $brokerHypConnection.UID -MachineName $_.
ADAccountSid -LoggingId $loggingId °
-AdminAddress S$adminAddress }

Stop-LogHighLevelOperation -IsSuccessful $true -HighLevelOperationId
$loggingId -AdminAddress $adminAddress

Configure support for non-domain joined catalogs

Using the Citrix Virtual Apps and Desktops service, you can create catalogs based on workgroup, or,
non-domain joined machines. Creating non-domain joined machines depends on how the account
identity pool is created. The account identity pool is the mechanism used by MCS to create and track
machine names during catalog provisioning.

For example, in past releases all Active Directory fields were supplied in a single instance:

New-AcctIdentityPool AllowUnicode -Domain "awsdevexample.local" -
IdentityPoolName "DedicatedHostCatalog" -NamingScheme "MH-DHost##" °
-NamingSchemeType "Numeric" *-0U "CN=Computers,DC= awsdevexample,DC=

local"*x -Scope @()
-ZoneUid "81291221-d2f2-49d2-abl2-bae5bbdodfo5"

MCS uses a new PoSH parameter, WorkgroupMach-ine, to create a workgroup catalog. Using the
same example, noted above, this parameter removes the requirement to specify all the AD-specific
parameters, including domain administrator credentials:
New-AcctIdentityPool AllowUnicode -WorkgroupMachine -IdentityPoolName "
DedicatedHostCatalog" -NamingScheme "MH-DHOst##"

-NamingSchemeType "Numeric" -Scope @() -ZoneUid "81291221-d2f2-49d2-
abl2-bae5bbdodfe5"

Note:

When using the WorkgroupMachine parameter, consider that non-domain joined machine cata-
logs are only supported through Powershell for all catalog lifecycle eventsincluding provisioning,
adding/removing machines from the catalog, updating, and power management.

Creating a Catalog

April 19,2024
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The following example shows how to create a catalog for a set of Machine Creation Services (MCS)
machines.

Before you begin, make sure you follow the steps detailed in Get started with the SDK.

This document tells you how to use Studio to perform the operation you want to script (in this case, to
create a catalog for a set of Machine Creation Services machines) and collect the log of SDK operations
that Studio made to perform the task. This output can then be customized to produce a script for
automating catalog creation.

Note:

To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the
procedure described in this document, rather than copying and pasting the example script. Line
breaks have been added to the script for readability.

Understand the script

The following section explains what each part of the script produced by Studio is doing. This will help
you with the customization of your own script. Line numbers have been added for readability.

Start-LogHighLevelOperation -AdminAddress 'ddc.dumdev.internal.citrix.
com:80' -Source 'Studio' -StartTime 29/05/2023 14:43:08 °
-Text 'Create Machine Catalog " 'ExampleMachines™''

Starts a logged operation and returns a log ID which is supplied to subsequent operations to associate
them with the larger task.

New-BrokerCatalog -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
AllocationType 'Permanent' -Description 'Example Machines'
-IsRemotePC $False -LoggingIld f39a2792-064a-43eb-97c7-397ccl238e46 -

MinimumFunctionalLevel 'L7' -Name 'ExampleMachines'
-PersistUserChanges 'OnPvd' -ProvisioningType 'MCS' -Scope @() -
SessionSupport 'SingleSession'

Creates a Broker catalog. This catalog is populated with machines which are about to be
created.

New-AcctIdentityPool —-AdminAddress 'ddc.dumdev.internal.citrix.com:80'
-AllowUnicode -Domain 'dumdev.internal.citrix.com'
-IdentityPoolName 'ExampleMachines' -LoggingId f39a2792-064a-43eb-97
Cc7-397ccl1238e46 -NamingScheme 'Example-####'
-NamingSchemeType 'Numeric' -OU 'OU=DUMVMs,DC=dumdev,DC=1internal,DC=
citrix,DC=com' -Scope @()

Creates an Identity Pool. This defines the mechanism for creating AD computer accounts. This be-
comes a container for AD accounts created for the machines that are to be created.
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Set-BrokerCatalogMetadata -AdminAddress 'ddc.dumdev.internal.citrix.com
:80' -CatalogId 1 °
-LoggingId 39a2792-064a-43eb-97c7-397cc1238e46 -Name '
Citrix_DesktopStudio_IdentityPoolUid' °
-Value 'b99aee6d-8772-4dbc-978b-8eb9a26e2407"

Sets metadata on the Broker catalog with details of the Identity Pool. This is not essential.

Test-ProvSchemeNameAvailable -AdminAddress 'ddc.dumdev.internal.citrix.
com:80' -ProvisioningSchemeName @('ExampleMachines')

Checks that the requested name is available. This is not essential.

New-ProvScheme -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
CleanOnBoot -HostingUnitName 'SharedNFS' °
-IdentityPoolName 'ExampleMachines' -LoggingId f39a2792-064a-43eb-97
c7-397ccl238e46 °
-MasterImageVM 'XDHyp:\hostingunits\SharedNFS\BaseVM.vm\Base 0S,
domain joined and activated.snapshot \Pre-reqs installed.snapshot
\\Updates Applied.snapshot\VDA75-no agent.snapshot\Updated Agent.
snapshot'
-NetworkMapping @{
0="xdhyp:\hostingunits\SharedNFS\Network0.network"' }
-ProvisioningSchemeName 'ExampleMachines'
-RunAsynchronously -Scope @() -UsePersonalVDiskStorage -VMCpuCount 1
-VMMemoryMB 1024

Creates a provisioning scheme object. This is a template for the machines that are to be created. It
specifies the hypervisor, network, storage, memory, number of CPUs to be used etc. It takes parame-
ters from the system already set up, such as the HostingUnit name and the path to the VM snapshot to
be used for the machines to be created. This command makes a ‘consolidated’copy of the VM snap-
shot being used and, as a result, the process can take time to complete.

In this example, the Studio script specified the -RunAsyncronous flag on this command. This means
the command will return control to the administrator before it has completed, so you must wait for it
to finish before performing any operations that require it to be complete. If this flag is not specified,
the command runs synchronously in-line and control is not returned until the command completes
(successfully or otherwise). You can check the status of an asynchronous task using the Get-ProvTask
cmdlet. Supply the task ID returned from the operation that started the task; in this case, the New-
ProvScheme cmdlet.
Set-BrokerCatalog -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
LoggingId f39a2792-064a-43eb-97c7-397ccl1238e46

-Name 'ExampleMachines' -ProvisioningSchemeId 76125e3a-9001-4993-86
b6-eefc85c87880

Updates the BrokerCatalog with the unique Id of the provisioning scheme created above.
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Add-ProvSchemeControllerAddress -AdminAddress 'ddc.dumdev.internal.
citrix.com:80'
-ControllerAddress @('DDC.dumdev.internal.citrix.com')
-LoggingId f39a2792-064a-43eb-97c7-397cc1238e46 -
ProvisioningSchemeName 'ExampleMachines'

Adds a set of controller addresses to the provisioning scheme object. Thisis a list of addresses that the
machines created can use to register with a Controller (broker) when deployed. The machines’regis-
tration addresses can be supplied in many ways; however, this information is required if the admin-
istrator wants to use the ‘Allow Machine Creation Service to supply this’in the VDA installer. Changes
to this list affect only machines created after the change, not existing machines.

Get-AcctADAccount —-AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
IdentityPoolUid b99aee6d-8772-4dbc-978b-8eb9a26e2407 °
-Lock $False -MaxRecordCount 2147483647 -State 'Available'

Studio gets a list of available Machine Identities from the Identity Pool so that, if existing accounts have
been created in the past but are unused, these can be consumed instead of creating new accounts.
Note that this is not required in a script because new accounts can be created instead, provided the
script is running in a context that has permissions to do this. However, if the script does not have
permissions to create accounts, change the script to consume available accounts (a separate process
will be required to provide a pool of accounts into the Identity Pool, before running the script).

New-AcctADAccount —-AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
Count 2 °
-IdentityPoolUid b99aee6d-8772-4dbc-978b-8eb9a26e2407 -LoggingIld
£39a2792-064a-43eb-97c7-397ccl238e46

Creates the required AD computer accounts in Active Directory. The script creates one account but, if
required, it can create more using the ‘Count’parameter of the command. The accounts are created
into the OU defined in the provisioning scheme created above.

New-ProvVM -ADAccountName @('DUMDEV\Example-0001\$', 'DUMDEV\Example
-0002\S$') -AdminAddress 'ddc.dumdev.internal.citrix.com:80"' °
-LoggingId f39a2792-064a-43eb-97c7-397ccl1238e46 -

ProvisioningSchemeName 'ExampleMachines' —-RunAsynchronously

Creates virtual machines, based on the template definition in the provisioning scheme created above.
This process may take time to complete.
Lock-ProvVM -AdminAddress 'ddc.dumdev.internal.citrix.com:80"' -
LoggingIld f39a2792-064a-43eb-97c7-397ccl1238e46

-ProvisioningSchemeName 'ExampleMachines' -Tag 'Brokered' -VMID @('
0710bb77-d01f-d006-4d67-5472e5cd349f")

Locks the provisioned virtual machines and prevents accidental modification of the virtual machine.
Consumers of the SDK can use this to indicate that the virtual machine is in use and why it is locked.
The script locks the VM with a tag of ‘Brokered’to indicate the virtual machine is created and added to
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a Broker catalog and must not be deleted without first being removed from the catalog. You can set
the Tag name to whatever is required.

New-BrokerMachine -AdminAddress 'ddc.dumdev.internal.citrix.com:80' -
Cataloglid 1 °
-HostedMachineId '0710bb77-d01f-d006-4d67-5472e5cd349f"'
-HypervisorConnectionUid 1 -LoggingId f39a2792-064a-43eb-97c7-397
ccl238e46
-MachineName 'S-1-5-21-3918710733-2340574387-1999698698-109114"'

Creates a Broker Machine object. These are objects stored in the catalog which join the
provisioned machine with the catalog.

Start-BrokerMachinePvdImagePrepare —-AdminAddress 'ddc.dumdev.internal.
citrix.com:80' -InputObject @(2)
-LoggingId f39a2792-064a-43eb-97c7-397cc1238e46

Requests the Broker Service to initiate a preparation operation for Personal vDisk. This is required to
allow the machine to initialize the storage for Personal vDisk.

Stop-LogHighLevelOperation -AdminAddress 'ddc.dumdev.internal.citrix.
com:80" °
-HighLevelOperationId f39a2792-064a-43eb-97c7-397cc1238e46 -
IsSuccessful $true

Stops the logged operation begun in the first step and indicates it was successful.

Customize the script

The following section shows how to convert and adapt the Studio output into a script that is more
consumable. In addition to using variables and removing commands that are not required, it shows
how to add machine creation into a loop so that you can control the number of machines created.

[CmdletBinding()]
param

(
[Parameter (Mandatory=$true)] [string] ShostingUnitPath,

[Parameter (Mandatory=$true)] [string] ScatalogName,
[string] $catalogDescription,

[Parameter (Mandatory=$true)] [int] $numVmsToCreate,
[string] $adminAddress,

[Parameter (Mandatory=$true)] [string] S$namingScheme,
[string] s$OU,

[Parameter (Mandatory=$true)] [string] Sdomain,
[Parameter (Mandatory=$true)] [string] S$masterImagePath

)

Set-HypAdminConnection -AdminAddress $adminAddress

$ShostingUnit = get-item ShostingUnitPath
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$hostConnection = $hostingUnit.hypervisorConnection

$SbrokerHypConnection = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hostConnection.HypervisorConnectionUid

# Start logged operation

$loggingOp = Start-LogHighLevelOperation -AdminAddress $adminAddress -
Source 'Scripted' -Text "Create Machine Catalog " 'S$catalogName '"

$loggingId = $loggingOp.Id

# Create the broker catalog and the AD Identity account pool
$catalog = New-BrokerCatalog -AllocationType 'Permanent' -Description
$catalogDescription -IsRemotePC $False °
-MinimumFunctionalLevel 'L7' -Name $catalogName -PersistUserChanges
'OnPvd' -ProvisioningType 'MCS' °
-Scope @() -SessionSupport 'SingleSession' -LoggingId $loggingId -
AdminAddress $adminAddress

$adPool = New-AcctIdentityPool -IdentityPoolName S$catalogName -
NamingScheme S$namingScheme °
-NamingSchemeType 'Numeric' -OU $SOU -Domain $domain -AllowUnicode °
-LoggingId S$loggingId -AdminAddress $adminAddress

Set-BrokerCatalogMetadata -CatalogId $catalog.Uid -Name '
Citrix_DesktopStudio_IdentityPoolUid'
-Value $adPool.IdentityPoolUid -LoggingId $loggingId -AdminAddress
$adminAddress

HAHHHAHAHH AR HHAAHH AR AR H AR AR H AR HH AR H S A AR B AR H AR AR H AR AR B A R H AR HH
# Create the ProvisioningScheme and wait for it to complete (reporting
progress)

$provSchemeTaskID = New-ProvScheme -ProvisioningSchemeName $catalogName
-HostingUnitUID $hostingUnit.HostingUnitUID °

-IdentityPoolUID $adpool.IdentityPoolUid -CleanOnBoot -MasterImageVM
$masterImagePath -UsePersonalVDiskStorage °

-RunAsynchronously -LoggingId $loggingIld -AdminAddress $adminAddress

$SProvTask = get-provTask -TaskID S$provSchemeTaskID -AdminAddress
$adminAddress
$taskProgress = 0

write-host "Creating New ProvScheme"
while ($provTask.Active -eq S$true)
{

# catch an uninitialized task progress, this occurs until the
product initialized the value
try {
$totalPercent = if ($SprovTask.TaskProgress){
$provTask.TaskProgress }
else {

0}
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}

catch {

}

Write-Progress -activity "Creating Provisioning Scheme:" -status "
StotalPercent¥% Complete:" -percentcomplete $totalPercent

sleep 30

$ProvTask = get-provTask -TaskID S$provSchemeTaskID -AdminAddress
$adminAddress

}

write-host "New ProvScheme Creation Finished"

$provScheme = get-provScheme -ProvisioningSchemeUID $provTask.
ProvisioningSchemeU-id

$controllers = Get-BrokerController | select DNSName

Add-ProvSchemeControllerAddress -ProvisioningSchemeUID $provScheme.
ProvisioningSchemeUID -ControllerAddress $controllers °
-LoggingId $loggingId -AdminAddress $adminAddress

HHHHHHH RS HA R R AR R R R R R R
# Set the provisioning scheme id for the broker catalog

Set-BrokerCatalog -InputObject $catalog -ProvisioningSchemeld $provTask
.ProvisioningSchemeUid -LoggingId $loggingld -AdminAddress
$adminAddress

HHH A A AR R HHHH A A AR AR HH R R HHHHH A A AR AR AR R R B H B A HH

# create the AD accounts required and then create the Virtual machines
(reporting progress)

$accts = New-AcctADAccount -IdentityPoolUid $adPool.IdentityPoolUid -
Count $numVMsToCreate -LoggingId $loggingId °
-AdminAddress $adminAddress

$provVMTaskID = New-ProvVM -ProvisioningSchemeUID S$provScheme.
ProvisioningSchemeUID °
-ADAccountName $accts.SuccessfulAccounts -RunAsynchronously -
LoggingId $loggingId -AdminAddress $adminAddress

# wait for the VMS to finish Provisioning

$ProvTask = get-provTask -TaskID $provVMTaskID -AdminAddress
$adminAddress

while ($provTask.Active -eq S$true)

{

# catch an uninitialized task progress, this occurs until the
product initialized the value
try {
$totalPercent = if (SprovTask.TaskProgress){
$provTask.TaskProgress }
else {
0}
}
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catch {

}

Write-Progress -activity "Creating Machines:" -status "S$totalPercent
% Complete:" -percentcomplete StotalPercent

sleep 5

$ProvTask = get-provTask -TaskID S$provVMTaskID -AdminAddress
SadminAddress

write-host "VM Creation Finished"

# Lock the VMs and add them to the broker Catalog
$provisionedVMs = get-ProvVM -ProvisioningSchemeUID
$provScheme.ProvisioningSchemeUID -AdminAddress $adminAddress

$provisionedVMs | Lock-ProvVM -ProvisioningSchemeUID $provScheme.
ProvisioningSchemeUID °
-Tag 'Brokered' -LoggingId $loggingId -AdminAddress $adminAddress
$provisionedVMs | ForEach-Object {
New-BrokerMachine -CatalogUid $catalog.UID -HostedMachineId $_.VvMId °
-HypervisorConnectionUid $brokerHypConnection.UID -MachineName $_.
ADAccountSid -LoggingId $loggingId °
-AdminAddress S$adminAddress }

Stop-LogHighLevelOperation -IsSuccessful $true -HighLevelOperationId
$loggingId -AdminAddress $adminAddress

Configure support for non-domain joined catalogs

Using the Citrix Virtual Apps and Desktops service, you can create catalogs based on workgroup, or,
non-domain joined machines. Creating non-domain joined machines depends on how the account
identity pool is created. The account identity pool is the mechanism used by MCS to create and track
machine names during catalog provisioning.

For example, in past releases all Active Directory fields were supplied in a single instance:

New-AcctIdentityPool AllowUnicode -Domain "awsdevexample.local" -
IdentityPoolName "DedicatedHostCatalog" -NamingScheme "MH-DHost##"
-NamingSchemeType "Numeric" *-0U "CN=Computers,DC= awsdevexample,DC=

local"x -Scope @() °
-ZoneUid "81291221-d2f2-49d2-ab12-bae5bbd0dfo5"

MCS uses a new PoSH parameter, WorkgroupMachine, to create a workgroup catalog. Using the
same example, noted above, this parameter removes the requirement to specify all the AD-specific
parameters, including domain administrator credentials:
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New-AcctIdentityPool AllowUnicode -WorkgroupMachine -IdentityPoolName "
DedicatedHostCatalog" -NamingScheme "MH-DHOst##" °
-NamingSchemeType "Numeric" -Scope @() -ZoneUid "81291221-d2f2-49d2-
abl2-bae5bbdodfe5"

Note:

When using the WorkgroupMachine parameter, consider that non-domain joined machine cata-
logs are only supported through Powershell for all catalog lifecycle events including provisioning,
adding/removing machines from the catalog, updating, and power management.

Creating a Delivery Group

April 19, 2024

This document provides an example of a script that creates a Delivery Group containing static desk-
tops.

Before you begin, make sure you follow the steps detailed in the Getting started guide, which shows
you how to use Studio to perform the operation you want to script and collect the log of SDK opera-
tions that Studio made to perform the task. This output can then be customized to produce a script
for automating the task.

Note:

To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the
procedure described in this document, rather than copying and pasting the example script.

Understand the script

The following section explains what each part of the script produced by Studio is doing. This will help
you with the customization of your own script. Line numbers and line breaks have been added to the
script for readability.
Start-LogHighLevelOperation -AdminAddress 'test-ddc.mydomain.com:80' -
Source 'Studio'

-StartTime 31/07/2023 10:08:58 -Text 'Create Delivery Group "
Windows 11 Desktops"'

Starts a logged operation and returns a log ID which is supplied to subsequent operations to associate
them with the wider task.

New-BrokerDesktopGroup —-AdminAddress 'test-ddc.mydomain.com:80' -
ColorDepth 'TwentyFourBit'
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-DeliveryType 'DesktopsOnly' -DesktopKind 'Private' -
InMaintenanceMode $False -IsRemotePC $False °

-LoggingId 846f2d42-a994-4bce-ab58-be®@5c8d73b99 -
MinimumFunctionallLevel 'L7' °

-Name 'Windows 11 Desktops' -OffPeakBufferSizePercent 10 -
PeakBufferSizePercent 10 °

-PublishedName 'Windows 11 Desktops' -Scope @() -SecurelcaRequired
$False °

-SessionSupport 'SingleSession' -ShutdownDesktopsAfterUse S$False -
TimeZone 'GMT Standard Time'

Creates a new Delivery Group with options collected by the Studio wizard.

Add-BrokerMachinesToDesktopGroup -AdminAddress 'test-ddc.mydomain.com
:80'
-Catalog 'Windows 11' -Count 2 -DesktopGroup 'Windows 11 Desktops'

-LoggingIld 846f2d42-a994-4bce-ab58-be05c8d73b99

Adds the number of machines requested from the nominated catalog to the new Delivery Group.

Set-Variable -Name 'brokerUsers' -Value @('S
-1-5-21-3291547628-200264090-930806513-1104"','S
-1-5-21-3291547628-200264090-930806513-1105")

Get-BrokerUser -AdminAddress 'test-ddc.mydomain.com:80' -Filter {

(SID -in SbrokerUsers) }
-MaxRecordCount 2147483647

Remove-Variable -Name 'brokerUsers'

New-BrokerUser -AdminAddress 'test-ddc.mydomain.com:80' -Name 'MYDOMAIN
\userl'

New-BrokerUser -AdminAddress 'test-ddc.mydomain.com:80' -Name 'MYDOMAIN
\user2'

The above commands are not required, Studio is verifying users.

Test-BrokerAssignmentPolicyRuleNameAvailable -AdminAddress 'test-ddc.
mydomain.com:80' -Name @('Windows 11 Desktops')

Studio checks that the policy assignment name is available to use.

New-BrokerAssignmentPolicyRule -AdminAddress 'test-ddc.mydomain.com:80'
-DesktopGroupUid 41 -Enabled $True °
-IncludedUserFilterEnabled $False -LoggingIld 846f2d42-a994-4bce-
ab58-be05c8d73b99 -MaxDesktops 1 °
-Name 'Windows 11 Desktops'

Create the new policy assignment rule for the Delivery Group. No users are specified here so all control
is through the access policy rule.

Set-Variable -Name 'brokerUsers' -Value @('S
-1-5-21-3291547628-200264090-930806513-1104"','S
-1-5-21-3291547628-200264090-930806513-1105")

Get-BrokerUser -AdminAddress 'test-ddc.mydomain.com:80' -Filter {
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(SID -1in $brokerUsers) }
-MaxRecordCount 2147483647
Remove-Variable -Name 'brokerUsers'
New-BrokerUser -AdminAddress 'test-ddc.mydomain.com:80' —-Name 'MYDOMAIN
\userl'
New-BrokerUser -AdminAddress 'test-ddc.mydomain.com:80' -Name 'MYDOMAIN
\user2'

The above commands are not required, Studio is performing further checks.

Test-BrokerAccessPolicyRuleNameAvailable -AdminAddress 'test-ddc.
mydomain.com:80' -Name @('Windows 11 Desktops\_Direct')

Studio tests that the access policy rule name is available to use.

New-BrokerAccessPolicyRule -AdminAddress 'test-ddc.mydomain.com:80' -

AllowedConnections 'NotViaAG'

-AllowedProtocols @('HDX','RDP') -AllowRestart $True -
DesktopGroupUid 41 -Enabled $True °

-IncludedSmartAccessFilterEnabled $True -IncludedUserFilterEnabled
$True °

-IncludedUsers @('MYDOMAIN\userl','MYDOMAIN\user2')

-LoggingIld 846f2d42-a994-4bce-ab58-be05c8d73b99 -Name 'Windows 11
Desktops_Direct'

N

Creates the access policy rule for the new desktop for non-NetScaler Gateway connections.

Test-BrokerAccessPolicyRuleNameAvailable -AdminAddress 'test-ddc.
mydomain.com:80' -Name @('Windows 11 Desktops_AG') New-
BrokerAccessPolicyRule -AdminAddress 'test-ddc.mydomain.com:80' -
AllowedConnections 'ViaAG'

-AllowedProtocols @('HDX','RDP') -AllowRestart $True -
DesktopGroupUid 41 -Enabled S$True °

-IncludedSmartAccessFilterEnabled $True -IncludedSmartAccessTags @
() -IncludedUserFilterEnabled $True °

-IncludedUsers @('MYDOMAIN\userl','MYDOMAIN\user2') -LoggingId 846
f2d42-2994-4bce-ab58-be05c8d73b99 -Name 'Windows 11 Desktops_AG'

Studio repeats this process for NetScaler Gateway connections.

Test-BrokerPowerTimeSchemeNameAvailable -AdminAddress 'test-ddc.
mydomain.com:80' -Name @('Windows 11 Desktops_Weekdays') New-
BrokerPowerTimeScheme -AdminAddress 'test-ddc.mydomain.com:80' -
DaysOfWeek 'Weekdays' -DesktopGroupUid 41 °
-DisplayName 'Weekdays' -LoggingIld 846f2d42-a994-4bce-ab58-

be05c8d73b99 -Name 'Windows 11 Desktops_Weekdays'

-PeakHours @($False,$False,SFalse,$False,SFalse,$False,$False,S$True
,$True,$True,$True,$True,$True,$True,$True, $True,S$True,$True,
$True,S$False,$False,$False,$False,$False) °

-PoolSize @(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)

Test-BrokerPowerTimeSchemeNameAvailable -AdminAddress 'test-ddc.
mydomain.com:80' -Name @('Windows 11 Desktops_Weekend')

New-BrokerPowerTimeScheme -AdminAddress 'test-ddc.mydomain.com:80' -
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DaysOfWeek 'Weekend' -DesktopGroupUid 41 °

-DisplayName 'Weekend' -LoggingIld 846f2d42-a994-4bce-ab58-
be05c8d73b99 -Name 'Windows 11 Desktops_Weekend'

-PeakHours @($False,$False,$False,$False,$False,$False,$False,$True
,$True,$True,$True,$True,$True,$True,$True,$True, $True,S$True,
$True,S$False,$False,$False,$False,$False) °

-PoolSize @(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0)

Studio checks that the names for the (optional) weekday and weekend power schemes are available,
and adds these.

Stop-LogHighLevelOperation —-AdminAddress 'test-ddc.mydomain.com:80"' -
EndTime 31/07/2023 10:09:05 °
-HighLevelOperationId 846f2d42-a994-4bce-ab58-be®5c8d73b99 -
IsSuccessful $True

Stops the logged operation, indicating it was successful.

Customize the script

This section shows how to convert and adapt the Studio output into a script that is more consum-
able.

The script creates a Delivery Group containing Windows 11 desktops. The catalog specified in the pa-
rameters must exist already and be populated appropriately (with an allocation type of static). The
script is designed to be run from a Powershell command line logged on as a Citrix administrator. No
checks are made for permissions; the script will fail if the user does not have the appropriate permis-
sions.

<#
Sample usage:
.\CreateDeliveryGroup.psl °
-GroupName "Windows 11 Desktops"
-SrcCatalog "winll-catalog" °
-NumDesktops 2 *°
-Users @('mydomain\userl','mydomain\user2')

#>

Param(
[Parameter (Mandatory=$true)] [string] S$GroupName,
[Parameter (Mandatory=$true)] [string] S$SrcCatalog,
[Parameter (Mandatory=$true)] [int] $NumDesktops,
[Parameter (Mandatory=$true)] [array] $Users
[string] $AdminAddress

)

The table explains the parameters used in the script.
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Parameter Description

SrcCatalog The name of the catalog to be used to create the
desktop. Create the catalog by specifying an
allocation type of static.

GroupName The name of the catalog to be used to create the
desktop. Create the catalog by specifying an
allocation type of static.

NumDesktops The number of machines to add to the desktop
group. If insufficient machines are available, as
many as possible are added.

Users Which users can access the group. This is a list of
users or groups; for example, @(
‘mydomain\Domain Users’) or @(
‘mydomain\userl’,’mydomain\user2’)

Set-HypAdminConnection -AdminAddress S$adminAddress

Specify the hypervisor admin connection to use. Removes the need for the -AdminAddress for some
of the commands.

$SpeakPoolSize = 2
SweekendPoolSizeByHour
SweekdayPoolSizeByHour
9..17 | %{
SweekdayPoolSizeByHour[$_] = $peakPoolSize }

new-object int[] 24
new-object int[] 24

$peakHours = (0..23 | %{
$_ -ge 9 -and $_ -le 17 1}
)

This creates 24 element arrays with a 1 or a 0 in each entry. Use these to specify when peak hours
are for the power schedules for the Delivery Groups. Elements 9 to 17 (hours starting 09:00 to 17:00)
for weekdays are set to 1, others are left at 0. Two unassigned machines are powered up during peak
times, if available.

$logld = Start-LogHighLevelOperation® -Text "Create desktop group" -
Source "Create Desktop Group Script"

Start a new logged operation. This returns a log ID which is passed into subsequent operations to
associate them with the create group task.

$grp = New-BrokerDesktopGroup °
-DesktopKind 'Private'
-DeliveryType 'DesktopsOnly'

© 1997-2026 Citrix Systems, Inc. All rights reserved. 92



Citrix Virtual Apps and Desktops 2402 SDK

-LoggingId S$logId.Id °

-Name S$GroupName °
-PublishedName $GroupName °
-SessionSupport 'SingleSession'
-ShutdownDesktopsAfterUse $False

$count = Add-BrokerMachinesToDesktopGroup °
-Catalog $SrcCatalog °
-Count $NumDesktops °
-DesktopGroup \$GroupName °
-LoggingId $logId.Id

"S$count machines added to the desktop group"

Create the new Delivery Group, delivering private desktops. The catalog used must have been popu-
lated with suitable machines. PublishedName is the name seen by end users; the following uses the
same name as the group name.

$null = New-BrokerAssignmentPolicyRule °
-DesktopGroupUid $grp.Uid °
-IncludedUserFilterEnabled S$False °
-LoggingId $logId.Id °
-MaxDesktops 1 °
-Name ($GroupName + '\_AssignRule')

Assigned desktops need an assignment policy. Disable user filter so that access is controlled entirely
by access policy rules.

$null = New-BrokerAccessPolicyRule °
-AllowedConnections 'NotViaAG' °
-AllowedProtocols @('HDX','RDP")
-AllowRestart S$True °
-DesktopGroupUid $grp.Uid °
-IncludedSmartAccessFilterEnabled S$True °
-IncludedUserFilterEnabled $True °
-IncludedUsers $Users °
-LoggingId S$logId.Id °
-Name ($GroupName + '_Direct')

N

$null = New-BrokerAccessPolicyRule °
-AllowedConnections 'ViaAG' °
-AllowedProtocols @('HDX','RDP")
-AllowRestart S$True °
-DesktopGroupUid $grp.Uid °
-IncludedSmartAccessFilterEnabled S$True °
-IncludedSmartAccessTags @()
-IncludedUserFilterEnabled $True °
-IncludedUsers $Users °
-LoggingId $logId.Id °
-Name ($GroupName + '_AG')

N

Specify any access restrictions: allow direct access using NetScaler Gateway, using HDX & RDP proto-

© 1997-2026 Citrix Systems, Inc. All rights reserved. 93



Citrix Virtual Apps and Desktops 2402 SDK

cols. The user can request the desktop be restarted, if necessary.

$null = New-BrokerPowerTimeScheme °
-DaysOfWeek 'Weekdays'
-DesktopGroupUid $grp.Uid °
-DisplayName 'Weekdays'
-LoggingId $logId.Id °
-Name ($GroupName + '_Weekdays')
-PeakHours $peakHours °
-PoolSize $weekdayPoolSizeByHour

$null = New-BrokerPowerTimeScheme °
-DaysOfWeek 'Weekend'
-DesktopGroupUid $grp.Uid °
-DisplayName 'Weekend'
-LoggingId $logId.Id °
-Name ($GroupName + '_Weekend')
-PeakHours $peakHours °
-PoolSize $weekendPoolSizeByHour

Optional: Specify power schedules.

Stop-LogHighLevelOperation -HighLevelOperationId $logId.Id -
IsSuccessful $True

Stop configuration logging and indicate if successful or not.

Creating and configuring a hosting connection

April 19, 2024
The following example shows how to create and configure a hosting connection.

Before you begin, make sure you follow the steps detailed in the Getting started guide, which tells you
how to use Studio to perform the operation you want to script (in this case, to create a host) and collect
the log of SDK operations that Studio made to perform the task. This output can then be customized
to produce a script for automating host creation.

Note:

To ensure you always get the latest enhancements and fixes, Citrix recommends you follow the
procedure described in this document, rather than copying and pasting the example script. Line
numbers and line breaks have been added to the script for readability.
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Understand the script
The following section explains what each part of the script produced by Studio is doing. This will help
you with the customization of your own script. Line breaks have been added for readability.

Get-LogSite -AdminAddress 'mycontroller.example.com:80'

Queries the configuration logging service to retrieve information about the site configuration.
Start-LogHighLevelOperation -AdminAddress 'mycontroller.example.com:80'

-Source 'Studio' -StartTime 14/08/2013 14:30:28 -Text 'Create
Connection " 'Example Citrix Hypervisor™''

Starts a high-level logging operation with the configuration logging operation within which the rest of
the commands will exist. Returns a log ID which is supplied to subsequent operations.

Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80'

Sets the location of the Host Service that will be used by the configuration cmdlets. Because the Host
Service exposes a PowerShell provider, not all of the cmdlets can take an address for the service so
this cmdlet sets a default location.

New-Item -ConnectionType 'XenServer' -HypervisorAddress @('http://
hypervisorhostl.example.com')
-LoggingId e355ce51-8chb-400a-ae81-1fdc567239cb -Path @('XDHyp:\
Connections\Example Citrix Hypervisor') °
-Scope @() —-Password x*xx*xx*xx*x —-UserName 'root'

Creates a connection to a Citrix Hypervisor host (hypervisorhostl.example.com). This is a non-
persistent connection
and is available only to this PowerShell runspace.
Stop-LogHighLevelOperation —-AdminAddress 'mycontroller.example.com:80'
-EndTime 14/08/2013 14:30:29 °

-HighLevelOperationId 'e355ce51-8cbb-400a-ae81-1fdc567239ch' -
IsSuccessful $True

Stops the logged operation begun previously and indicates it was successful.

Get-LogSite —-AdminAddress 'mycontroller.example.com:80'

Queries the configuration logging service to retrieve information about the site configuration.
Start-LogHighLevelOperation -AdminAddress 'mycontroller.example.com:80'

-Source 'Studio' -StartTime 14/08/2013 14:30:30 °
-Text 'Update Connection "~ 'Example Citrix Hypervisor '’

Starts a new high-level logging operation.
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Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80"

Sets the Host Service address details again (note that this repetition is removed in the optimized script

below).
Set-Item -HypervisorAddress @('http://hypervisorhostl.example.com',"'
http://hypervisorhost2.example.com') °
-LoggingId 44e15629-6906-4840-a36c-984aaf67be6d -PassThru -Path @('

XDHyp:\\Connections\\Example Citrix Hypervisor')
-Password *xx*x*xx* —-UserName 'root'

Updates the connection previously created. As there is more than one Citrix Hypervisor server in the
pool, it supplies all the addresses to enable High Availability.
Stop-LogHighLevelOperation -AdminAddress 'mycontroller.example.com:80'
-EndTime 14/08/2013 14:30:31 °

-HighLevelOperationId '44e15629-6906-4840-a36c-984aaf67be6d’' -
IsSuccessful \$True

Stops the logging operation.

Get-LogSite —-AdminAddress 'mycontroller.example.com:80'

Queries the configuration logging service to retrieve information about the site configuration.
Start-LogHighLevelOperation -AdminAddress 'mycontroller.example.com:80'
-Source 'Studio'
-StartTime 14/08/2013 14:31:03 °

-Text 'Create Resources " 'Example Resources ' and Persist
Connection " 'Example Citrix Hypervisor ™ ''

Starts a new logging operation.

Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80'

Sets the Host Service address details again.

Get-ChildItem -Path @('XDHyp:\Connections')

Gets the contents of the host connection to populate the wizard dialogs.

Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80'

Sets the Host Service address details again.

Remove-Item -LoggingId 76caa3f4-df93-4cb2-b78d-6a8824766314 -Path @('
XDHyp:\Connections\Example Citrix Hypervisor"')

Removes the temporary connection created in the wizard.

Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80'
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Sets the Host Service address details again.

New-Item -ConnectionType 'XenServer' -HypervisorAddress @('http://
hypervisorhostl.example.com','http://hypervisorhost2.example.com')
-LoggingIld 76caa3f4-df93-4cb2-b78d-6a8824766314 -Path @('XDHyp:\\

Connections\\Example Citrix Hypervisor') -Persist °
-Scope @() -Password x*x*xx*xxx* —-UserName 'root'

Recreates the connection as a persistent connection which is written to the database and available to
other PowerShell runspaces.

New-BrokerHypervisorConnection -AdminAddress 'mycontroller.example.com
:80'
-HypHypervisorConnectionUid al4096ba-5074-44ff-b596-371e345c0449 °
-LoggingId 76caal3f4-df93-4cb2-b78d-6a8824766314

Adds the host connection to the Broker Service.

Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80'

Sets the Host Service address details again.

New-Item -HypervisorConnectionName 'Example Citrix Hypervisor' -

LoggingIld 76caa3f4-df93-4ch2-b78d-6a8824766314

-NetworkPath @('XDHyp:\Connections\Example Citrix Hypervisor\
Network0®.network') °

-Path @('XDHyp:\HostingUnits\Example Resources')

-RootPath 'XDHyp:\Connections\Example Citrix Hypervisor'

-StoragePath @('XDHyp:\Connections\Example Citrix Hypervisor\
Primary OS.storage')

Creates the HostingUnit (referred to as Resources in Studio) using the information gathered in step
14.

Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80"

Sets the Host Service address details again.

Get-Item -Path @('XDHyp:\Connections\Example Citrix Hypervisor')

Retrieves the newly created object.

Stop-LogHighLevelOperation —-AdminAddress 'mycontroller.example.com:80'
-EndTime 14/08/2013 14:31:07 °
-HighLevelOperationId '76caa3f4-df93-4cb2-b78d-6a8824766314"' -
IsSuccessful $True

Stops the logged operation begun previously and indicates if it was successful.
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Customize the script

The following section shows how to convert and adapt the Studio output into a script that is more
consumable. The following script has been simplified so that, instead of creating a temporary host
connection in the process of acquiring information in the wizards as in the Studio script above, a per-
sistent connection is created. Information is then queried from within this to create the HostingUnit
(Resources). Note that the Loggingld and HypHyperConnectionUid details are different.

Line breaks have been added for readability.

$loggingOp = Start-LogHighLevelOperation -AdminAddress $adminAddress -
Source 'Scripted' -Text "Create Connection 'S$connectionName'"
$loggingId = $loggingOp.Id

Set-HypAdminConnection -AdminAddress 'mycontroller.example.com:80'

New-Item -ConnectionType 'XenServer' -HypervisorAddress @('http://
hypervisorhostl.example.com', 'http://hypervisorhost2.example.com')"’
-LoggingId $loggingId -Path @('XDHyp:\\Connections\\Example Citrix

Hypervisor') -Persist -Scope @() °
-Password 'XenServerPassword' -UserName 'root'

Get-ChildItem -Path @('XDHyp:\Connections')

New-BrokerHypervisorConnection -AdminAddress 'mycontroller.example.com
:80'
-HypHypervisorConnectionUid al4096ba-5074-44ff-b596-371e345c0449 °
-LoggingId $loggingId

New-Item -HypervisorConnectionName 'Example Citrix Hypervisor' -

LoggingId $loggingId °

-NetworkPath @('XDHyp:\Connections\Example Citrix Hypervisor\
Network®.network') °

-Path @('XDHyp:\HostingUnits\Example Resources')

-RootPath 'XDHyp:\Connections\Example Citrix Hypervisor'

-StoragePath @('XDHyp:\Connections\Example Citrix Hypervisor\
PrimaryOS.storage')

Stop-LogHighLevelOperation -AdminAddress 'mycontroller.example.com:80'
-HighLevelOperationId $loggingId -IsSuccessful $True

Getting load balancing information

April 19, 2024

You can use Server OS Machines to deliver cost-effective applications and desktops hosted on server
operating systems to multiple users.
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To load balance Server OS Machines in a deployment, you use Citrix policies. There are several load
balancing policy settings for enabling and configuring load management between servers delivering
Windows Server OS machines. For more information, see the load management policy settings refer-
ence documentation. You work with policies through Studio or the Group Policy Management Console
in Windows; see the Policies documentation for details.

To see the load, you can use either the Citrix Director or Studio consoles, or the PowerShell SDK. The
following example shows how to use the PowerShell SDK to display the load.

Note:

If you’ve used previous versions of Citrix Virtual Apps and Desktops, you may be familiar with the
gfarm/load command. This tool is no longer available, but you can use PowerShell to display
similar output as shown in the example below.

Example: Get load index values

To display a list of machines with their calculated/measured load index values, together with counts
of sessions running on them:

1. Start ashellin PowerShell. For more information, see Citrix Virtual Apps and Desktops SDK.

2. Type:

Get-BrokerMachine -SessionSupport MultiSession -Property 'DnsName','
LoadIndex', 'SessionCount’

Note:

Load index values go up to 10000. They indicate VDA machine load calculated from the config-
ured sources, such as number of sessions. A value of 10000 indicates a fully loaded VDA machine;
the broker will not send another user session to that machine.

For more information and examples, see the cmdlet help for the Get-BrokerMachine cmdlet and About
topics such as about_broker_filtering.

about_AcctADIdentitySnapin

April 19, 2024

Topic

about_AcctADIdentitySnapin
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Short Description

The Active Directory Identity Service PowerShell snap-in provides
administrative functions for the Active Directory Identity Service.

Command Prefix

All commands in this snap-in have the noun prefixed with ‘Acct’.

Long Description

The Active Directory Identity Service PowerShell snap-in enables both local

and remote administration of the Active Directory Identity Service. It
provides facilities to store details about Active Directory computer
accounts that the Machine Creation Service can use.

The snap-in provides two main entities:
Identity

A representation of an Active Directory computer account that reflects
the state of the account within the context of the Machine Creation
Service. When an account is created by or imported into the Active
Directory Identity Service, the account password is stored. Once the
account is consumed by the Machine Creation Service, the

password is discarded. For accounts registered with the Active
Directory Identity Service, identities hold the following additional
state information.

Available

The Active Directory account is registered with the service, the
password for the account is known, and the account is available to

be consumed by another service. Accounts that are successfully
created with the New-AcctADAccount command or imported using the
Add-AcctADAccount command are initially assigned this state.

InUse

The Active Directory account is registered and has been consumed by
another service. The password for the account is no longer known
to the service.

Error
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The Active Directory account is registered, but is missing,

disabled, or locked within Active Directory. Accounts that are not
successfully created with the New-AcctADAccount command or imported
using the Add-AcctADAccount command appear in this state. Use the
Update-AcctADAccount and Repair-AcctADAccount commands

to resolve issues with accounts in this state.

Tainted

The Active Directory account is registered and has been released

by all the consuming services, but cannot be made available for use
as the password is no longer known. Use the Repair-AcctADAccount
command to reset account passwords and restore the

account state to ‘Available’.

Identities can also be marked as ‘Locked’by the Machine Creation

Service to indicate that they are in use and must not be changed.

These services are also responsible for unlocking the Active Directory
accounts when they no longer require exclusive access. In some cases,

an account may remain locked if a task is unexpectedly stopped. Use the
Unlock-AcctADAccount command to manually unlock the account if necessary.

Identity Pool

Containers for identities that can be configured with all the
information required for new Active Directory accounts to be created.
Alternatively, identity pools can be populated by importing accounts
that already exist in Active Directory. All accounts registered with

the Active Directory Identity Service must be placed into one of these
containers. An identity can belong to more than one identity pool, but
the state of the identity cannot be different in each pool. For

example, an identity thatis in use will be marked ‘InUse’in all the
identity pools of which it is part.

To avoid conflicting changes, identity pools can also be marked as ‘Locked’
during operations that modify the content of a pool. These

operations are also responsible for unlocking the identity pool. In some cases,
a pool may remain locked if a task is unexpectedly stopped. Use the
Unlock-AcctldentityPool command to manually unlock the pool if necessary.
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Active Directory Permissions

Certain commands provided by the Active Directory Identity Service
PowerShell snap-in require permissions for Active Directory operations.

By default, the user account executing the command will be used to check for permissions.

Active Directory credentials for an account with permissions may also
be specified using the -ADUsername and -ADPassword parameters if necessary.

Account Creation (using the New-AcctADAccount command)

To use PowerShell to create new Active Directory accounts, the command
must be run using an account with sufficient permissions in the

required Active Directory container (specified by the identity pool
organizational unit parameter) for accounts to be created.

Import Accounts (using the Add-AcctADAccount command)

There are two modes for this operation: situations where the Active
Directory account passwords are known and situations where the
passwords are not known.

If the account passwords are known, the accounts can be imported
without the need for administrative permissions in Active Directory.

The accounts are imported and the password provided is used to change
the existing password.

If the passwords are not known, the command must be run using an account
that has permissions to reset the password for the accounts.

Account Removal (using the Remove-AcctADAccount command)

By default, the Remove-AcctADAccount command will only remove accounts from
the AD Identity Service database without needing permissions to modify
Active Directory accounts.

An optional parameter ‘RemovalOption’can be set to modify the Active
Directory accounts. If set to ‘Disable’or ‘Delete’, the command must be run
with sufficient permissions to disable or delete the account from Active Directory.

about_AcctADIdentitySnapin

April 19,2024
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Topic

about_AcctADldentitySnapin

Short Description

The Active Directory Identity Service PowerShell snap-in provides
administrative functions for the Active Directory Identity Service.

Command Prefix

All commands in this snap-in have the noun prefixed with ‘Acct’.

Long Description

The Active Directory Identity Service PowerShell snap-in enables both local

and remote administration of the Active Directory Identity Service. It
provides facilities to store details about Active Directory computer
accounts that the Machine Creation Service can use.

The snap-in provides two main entities:
Identity

A representation of an Active Directory computer account that reflects
the state of the account within the context of the Machine Creation
Service. When an account is created by or imported into the Active
Directory Identity Service, the account password is stored. Once the
account is consumed by the Machine Creation Service, the

password is discarded. For accounts registered with the Active
Directory Identity Service, identities hold the following additional
state information.

Available

The Active Directory account is registered with the service, the
password for the account is known, and the account is available to

be consumed by another service. Accounts that are successfully
created with the New-AcctADAccount command or imported using the
Add-AcctADAccount command are initially assigned this state.

InUse
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The Active Directory account is registered and has been consumed by
another service. The password for the account is no longer known
to the service.

Error

The Active Directory account is registered, but is missing,

disabled, or locked within Active Directory. Accounts that are not
successfully created with the New-AcctADAccount command or imported
using the Add-AcctADAccount command appear in this state. Use the
Update-AcctADAccount and Repair-AcctADAccount commands

to resolve issues with accounts in this state.

Tainted

The Active Directory account is registered and has been released

by all the consuming services, but cannot be made available for use
as the password is no longer known. Use the Repair-AcctADAccount
command to reset account passwords and restore the

account state to ‘Available’.

Identities can also be marked as ‘Locked’by the Machine Creation

Service to indicate that they are in use and must not be changed.

These services are also responsible for unlocking the Active Directory
accounts when they no longer require exclusive access. In some cases,

an account may remain locked if a task is unexpectedly stopped. Use the
Unlock-AcctADAccount command to manually unlock the account if necessary.

Identity Pool

Containers for identities that can be configured with all the
information required for new Active Directory accounts to be created.
Alternatively, identity pools can be populated by importing accounts
that already exist in Active Directory. All accounts registered with

the Active Directory Identity Service must be placed into one of these
containers. An identity can belong to more than one identity pool, but
the state of the identity cannot be different in each pool. For

example, an identity that is in use will be marked ‘InUse’in all the
identity pools of which it is part.

To avoid conflicting changes, identity pools can also be marked as ‘Locked’
during operations that modify the content of a pool. These

operations are also responsible for unlocking the identity pool. In some cases,
a pool may remain locked if a task is unexpectedly stopped. Use the
Unlock-AcctldentityPool command to manually unlock the pool if necessary.
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Active Directory Permissions

Certain commands provided by the Active Directory Identity Service
PowerShell snap-in require permissions for Active Directory operations.

By default, the user account executing the command will be used to check for permissions.

Active Directory credentials for an account with permissions may also
be specified using the -ADUsername and -ADPassword parameters if necessary.

Account Creation (using the New-AcctADAccount command)

To use PowerShell to create new Active Directory accounts, the command
must be run using an account with sufficient permissions in the

required Active Directory container (specified by the identity pool
organizational unit parameter) for accounts to be created.

Import Accounts (using the Add-AcctADAccount command)

There are two modes for this operation: situations where the Active
Directory account passwords are known and situations where the
passwords are not known.

If the account passwords are known, the accounts can be imported
without the need for administrative permissions in Active Directory.

The accounts are imported and the password provided is used to change
the existing password.

If the passwords are not known, the command must be run using an account
that has permissions to reset the password for the accounts.

Account Removal (using the Remove-AcctADAccount command)

By default, the Remove-AcctADAccount command will only remove accounts from
the AD Identity Service database without needing permissions to modify
Active Directory accounts.

An optional parameter ‘RemovalOption’can be set to modify the Active
Directory accounts. If set to ‘Disable’or ‘Delete’, the command must be run
with sufficient permissions to disable or delete the account from Active Directory.

about_Acct_Filtering

April 19,2024
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Topic

XenDesktop - Advanced Dataset Filtering

Short Description

Describes the common filtering options for XenDesktop cmdlets.

Long Description

Some cmdlets operate on large quantities of data and, to reduce the
overhead of sending all of that data over the network, many of the Get-
cmdlets support server-side filtering of the results.

The conventional way of filtering results in PowerShell is to pipeline
them into Where-Object, Select-Object, and Sort-Object, for example:
Get-<Noun> | Where {

$_.Size = 'Small' }
| Sort 'Date' | Select -First 10

However, for most XenDesktop cmdlets the data is stored remotely and it
would be slow and inefficient to retrieve large amounts of data over the
network and then discard most of it. Instead, many of the Get- cmdlets
provide filtering parameters that allow results to be processed

on the server, returning only the required results.

You can filter results by most object properties using parameters
derived from the property name. You can also sort results or limit them
to a specified number of records:

Get-<Noun> -Size 'Small' -SortBy 'Date' -MaxRecordCount 10
You can express more complex filter conditions using a syntax and set of
operators very similar to those used by PowerShell expressions.
Those cmdlets that support filtering have the following common parameters:
-MaxRecordCount <int>

Specifies the maximum number of results to return.
For example, to return only the first nine results use:

Get-<Noun> -MaxRecordCount 9
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If not specified, only the first 250 records are returned, and if more
are available, a warning is produced:

WARNING: Only first 250 records returned. Use -MaxRecordCount to
retrieve more.

You can suppress this warning by using -WarningAction or by specifying
a value for -MaxRecordCount.

Based on the use case, you can filter results or separate results into multiple pages. You may also use
both approaches together.

-ReturnTotalRecordCount [<SwitchParameter>]

When specified, this causes the cmdlet to output an error record
containing the number of records available. This error record is
additional information and does not affect the objects written to the
output pipeline. For example:

# ReturnTotalRecord example
Get-<Noun> -MaxRecordCount 9 -ReturnTotalRecordCount

Get-<Noun> : Returned 9 of 10 -items

At line:1 char:18

+ Get-<Noun> <<<< -MaxRecordCount 9 -ReturnTotalRecordCount

+ CategoryInfo : OperationStopped: (:) [Get-<Noun>],
PartialDataException

+ FullyQualifiedErrorId : PartialData,Citrix.<SDKName>.SDK.Get<Noun>

The count can be accessed using the TotalAvailableResultCount property:
Scount = Serror[0].TotalAvailableResultCount
-Skip <int>

Skips the specified number of records before returning results.
Also reduces the count returned by -ReturnTotalRecordCount.

-SortBy <string>

Sorts the results by the specified list of properties. The listis a

set of property names separated by commas, semi-colons, or spaces.
Optionally, prefix each name with a + or - to indicate ascending or
descending order, respectively. Ascending order is assumed if no
prefix is present.

Sorting occurs before -MaxRecordCount and -Skip parameters are
applied. For example, to sort by Name and then by Count (largest first)
use:

-SortBy ‘Name,-Count’
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By default, sorting by an enumeration property uses the numeric value
of the elements. You can specify a different sort order by qualifying
the name with an ordered list of elements or their numeric values,

or <null> to indicate the placement of null values.

Elements not mentioned are placed at the end in their numeric order.
For example, to sort by two different enums and then by the object id:

-SortBy ‘MyState(StateC,<null>,StateA,StateB),Another(0,3,2,1),Id’
-Filter <String>

This parameter lets you specify advanced filter expressions, and
supports combination of conditions with -and and -or, and grouping
with braces. For example:

Get-<Noun> -Filter 'Name -1like "High*" -or (Priority -eq 1 -and
Severity -ge 2)'

The syntax is close enough to PowerShell syntax that you can use
script blocks in most cases. This can be easier to read as it reduces
quoting:

Get-<Noun> -Filter {
Count -ne Snull 1}

The full -Filter syntax is provided below.

Examples

Filtering by strings performs a case-insensitive wildcard match.
Separate parameters are combined with an implicit -and operator.
Normal PowerShell quoting rules apply, so you can use single or double
quotes, and omit the quotes altogether for many strings. The order of
parameters does not make any difference. The following are equivalent:

Get-<Noun> -Company Citrix —-Product Xenx
Get-<Noun> -Company "citrix" -Product '[X]ENx*'
Get-<Noun> -Product "Xenx*" -Company "CITRIX"
Get-<Noun> -Filter {

Company -eq 'Citrix' -and Product -like 'Xenx' }

See about_Quoting_Rules and about_Wildcards for details about PowerShell
handling of quotes and wildcards.

To avoid wildcard matching or include quote characters, you can escape
the wildcards using the normal PowerShell escape mechanisms (see
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about_Special_Characters), or switch to a filter expression and the -eq
operator:

# Escape examples
Get-<Noun> -Company "Abc[*]" # Matches Abcx
Get-<Noun> -Company "Abc x" # Matches Abcx
Get-<Noun> -Filter {

Company -eq "Abcx*" }

# Matches Abcx

Get-<Noun> -Filter {

Company -eq "A'"B''C" }

# Matches A"B'C

Simple filtering by numbers, booleans, and TimeSpans perform direct
equality comparisons, although if the value is nullable you can also
search for null values. Here are some examples:

# Simple filtering examples

Get-<Noun> -Uid 123

Get-<Noun> -Enabled Strue

Get-<Noun> -Duration 1:30:40
Get-<Noun> -NullableProperty $null

More comparisons are possible using advanced filtering with -Filter:

Get-<Noun> -Filter 'Capacity -ge 10gb'
Get-<Noun> -Filter 'Age -ge 20 -and Age -1t 40'
Get-<Noun> -Filter 'VolumelLevel -like "[123]"'
Get-<Noun> -Filter 'Enabled -ne $false'
Get-<Noun> -Filter 'NullableProperty -ne $null'

You can check boolean values without an explicit comparison operator,
and you can also combine them with -not:

Get-<Noun> -Filter 'Enabled' # Equivalent to 'Enabled -eq S$true'
Get-<Noun> -Filter '-not Enabled' # Equivalent to 'Enabled -eq $false'

See about_Comparison_Operators for an explanation of the operators, but
note that only a subset of PowerShell operators are supported (-eq, -ne,
-gt, -ge, -lt, -le, -like, -notlike, -in, -notin, -contains, -notcontains).

Enumeration values can either be specified using typed values or the
string name of the enumeration value:

Get-<Noun> -Shape [Shapes]::Square
Get-<Noun> -Shape Circle

With filter expressions, typed values can be specified with simple
variables or quoted strings. They also support enumerations with wildcards:

$s=[Shapes]::Square
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Get-<Noun> -Filter { Shape -eq $s -or Shape -eq “Circle™’}
Get-<Noun> -Filter { Shape -like ‘C*’}

By their nature, floating point values, DateTime values, and TimeSpan

values are best suited to relative comparisons rather than just equality.
DateTime strings are converted using the locale and time zone of the user
device, but you can use 1ISO8601 format strings (YYYY-MM-DDThh:mm:ss.sTZD)
to avoid ambiguity. You can also use standard PowerShell syntax to

create these values:

Get-<Noun> -Filter {
StartTime -ge "2010-08-23T12:30:00.0Z" }

$d = [DateTime]"2010-08-23T12:30:00.0Z"
Get-<Noun> -Filter {
StartTime -ge $d 1}

$d = (Get-Date).AddDays(-1)
Get-<Noun> -Filter {
StartTime -ge $d 1}

Relative times are quite common and, when using filter expressions,
you can also specify DateTime values using a relative format:
Get-<Noun> -Filter {
StartTime -ge '-2' }
# Two days ago
Get-<Noun> -Filter {
StartTime -ge '-1:30' }
# Hour and a half ago
Get-<Noun> -Filter {
StartTime -ge '-0:0:30' }
# 30 seconds ago

Array Properties

When filtering against list or array properties, simple parameters perform
a case-insensitive wildcard match against each of the members. With filter
expressions, you can use the -contains and -notcontains operators. Unlike
PowerShell, these perform wildcard matching on strings.

Note that for array properties the naming convention is for the returned
property to be plural, but the parameter used to search for any match is
singular. The following are equivalent (assuming Users is an array
property):

Get-<Noun> -User Fredx
Get-<Noun> -Filter {
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User -like "Fred*" }

Get-<Noun> -Filter {
Users -contains "Fredx" }

You can also use the singular form with -Filter to search using other
operators:
# Match if any user 1in the list is called "Frederick"

Get-<Noun> -Filter {
User -eq "Frederick" }

# Match if any user in the list has a name alphabetically below 'F'
Get-<Noun> -Filter {
User -1t 'F' }

Complex Expressions

When matching against multiple values, you can use a sequence of
comparisons joined with -or operators, or you can use -in and -notin:

Get-<Noun> -Filter {
Shape -eq 'Circle' -or Shape -eq 'Square' }

$shapes = 'Circle','Square'
Get-<Noun> -Filter {
Shape -in $shapes }

S$Ssides = 1..4
Get-<Noun> -Filter {
Sides -notin $sides }

Braces can be used to group complex expressions, and override the default
left-to-right evaluation of -and and -or. You can also use -not to invert
the sense of any sub-expression:

Get-<Noun> -Filter {
Size -gt 4 -or (Color -eq 'Blue' -and Shape -eq 'Circle') 1}

Get-<Noun> -Filter {
Sides -1t 5 -and -not (Color -eq 'Blue' -and Shape -eq 'Circle') }

Paging

Citrix recommends that you avoid paging by using *Properties* or the *-Filter* mechanism.

However, if more objects are required, then the SDK supports deterministic paging though filtering.
You must sort and filter objects to have a unique identifier for an object. This unique identifier
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helps you to page through objects and avoid reordering. Most of the Broker objects have a unique ID
that can be used for paging. However, you must sort the other objects that do not have a unique ID
either by time or some other unique field.

Example:

# Paging example
SallSessions = @()
$lastUid = ©
while (Strue)

{

S$Ssessions = @(Get-BrokerSession -Filter {
Uid -gt $lastUid 1}
-MaxRecordCount 1000 -Sortby 'Uid')

if ($sessions.Length -eq 0)
{

break;

}
SlastUid = Ssessions[-1].Uid
SallSessions += $sessions

}

Inthis example, a list is created and the lowest possible value for the chosen unique field is initialized.
The unique ID in this example is zero. In a loop, sessions are requested using a filter searching for
objects

with a unique ID greater than zero. The number of objects is restricted to the first 1000 entries.

Itis important to sort by the field that is used as a filter.

The filtering UID (SlastUid) is set to the unique ID of the final object retrieved.
The loop begins again using this unique ID value as the lower bound.
This loop continues until all sessions are retrieved and stored in an array (SallSessions).

Filter Syntax Definition

<Filter> ::= <ScriptBlock> | <ComponentList>

<ScriptBlock> ::= “{“<ComponentList> “}”

<ComponentList> ::= <Component> <AndOrOperator> <ComponentList> |
<Component>

<Component> ::= <NotOperator> <Factor> |

<Factor>
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<Factor> ::= “(“<ComponentList> <)

<PropertyName> <ComparisonOperator> <Value> |

<PropertyName>
<AndOrOperator> ::= “-and”| “-or”
<NotOperator> ::= “-not”| “!”

<ComparisonOperator>
= “_eq”| “_nenl “_le”| “_ge”' “_lt7a| “_gtasl

“like”| “-notlike”

“_in” “_noti n”

“-contains”| “-notcontains”|

<PropertyName> ::= <simple name of property>
<Value> ::= <string literal> | <numeric literal> |

<scalar variable>| <array variable> |
“Snull”| “Strue”| “Sfalse”

Numeric literals support decimal and hexadecimal literals, with optional
multiplier suffixes (kb, mb, gb, tb, pb).

Dates and times can be specified as string literals. The current culture
determines what formats are accepted. To avoid any ambiguity, use strings
formatted to the 1ISO8601 standard. If not specified, the current time zone
is used.

Relative date-time string literals are also supported, using a minus sign
followed by a TimeSpan. For example, “-1:30”means 1 hour and 30 minutes
ago.

Add-AcctADAccount

April 19, 2024

Import existing Active Directory (AD) computer accounts for use in the AD Identity Service.

Syntax

Add-AcctADAccount
[-IdentityPoolName] <String>
—-ADAccountName <String[]>
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[-Password <String>]
[-SecurePassword <SecureString>]
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Add-AcctADAccount
-IdentityPoolUid <Guid>
—-ADAccountName <String[]>
[-Password <String>]
[-SecurePassword <SecureString>]
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability for Active Directory (AD) computer accounts that already exist in AD to be used by
the Citrix AD Identity Service and other Citrix Machine Creation Services.

All aspects of this command that need to make modifications to the accounts in AD will do so using
the account that the PowerShell runspace is using. This means that if the passwords need resetting
for the accounts, the user performing the operation in PowerShell must have sufficient privileges in
AD for this operation to complete successfully. If the current user does not have sufficient privileges,
the ADUserName and ADPassword parameters may be used instead.

The following rules apply to the importing of AD accounts:

If the current account password is supplied, the cmdlet will attempt to change the password so that it
is known only to the Citrix Identity Service. This uses password change operations and does not need
AD account administration permissions.

If the current password is not supplied, the cmdlet will attempt to reset the password for the AD ac-
count so that it is known only to the Citrix Identity Service. This requires the user to have enough
privileges in AD to reset the account passwords.

Imported accounts in a disabled or locked state in AD are imported with the account marked in an
error state.

If the identity pool into which accounts are being imported does not have a domain set, the domain
of the identity pool will be set to the domain of the first account imported.
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Examples
EXAMPLE 1

Import the two accounts (account and account2) from AD into the identity Pool called “MyPool”

Add-AcctADAccount -IdentityPoolName MyPool -ADAccountName "Domain\
account","Domain\account2" -OutVariable result

SuccessfulAccounts SuccessfulAccountsCount
FailedAccountsCount FailedAccounts
{
domain\account, domain\account2 }
2 0] {
}

Sresult.SuccessfulAccounts

ADAccountGuid : 473f5534-48ac-4baf-831f-376c5b813b60
ADAccountName : domain\account

ADAccountSid : S-1-5-21-1315084875-1285793635-2418178940-2644
AccountDisabled : False

AccountlLocked : False

Domain : Domain.com

DomainControllerHint :

Lock : False

State : Available

TenantId :

DeviceManagementType ¢ None

IdentityType : ActiveDirectory

VdaHostId :

WorkgroupMachine : False

TrustServiceInstanceld

ADAccountGuid : 7f23cdaa-072f-4eab-bca5-c2b18cd30c06
ADAccountName : domain\account2

ADAccountSid ¢ S-1-5-21-1315084875-1285793635-2418178940-2645
AccountDisabled : False

AccountLocked : False

Domain : Domain.com

DomainControllerHint :

Lock : False

State : Available

TenantId :

DeviceManagementType : None

IdentityType : ActiveDirectory

VdaHostId :

WorkgroupMachine : False

TrustServiceInstanceld
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Parameters
-ldentityPoolName

The name of the identity pool in which the accounts are to be imported.

Type: String

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
-ADAccountName

The name of the AD account to be imported. AD accounts are accepted in the following formats:

+ Fully qualified DN e.g. CN=MyComputer,0U=Computers,DC=MyDomain,DC=Com
+ UPN format e.g MyComputer@MyDomain.Com
« Domain qualified e.g MyDomain\MyComputer

Type: String[]
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False

-ldentityPoolUid

The unique identifier for the identity pool in which the accounts are to be imported.

Type: Guid

Position: Named
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Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Password

The current password for the computer account.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SecurePassword

The current password for the account (provided in a Secure String class).

Type: SecureString
Position: Named
Default value: None
Required: False

Accept pipeline input: False

Accept wildcard characters: False
-ADUserName

The username for an AD user account with Write Permissions. This parameter must be used if the
current user does not have the necessary privileges.
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Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ADPassword

String
Named
None
False
False

False

The matching password for an AD user account with Write Permissions. This parameter must be used

if the current user does not have the necessary privileges.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Loggingid

SecureString
Named
None

False

False

False

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio

and Director typically create high-level operations. PowerShell scripts can also wrap a series

of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-

LogHighLevelOperation cmdlets.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Guid
Named
None
False
False

False

© 1997-2026 Citrix Systems, Inc. All rights reserved. 118


https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.security.securestring
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ConfigLogging/Start-LogHighLevelOperation.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ConfigLogging/Stop-LogHighLevelOperation.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ConfigLogging/Stop-LogHighLevelOperation.html
https://learn.microsoft.com/en-us/dotnet/api/system.guid

Citrix Virtual Apps and Desktops 2402 SDK

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.AccountOperationDetailedSummary

The Add-AcctADAccount returns an object that contains the following properties:

« SuccessfulAccountsCount <int>

The number of accounts that were added successfully
+ FailedAccountsCount <int>

The number of accounts that were not added.
« FailedAccounts <Citrix.XDPowerShell.AccountError[]>

The list of accounts that failed to be added. Each one has the following properties:

« ADAccountName <string>

+ ADAccountSid <String>

« ErrorReason <ADIdentityStatus>
This can be one of the following:

+ UnableToConvertDomain
» UnableToAccessAccountProperties
« IdentityNotLocatedInDomain
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« UnableToAccessAccountProperties

+ IdentityDuplicateObjectExists

+ IdentityObjectLocked

+ IdentityObjectinUse

+ FailedToConnectToDomainController
« FailedToExecuteSearchInAD

« FailedToAccessComputerAccountinAD
« FailedToSetPasswordInAD

« FailedToChangePasswordInAD

« ADServiceDatabaseError

+ ADServiceDatabaseNotConfigured

+ ADServiceStatusinvalidDb

+ DiagnosticInformtion <Exception>

Any other error information

« SuccessfulAccounts <Citrix.ADldentity.Sdk.ldentity[]>

The list of accounts that were successfully added. Each one has the following properties:

+ ADAccountGuid <Guid>
The unique identifier for the account.
+ ADAccountName <string>
The name of the account.
+ ADAccountSid <string>
The SID for the account.
+ AccountDisabled <bool>
Whether or not the account is disabled in AD.
+ AccountLocked <bool>
Whether or not the account is locked in AD.
« Domain <string>
The domain for the account.
« DomainControllerHint <string>
+ Lock <bool>

Whether or not the account is locked (in the database, not AD).
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« State <Citrix.ADIldentity.Sdk.ADIdentityState>
The state for the account. This can be:

+ Available
The account is not used.

» InUse
The accountisin use.

« Error
The accountisin error (i.e. the account is locked or disabled in AD).

+ Tainted
The account is no longer used, but the password is no longer known.

Tenantld <Guid>

The identity of the tenant associated with this account.
« DeviceManagementType <string>

The device management type.

IdentityType <string>
The identity type.

VdaHostld <Guid>

The ID of the VDA associated with this account.
+ WorkgroupMachine <bool>

Whether or not the account is a workgroup account (not domain-joined).

TrustServicelnstanceld <string>

The trust service ID of the machine.

Notes
To maintain maximum security when using the command programmatically, Citrix recommends you
use the ‘SecurePassword’property instead of the ‘Password’property.
In the case of failure, the following errors can result:
« IdentityPoolAlreadyLocked

The specified identity pool was locked by another operation.
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IdentityPoolNotFound

The specified identity pool was not found.

IdentityDuplicateObjectExists

The specified AD account already exists for the identity pool.
PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used, or examine the Citrix Virtual Apps and Desktops logs.

Related Links

about_AcctADIdentitySnapin
New-AcctADAccount
Remove-AcctADAccount
Repair-AcctADAccount
Get-AcctADAccount
Update-AcctADAccount
Unlock-AcctADAccount
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Add-AcctAzureADSecurityGroupMember

April 19, 2024

Adds an Azure AD security group to an assigned security group.

Syntax

Add-AcctAzureADSecurityGroupMember
[-AccessToken] <String>
[-GroupId] <String>
[-RefGroupId] <String>
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to add a Citrix-created device security group as a member to an assigned security
group.

Examples

EXAMPLE 1

Adds the security group of a device as a direct member to an assigned security group.

Add-AcctAzureADSecurityGroupMember -AccessToken $accessToken -GroupId
$groupId -RefGroupId $refGroupId"
True

Parameters
-AccessToken

Access token of Microsoft Graph API. Make sure grant consent to following permissions:

« Group.ReadWrite.All
+ GroupMember.ReadWrite.All

Type: String
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Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Groupld

The assigned security group’s ID.

Type: String
Position: 3
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-RefGroupid

The device security group’s ID.

Type: String
Position: 4
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 124


https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.string
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/about_CitrixCommonParameters.html

Citrix Virtual Apps and Desktops 2402 SDK

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

In the case of failure, the following errors can result:

+ PartialData

Only a subset of the available data was returned.
+ PermissionDenied

The user does not have administrative rights to perform this operation.
+ ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
« CommunicationError

An error occurred while communicating with the service.
« InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
+ ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the XenDesktop logs.
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« AzureADTenantldMismatchAzureADAccessToken

Mismatch between the given AzureADTenantID and TenantID in Azure AD AccessToken.

Related Links

« about_AcctADIdentitySnapin

Add-AcctidentityPoolScope

April 19, 2024

Add the specified identity pool(s) to the given scope(s).

Syntax

Add-AcctIdentityPoolScope
[-Scope] <String[]>
-InputObject <IdentityPool[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Add-AcctIdentityPoolScope
[-Scope] <String[]>
-IdentityPoolUid <Guid[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Add-AcctIdentityPoolScope
[-Scope] <String[]>
-IdentityPoolName <String[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The Add-AcctldentityPoolScope command is used to associate one or more identity pool objects with

given scope(s).
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To add an identity pool to a scope you need permission to change the scopes of the identity pool and
permission to add objects to all of the scopes you have specified.

When attempting to add an identity pool to a scope it is already associated with, no change will be
made.

The identity pools may be specified using the unique identifier, name, or as a powershell object.
Examples
EXAMPLE 1

Adds a single identity pool to the ‘Finance’scope.

Add-AcctIdentityPoolScope Finance -IdentityPoolUid 6702C5D0-CO73-4080-
AOEE-EC74CB537C52

EXAMPLE 2

Adds a single identity pool to the multiple scopes.

Add-AcctIdentityPoolScope Finance,Marketing -IdentityPoolUid 6702C5D0O-
CO73-4080-A0EE-EC74CB537C52

EXAMPLE 3

Adds all visible identity pool objects to the ‘Finance’scope.

Get-AcctIdentityPool | Add-AcctIdentityPoolScope Finance

EXAMPLE 4

Adds identity pool objects with a name starting with an ‘A’to the ‘Finance’scope.

Add-AcctIdentityPoolScope Finance -IdentityPoolName Ax

Parameters
-Scope

Specifies the scopes to add the objects to.
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Type: String[]
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-InputObject

The identity pool objects to be added.

Type: IdentityPool[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-ldentityPoolUid

The unique identifier for the identity pools to be added.

Type: Guid[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-ldentityPoolName

The name of the identity pools to be added.
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Type: String[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: True

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

If the command fails, the following errors can be returned.

Error Codes

UnknownObject

One of the specified objects was not found.

ScopeNotFound

One of the specified scopes was not found.

DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

PermissionDenied
You do not have permission to execute this command with the specified objects or scopes.
AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
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ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.
ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller or the
Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
« Remove-AcctldentityPoolScope
+ Get-AcctScopedObiject

Add-AcctServiceAccountScope

April 19,2024

Add the specified service account(s) to the given scope(s).

Syntax

Add-AcctServiceAccountScope
[-Scope] <String[]>
-InputObject <ServiceAccount[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Add-AcctServiceAccountScope
[-Scope] <String[]>
-ServiceAccountUid <Guid[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

The Add-AcctServiceAccountScope command is used to associate one or more service account objects
with given scope(s).

To add a service account to a scope you need permission to change the scopes of the service account
and permission to add objects to all of the scopes you have specified.

When attempting to add a service account to a scope it is already associated with, no change will be
made.

The service accounts may be specified using the unique identifier, name, or as a powershell object.
Examples
EXAMPLE 1

Adds a single service account to the ‘Finance’scope.

Add-AcctServiceAccountScope -Scope Finance -ServiceAccountUid 17631lafc
-2e4c-491e-b0aa-f979a80e32cl

EXAMPLE 2

Adds a single service account to the multiple scopes.

Add-AcctServiceAccountScope Finance,Marketing -ServiceAccountUid 17631
afc-2e4c-491e-b0aa-f979a80e32cl

EXAMPLE 3

Adds all visible service account objects to the ‘Finance’scope.

Get-AcctServiceAccount | Add-AcctServiceAccountScope Finance

Parameters
-Scope

Specifies the scopes to add the objects to.

Type: String[]
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Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-InputObject

The service account objects to be added.

Type: ServiceAccount(]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-ServiceAccountUid

The unique identifier for the service accounts to be added.

Type: Guid[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
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of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

If the command fails, the following errors can be returned.

Error Codes
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UnknownObject

One of the specified objects was not found.

ScopeNotFound

One of the specified scopes was not found.

DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

PermissionDenied

You do not have permission to execute this command with the specified objects or scopes.
AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller or the
Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
« Remove-AcctServiceAccountScope
+ Get-AcctScopedObject
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Copy-AcctidentityPool

April 19, 2024

Copies an identity pool and any contained accounts to a new identity pool

Syntax

Copy-AcctIdentityPool
[-IdentityPoolName] <String>
[-NewIdentityPoolName] <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Copy-AcctIdentityPool
-IdentityPoolUid <Guid>
[-NewIdentityPoolName] <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to copy an identity pool.

The new identity pool will contain all the accounts that were in the original pool and will have the
same domain and OU set. The naming scheme will be unset and the StartCount will be set to 1.

Examples
EXAMPLE 1

Copies the identity pool named “MyPool”to a new pool named “NewPool”. Note that the Nam-
ingScheme is empty and the StartCount is set to 1.

Copy-AcctIdentityPool -IdentityPoolName MyPool -NewIdentityPoolName

NewPool
AvailableAccounts : 0
DeviceManagementType : None
Domain : MyDomain.com
ErrorAccounts 3 @
IdentityContent
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IdentityPoolName : NewPool
IdentityPoolUid : 2c94daf3-bf67-4e67-a7a2-d402e8f04e73
IdentityType : ActiveDirectory
InUseAccounts 0 0
Lock : False
MetadataMap Y
}

NamingScheme :
NamingSchemeType : None
ou :
ResourcelocationId
StartCount HE |
TaintedAccounts 0
WorkgroupMachine ¢ False
ZoneU1id :
Scopes
TenantId

Parameters

-ldentityPoolName

The name of the identity pool that is to be copied.

Type: String

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-ldentityPoolUid

The unique identifier for the identity pool that is to be copied.

Type: Guid
Position: Named
Default value: None
Required: True
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Accept pipeline input: False

Accept wildcard characters: False

-NewldentityPoolName

The name of the new identity pool.

Type: String
Position: 3
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ldentityPool

This object provides details of the identity pool and contains the following information:

« AvailableAccounts <int>

The number of existing accounts (AcctADAccount objects) in the ‘Available’state (notin ‘InUse’
, ‘Tainted’, or “Error’).

« DeviceManagementType <string>
The device management type. Can be Intune, IntuneWithCitrixTags, or None by default.
« Domain <string>
The Active Directory domain (in FQDN format) that accounts in the pool belong to.
« ErrorAccounts <int>
The number of existing AD accounts in the ‘Error’state.
+ IdentityContent <string>

JSON formatted metadata containing Azure AD tenant and Azure AD security group information
associated with this identity pool.

+ IdentityPoolName <string>
The name of the identity pool.
« IdentityPoolUid <GUID>

The unique identifier for the identity pool.
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IdentityType <string>

The identity type.

InUseAccounts <int>

The number of existing AD accounts in the ‘InUse’state.
Lock <bool>

Indicates if the identity pool is locked.

MetadataMap <IDictionary([string, string];>

The metadata associated with this identity pool arranged in key value pairs.
NamingScheme <string>

The naming scheme for the identity pool.
NamingSchemeType <string>

The naming scheme type for the identity pool. This can be one of the following:

« Numeric
Naming scheme uses numeric indexes.
« Alphabetic
Naming scheme uses alphabetic indexes.
OU <string>

The Active Directory distinguished name for the OU in which accounts for this identity pool will
be created.

ResourceLocationld <GUID>

The UID that corresponds to the resource location (Daa$ only).
StartCount <int>

The next index to be used when creating an account in the identity pool.
TaintedAccounts <int>

The number of existing AD accounts in the ‘Tainted’state.
WorkgroupMachine <bool>

If this is true, the identity pool can have an IdentityType of ‘AzureAD’or ‘Workgroup’.
If thisis false, the identity pool can have an IdentityType of ‘ActiveDirectory’or ‘HybridAzureAD’
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+ ZoneUid <GUID>

The UID that corresponds to the Zone in which AD accounts are created.
« Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]>

The administration scopes associated with this identity pool.
+ Tenantld <GUID>

Identity of the Citrix tenant associated with this identity pool.
Not applicable (always blank) in non-multitenant sites.

Notes

In the case of failure, the following errors can result:

IdentityPoolDuplicateObjectExists
An identity pool with the same name exists already.
+ IdentityPoolObjectNotFound
The identity pool to be modified could not be located.
+ PermissionDenied
The user does not have administrative rights to perform this operation.
+ ConfigurationLoggingError
The operation could not be performed because of a configuration logging error
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
+ ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

« CommunicationError
An error occurred while communicating with the service.
« ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the Citrix Virtual Apps and Desktops logs.
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Related Links

« about_AcctADIdentitySnapin
» New-AcctldentityPool

» Get-AcctldentityPool

+ Remove-AcctldentityPool

Export-AcctidentityPool

April 19, 2024

Exports an identity pool.

Syntax

Export-AcctIdentityPool
[-IdentityPoolName] <String>
[<CitrixCommonParameters>]
[<CommonParameters>]

Export-AcctIdentityPool
-IdentityPoolUid <Guid>
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to export an identity pool and contained AD accounts to a JSON encoded string.
Any accounts that have not yet been used by MCS will not be exported.

Examples
EXAMPLE 1

Exports the identity pool named “MyPool”. This pool contains accounts that have not been used yet,
so they are not exported.

Export-AcctIdentityPool -IdentityPoolName MyPool

{
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"IdentityPoolName":"MyPool","NamingScheme":"Acc###","NamingSchemeType"
:2,"StartCount":7,"0OU":"","Domain" :"MyDomain.com","Lock":false,"
TenantId":null, "ResourcelLocationId":null,"ZoneUid" :null,"
WorkgroupMachine":false,"IdentityType":"ActiveDirectory","
IdentityContent":null,"DeviceManagementType'":"None","Accounts":[] }

EXAMPLE 2

Exports the identity pool named “MyPool”. This pool contains accounts that have been used, so they
are exported.

Export-AcctIdentityPool -IdentityPoolName MyPool

{
"IdentityPoolName":"MyPool","NamingScheme'":"Acc###","NamingSchemeType"

:2,"StartCount":3,"0U":"","Domain":"MyDomain.com","Lock":false,"
TenantId":null,"ResourcelocationId":"59e9d28d-f46b-434a-97c2-995
da9e120d7","ZoneUid":"c5282cd0-6526-4f83-blbd-6ea2d46a7c59","
WorkgroupMachine'":false,"IdentityType":"ActiveDirectory","
IdentityContent":null,"DeviceManagementType'":"None","Accounts": [{

"AccountSid":"S-1-5-21-4215727520-1727542857-3748865654-1404","
AccountGuid":"85a82962-cbb2-4c74-aa2c-9502890e554b" ,"Domain":"
MyDomain.com","State":2,"AccountName":"MyDomain\\Acc0o01s$","
DomainControllerName":"
v2_bnMtZGMubmljaG9sYXNzdS5sb2NhbDo10WU5ZDI4ZC1mNDZiLTQzNGEtOTdjMi050TVKYTL1MT
=","TimeCreated":"2022-10-20T16:48:04.55" }

{

)

"AccountSid":"S-1-5-21-4215727520-1727542857-3748865654-1405","
AccountGuid":"984a0fb8-ef0d-49d3-8720-3602878bc843","Domain":"
MyDomain.com","State":2,"AccountName" :"MyDomain\\ExportAcc0O2s$","
DomainControllerName":"
v2_bnMtZGMubmljaG9sYXNzdS5sb2NhbDo10WU5ZDI4ZC1mNDZiLTQzNGEtOTdjMi050TVKYTLMT
=", "TimeCreated":"2022-10-20T16:48:05.58" }

13}

Parameters
-ldentityPoolName

The name of the identity pool.

Type: String
Position: 2
Default value: None
Required: True
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Accept pipeline input: True (ByPropertyName)

Accept wildcard characters: True

-ldentityPoolUid

The unique identifier for the identity pool.

Type: Guid
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: True

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
String

A JSON encoded version of the identity pool and the ADAccounts that are part of the identity pool.
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Notes

In the case of failure, the following errors can result:

PartialData

Only a subset of the available data was returned.

CouldNotQueryDatabase

The query required to get the database was not defined.

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
CommunicationError

An error occurred while communicating with the service.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

about_AcctADIdentitySnapin
Import-AcctldentityPool
Export-ProvScheme
Import-ProvScheme

Get-AcctADAccount

April 19, 2024

Gets the Active Directory (AD) accounts stored in the AD Identity Service.
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Syntax

Get-AcctADAccount
[-ADAccountSid <String>]
[-Domain <String>]
[-IdentityPoolName <String>]
[-State <ADIdentityState>]
[-Lock <Boolean>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Get-AcctADAccount
[-ADAccountSid <String>]
[-Domain <String>]
[-IdentityPoolUid <Guid>]
[-State <ADIdentityState>]
[-Lock <Boolean>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to locate the Active Directory (AD) accounts stored within the AD Identity Service
and view the state of the accounts.

Examples
EXAMPLE 1

Return all the AD accounts that are registered in the AD Identity Service.

Get-AcctADAccount

ADAccountGuid : a33f54f8-4944-4537-93¢c9-a04f0b889378
ADAccountName : MyDomain\ACC001
ADAccountSid : S-1-5-21-1315084875-1285793635-2418178940-2684
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AccountDisabled . False
AccountLocked ¢ False
Domain : MyDomain.com

DomainControllerHint
v2_ZGMubX1lkb21haW4uY29t0jU5ZT1kMjhkLWYONmMItNDMOYSO5N2MyLTk5NWRhOWUXM] BkNw

Lock ¢ False

State : Available

TenantId :

DeviceManagementType : None

IdentityType ¢ ActiveDirectory

VdaHostId : ee3ec984-3flb-4led-aee7-38754692e829
WorkgroupMachine : False

TrustServiceInstanceld : ee3ec984-3flb-41led-aee7-38754692e829-S
-1-5-21-1315084875-1285793635-2418178940-2684

IdentityPoolName ¢ MyWorkgroupPoo'l

IdentityPoolU1id : fdaef7af-4298-44a3-a5fb-4a9201cadld7

ADAccountGuid : 00000000-0000-0000-0000-OOCCCOOOOOOO

ADAccountName ¢ WorkgrpAcc001

ADAccountSid ¢ S
-1-254-31435167-1163162762-1265062292-170227718-1001

AccountDisabled ¢ False

AccountlLocked : False

Domain :

DomainControllerHint

Lock ¢ False

State : Available

TenantId :

DeviceManagementType : None

IdentityType ¢ Workgroup

VdaHostId : 01dfa99f-748a-4554-9451-674b0678250a

WorkgroupMachine ¢ True

TrustServiceInstancelId : 01dfa99f-748a-4554-9451-674b0678250a

EXAMPLE 2

Return all the AD accounts that are registered in the AD Identity Service in the identity pool named
“MyPool”that are not locked.

Get-AcctADAccount -IdentityPoolName MyPool -Lock S$false

EXAMPLE 3

Return all the AD accounts that are registered in the AD Identity Service in the identity pool named
“MyPool”or an identity pool with a name starting with ‘p’. For full details of the advanced filtering
aspects of this command see about_Acct_Filtering.
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Get-AcctADAccount -Filter {
IdentityPoolName -Like "p*x" -or IdentityPoolName -eq "MyPool" }

Parameters

-ADAccountSid

The AD Account SID of the account.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True
-Domain

The domain of the account (this is in dns format).

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True
-State

The current state of the identity stored in the AD Identity Service for the AD account.

Type: ADIdentityState
Position: Named
Default value: None
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Required: False
Accept pipeline input: False
Accept wildcard characters: True
-Lock

Indicates if the account is locked in the AD Identity Service.

Type: Boolean
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

See about_Acct_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-MaxRecordCount

See about_Acct_Filtering for details.

Type: Int32

Position: Named
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Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

See about_Acct_Filtering for details.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

See about_Acct_Filtering for details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Filter

See about_Acct_Filtering for details.
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Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ldentityPoolName

The name of the identity pool to which the account is registered.

Type: String

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True

-ldentityPoolUid

The unique identifier for the identity pool that the account is registered to.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 151


https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.guid
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ldentitylnPool

The Get-AcctADAccount returns an object that contains the following parameters:

+ IdentityPoolName <string>
The name of the containing identity pool.
« IdentityPoolUid <GUID>

The unique identifier for the containing identity pool.
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ADAccountGuid <GUID>

The unique identifier for the account.

ADAccountName <string>

The name of the account.

ADAccountSid <string>

The SID for the account.

AccountDisabled <bool>

Whether or not the account is disabled in AD.
AccountLocked <bool>

Whether or not the account is locked in AD.

Domain <string>

The domain for the account.

DomainControllerHint <string>

The base 64 encoded hint for the domain controller location.
Lock <bool>

Whether or not the account is locked (in the database, not AD).
State <string>

The state for the account. This can be:

Tenantld <GUID>

The identity of the tenant associated with this account.
DeviceManagementType <string>

The device management type.

IdentityType <string>

The identity type.

VdaHostld <GUID>

The ID of the VDA associated with this account.

WorkgroupMachine <bool>

Whether or not the account is a workgroup account (not domain-joined).

TrustServicelnstanceld <string>

The trust service ID of the machine.
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Notes

In the case of failure the following errors can result:

« PartialData

Only a subset of the available data was returned.
« CouldNotQueryDatabase

The query required to get the database was not defined.
+ PermissionDenied

The user does not have administrative rights to perform this operation.
+ ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
« CommunicationError

An error occurred while communicating with the service.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
+ ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ New-AcctADAccount

» Add-AcctADAccount

« Remove-AcctADAccount

+ Unlock-AcctADAccount

» Update-AcctADAccount

» Repair-AcctADAccount
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Get-AcctAzureADSecurityGroup

April 19, 2024

Retrieve the security groups in specific Azure tenant.

Syntax

Get-AcctAzureADSecurityGroup
[-AccessToken] <String>
[-GroupId <String>]
[-Name <String>]
[-SearchString <String>]
[-Assigned <Boolean>]
[-Dynamic <Boolean>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to retrieve the Azure AD security groups of specific Azure tenant.

Examples

EXAMPLE 1

Gets Azure AD security groups with the object id of “e17d1c86-efgh-efgh-efgh-97e22c7bd96c™.

Get-AcctAzureADSecurityGroup —-AccessToken $accessToken -GroupId "
el7d1c86-efgh-efgh-efgh-97e22c7bd96c"

MembershipRule : (device.displayName -match "AzureADMC[0-9]{
3}
5"

Name : SecurityGroupOfAzureADMachineCatalog

ObjectId : el7dlc86-efgh-efgh-efgh-97e22c7bd96c

Type : Dynamic
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EXAMPLE 2

Gets AzureAD security group with the name of “ABCD”.

Get-AcctAzureADSecurityGroup —-AccessToken $accessToken —-Name "
SecurityGroupOfAzureADMachineCatalog"

MembershipRule : (device.displayName -match "AzureADMC[0-9]{
&l i
$")
Name : SecurityGroupOfAzureADMachineCatalog
ObjectId : el7dlc86-efgh-efgh-efgh-97e22c7bd96c
Type : Dynamic

EXAMPLE 3

Gets AzureAD security group with name contains of “ABCD”.

Get-AcctAzureADSecurityGroup —-AccessToken $accessToken -SearchString "
SecurityGroup"

MembershipRule : (device.displayName -match "AzureADMC[0-9]{
3}
$ll)
Name : SecurityGroupOfAzureADMachineCatalog
ObjectId : el7dlc86-efgh-efgh-efgh-97e22c7bd96c
Type : Dynamic

EXAMPLE 4

Gets all AzureAD assigned security groups.

Get-AcctAzureADSecurityGroup -AccessToken $accessToken -AssignedOnly

MembershipRule : (device.displayName -match "AzureADMC[0-9]{
3k
$l|)
Name : SecurityGroupOfAzureADMachineCatalog
ObjectId : el7dlc86-efgh-efgh-efgh-97e22c7bd96c
Type : Assigned

Parameters
-AccessToken

Access token of Microsoft Graph API. Make sure grant consent to following permissions:
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+ Group.Read.All

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: True
-Groupld

The Objectld of an AzureAD security group.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True
-Name

The Name of the AzureAD security group.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True
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-SearchString

The search expression of the AzureAD security group display name.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Assigned

String
Named
None
False
False

True

Specify only assigned AzureAD security group will retrieve.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Dynamic

Boolean
Named
None
False
False

False

Specify only dynamic AzureAD security group will retrieve.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Boolean
Named
None
False
False

False
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-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_Acct_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.

Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_Acct_Filtering for details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.
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Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.AzureADSecurityGroup

This object provides details of an object of the Azure AD security group and contains the following
information:

+ MembershipRule <string>
The membershipRule of AzureAD security group.
+ Name <string>

The name of AzureAD security group.
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+ Objectld <Guid>
The unique Object Id of the AzureAD security group.
« Type <string>

The type of AzureAD security group.

Notes

The parameter Groupld will take priority over other parameters.

When all parameters are empty, it will return all assigned security groups under current tenantid that
encoded in assess token.

In the case of failure, the following errors can result:

+ PartialData

Only a subset of the available data was returned.
+ PermissionDenied

The user does not have administrative rights to perform this operation.
+ ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
« CommunicationError

An error occurred while communicating with the service.
« InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
+ ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the XenDesktop logs

Related Links

+ about_AcctADIdentitySnapin
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Get-AcctAzureADSecurityGroupMember

April 19, 2024

Retrieves all the security group members of a specific security group.

Syntax

Get-AcctAzureADSecurityGroupMember
[-AccessToken] <String>
[-GroupId] <String>
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to retrieve all the security group members from a specific Azure AD group.

Examples
EXAMPLE 1

Retrieves all the security group members of a specific Azure AD security group.

Get-AcctAzureADSecurityGroupMember -AccessToken $accessToken -
AzureADTenantId $azureADTenantId -GroupId $gid -Top 10"

MembershipRule : (device.displayName -match "AzureADMC[0-9]{
G
$")

Name : SecurityGroupOfAzureADMachineCatalog

ObjectId : el7dlc86-efgh-efgh-efgh-97e22c7bd96c

Type : Dynamic
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Parameters
-AccessToken

Access token of Microsoft Graph API. Make sure grant consent to following permissions:

« Group.Read.All
« GroupMember.Read.All

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: True
-Groupld

Specifies the ID of a group in Azure AD.

Type: String
Position: 3
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: True

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_Acct_Filtering for details.

Type: SwitchParameter

Position: Named
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Default value: False
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.
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Type:
Position:

Default value:

Required:
Accept pipeline input:

Accept wildcard characters:

-Filter

String
Named

The default sort order is by name or unique

identifier.
False

False

False

Gets records that match a PowerShell-style filter expression. See about_Acct_Filtering for details.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-FilterScope

Gets only results allowed by the specified scope id.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

String
Named
None
False
False

False

Guid
Named
None
False
False

False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.AzureADSecurityGroup

This object provides details of an object of the Azure AD security group and contains the following
information:

+ MembershipRule <string>
The membershipRule of AzureAD security group.
« Name <string>
The name of AzureAD security group.
+ Objectld <Guid>
The unique Object Id of the AzureAD security group.
« Type <string>

The type of AzureAD security group.

Notes

In the case of failure the following errors can result:
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+ PartialData

Only a subset of the available data was returned.
+ PermissionDenied

The user does not have administrative rights to perform this operation.
+ ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
« CommunicationError

An error occurred while communicating with the service.
« InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
« ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the XenDesktop logs.

+ AzureADTenantldMismatchAzureADAccessToken
Mismatch between the given AzureADTenantID and TenantID in Azure AD AccessToken.

Related Links

+ about_AcctADIdentitySnapin

Get-AcctDBConnection

April 19, 2024

Returns the database connection string for the specified data store used by the ADIdentity Service.

Syntax

Get-AcctDBConnection
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

Returns the database connection string from the currently selected ADIdentity Service instance.

If the returned string is blank, no valid connection string has been specified. In this case the service is
running, but is idle and awaiting specification of a valid connection string.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a ADIdentity SDK cmdlet.

Examples
EXAMPLE 1

Gets the database connection string in use by the ADIdentity Service instance running on controller
“controllerl. mydomain.net”.

Get-AcctDBConnection —-AdminAddress controllerl.mydomain.net
Server=serverName\SQLEXPRESS;Initial Catalog=databaseName;Integrated
Security=True

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.
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Outputs
String

The database connection string configured for the current ADIdentity Service instance.

Notes

If the command fails, the following errors can be returned:

« NoDBConnections
The database connection string for the ADIdentityService has not been specified.
+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ Set-AcctDBConnection

» Get-AcctServiceStatus

» Test-AcctDBConnection

Get-AcctDBSchema

April 19,2024

Gets SQL scripts to create or maintain the database schema for the Citrix ADIdentity Service.
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Syntax

Get-AcctDBSchema
[-DatabaseName <String>]
[-ServiceGroupName <String>]
[-ScriptType <ScriptTypes>]
[-LocalDatabase]
[-Sid <String>]
[-DatabaseRights <String>]
[-AzureDatabase]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Gets SQL scripts that can be used to create a new Citrix ADIdentity Service database schema, add a
new ADIdentity service to an existing site, remove a ADIdentity service from a site, or create a database
server logon for a ADIdentity service.

If no Sid parameter is provided, the scripts obtained relate to the currently selected ADIdentity service
instance, otherwise the scripts relate to ADIdentity service instance running on the machine identified
by the Sid provided. When obtaining the Evict script, a Sid parameter must be supplied.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a ADIdentity SDK cmdlet.

The service instance used to obtain the scripts does not need to be a member of a site or to have had
its database connection configured.

The database scripts support only Microsoft SQL Server, or SQL Server Express, and require Windows
integrated authentication to be used. They can be run using SQL Server’s SQLCMD utility, or by copy-
ing the script into an SQL Server Management Studio (SSMS) query window and executing the query.
If using SSMS, the query must be executed in ‘<SQLCMD mode’.

The ScriptType parameter determines which script is obtained. If ScriptType is not specified, or is
FullDatabase, the script contains:

+ Creation of service schema

+ Creation of database server logon

« Creation of database user

+ Addition of database user to ADIdentity service roles

If ScriptType is Instance, the returned script contains:

+ Creation of database server logon
+ Creation of database user
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« Addition of database user to ADIdentity service roles
If ScriptType is Evict, the returned script contains:

+ Removal of ADIdentity service instance from database
+ Removal of database user

If ScriptType is Login, the returned script contains:
+ Creation of database server logon only

ScriptType Database is deprecated, and FullDatabase should be used instead.
If the service uses two data stores they can exist in the same database.

You do not need to configure a database before using this command.

Examples
EXAMPLE 1
Gets a script to create the full database schema for the Citrix ADIdentity Service and copies it to a file

called “C:\ADIdentitySchema.sql”

This script can be used to create the service schema in a database with name “MySiteDB”, which must
already exist, and must not already contain a ADIdentity service schema.

Get-AcctDBSchema -DatabaseName MySiteDB -ServiceGroupName
MyServiceGroup > C:\ADIdentitySchema.sql

EXAMPLE 2

Gets a script to create the appropriate database server logon for the ADIdentity service. This can be
used when configuring a mirror server for use.

Get-AcctDBSchema -DatabaseName MySiteDB -ScriptType Login > C:\
ADIdentityLogins.sql

Parameters
-DatabaseName

Specifies the name of the database into which the new ADIdentity service schema is to be placed, or
in which it already exists. The database itself is not created by any of the script types; it must already
exist before the scripts are run.
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Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ServiceGroupName

Specifies the name of the service group to be used when creating the database schema. The service
group is a collection of all the ADIdentity services that share the same database instance and are con-
sidered equivalent; that is, all the services within a service group can be used interchangeably.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ScriptType

Specifies the type of database script returned. Available script types are:

 FullDatabase

Creates a database schema for the Citrix ADIdentity Service in

a database instance that does not already contain one. This is used
when creating a new site. DatabaseName and ServiceGroupName are
required parameters for this script type.

* Instance

Adds a ADIdentity Service instance to a database and so to the
associated site. Appropriate database server logons and users are
created to allow the service instance access to the required service
schemas.
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o Evict

Removes a ADIdentity Service instance from the database and so
from the site. All reference to the service instance is removed from

the database. DatabaseName and Sid are required parameters for this
script type.

+ Login

Adds a logon for the ADIdentity Service instance to a database

server. This is specifically for use when configuring SQL Server
mirroring where the mirror server must have appropriate logons created
for all service instances in the site.

« Database

This is deprecated. FullDatabase should be used instead.

Type: ScriptTypes
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-LocalDatabase

Specifies whether the database script is to be used in a database instance run on the same controller
as other services in the service group. Including this parameter ensures the script creates only the
required permissions for local services to access the database schema for ADIdentity services. If this
parameter is specified inappropriately, the service instance will not be able to connect to the data-

base.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False
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Accept wildcard characters:

-Sid

False

Specifies the SID of the controller on which the ADIdentity Service instance to remove from the data-

base is running (only valid for a script type of Evict).

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-DatabaseRights

Specifies the right the database script should expect to be run under. Available rights are:

« Mixed

String

Named

None

False

True (ByValue)

False

Creates a database schema which uses all rights.

+ SysAdmin

Creates a database schema which does the minimum with the SysAdmin (sa) rights.

« DbOwner

Creates a database schema which only needs Database Owner (dbo) rights.

This script expects to be used after the SysAdmin script has been run.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

String
Named
Mixed
False
False

False
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-AzureDatabase

Specifies that the generated schema must be compatible with Azure SQL limits, including not gener-
ating code for logins.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
String

A string containing the required SQL script for applying to a database.
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Notes

The scripts returned support Microsoft SQL Server Express Edition, Microsoft SQL Server Standard Edi-
tion, and Microsoft SQL Server Enterprise Edition databases only, and are generated on the assump-
tion that integrated authentication will be used.

If the ScriptType parameteris notincluded or set to ‘FullDatabase’, the full database script is returned,
which will:

+ Create the database schema.
+ Create the user and the role (providing the schema does not already exist).
+ Create the logon (providing the schema does not already exist).

If the ScriptType parameter is set to ‘Instance’, the script will:

+ Create the user and the role (providing the schema does not already exist).
+ Create the logon (providing the schema does not already exist) and associate it with a user.

If the ScriptType parameter is set to ‘Login’, the script will:

+ Create the logon (providing the schema does not already exist) and associate it with a
pre-existing user of the same name.

ScriptType value of ‘Database’is deprecated; ‘FullDatabase’should be used instead.

If the LocalDatabase parameter isincluded, the NetworkService account will be added to the list of ac-
counts permitted to access the database. This is required only if the database is run on a controller.

If the command fails, the following errors can be returned:

+ GetSchemasFailed
The database schema could not be found.
« ActiveDirectoryAccountResolutionFailed
The specified Active Directory account or Group could not be found.
+ DatabaseError
An error occurred in the service while attempting a database
« operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the

« service is not configured.
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« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the XenDesktop logs.

Related Links

+ about_AcctADIdentitySnapin
o Set-AcctDBConnection
o Test-AcctDBConnection

Get-AcctDBVersionChangeScript

April 19, 2024

Gets an SQL service schema update script for the Citrix ADIdentity Service.

Syntax

Get-AcctDBVersionChangeScript
-DatabaseName <String>
-TargetVersion <Version>
[-AzureDatabase]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

Gets an SQL script that can be used to update the current Citrix ADIdentity Service database schema.
An update can be an upgrade or downgrade.

A script can be obtained to update the current service schema to any version that is reachable by ap-
plying available schema update packages that have been uploaded by the Citrix ADIdentity Service.

Typically, this mechanism is used to update the current service schema to a newer version, however
it can also be used to revert previously applied updates.

The SQL script obtained can be run using SQL Server’s SQLCMD utility, or by copying the script into
an SQL Server Management Studio (SSMS) query window and executing the query. If using SSMS, the
qguery must be executed in ‘SQLCMD mode’.

The schema update packages used to generate update scripts are stored in the database; because of
this, any Citrix ADIdentity Service in the site can be used to obtain a schema update script.

The fact that an update package is available in the database does not mean that the update has actu-
ally been applied to the service’s schema. In addition, application of an update does not remove the
associated update packages.

Take care when using the update scripts. Citrix recommends that where possible service schema up-
grades are performed using Studio rather than manually via the SDK. The database should be backed-
up before an update is attempted. The database script may also require exclusive use of the schema,
in which case all Citrix ADIdentity Services must be shutdown before applying the update.

Once an update has been applied to the service schema, any existing Citrix ADIdentity Services that
are incompatible with the updated schema will cease to operate. The service state, as reported by
Get-AcctServiceStatus, provides information about the service compatibility (e.g. DBNewerVersion-
ThanService).

Examples
EXAMPLE 1
Gets an SQL update script to update the current schema to version 7.40.0.0. The resulting up-
date_740.sql script is suitable for direct use with the SQL Server SQLCMD utility.
Supdate = Get-AcctDBVersionChangeScript -DatabaseName MyDb -

TargetVersion 7.40.0.0
Supdate.Script > update_740.sql
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Parameters

-DatabaseName

The name of the database containing the Citrix ADIdentity Service schema to be updated.

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-TargetVersion

Therequired target service schema version of the update. This is the service schema version obtained

after the update script is applied.

Type: Version
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-AzureDatabase

Indicates that script is to update an Azure database. If this switch is not used when an Azure database

is to be updated, the update will fail when an attempt is made to apply it.

Type: SwitchParameter
Position: Named

Default value: None

Required: False
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Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
PSObject

The Get-AcctDBVersionChangeScript cmdlet returns a PSObject containing a script that can be used
to update the Citrix ADIdentity Service database schema. The object has the following properties:

« Script
The raw text of the SQL script to apply the update.
« CanUndo

If true, indicates that after the update has been applied, a script to revert from the updated
schema to the schema state prior to the update can be obtained.

Because Get-<#=CmdletPrefix #>DBVersionChangeScript gets only update scriptsrelating to the
current schema version, a script to revert an update can be obtained only after the update has
been applied.
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+ NeedExclusiveAccess

If true, indicates that the update requires exclusive access to the Citrix <#= ServiceName #> Ser-
vice’s schema while the update is applied; all Citrix <#= ServiceName #> Services must be shut-
down during the update.

Notes

The PSObject returned by this cmdlet contains the following properties:
« Script

The raw text of the SQL script to apply the update, or null in the case when no upgrade path to
the specified target version exists.

+ NeedExclusiveAccess
Indicates whether all services in the service group must be shut down during the update or not.
+ CanUndo

Indicates whether the generated script allows the updated schema to be reverted to the state
prior to the update.

Scripts to update the schema version are stored in the database so any service in the service group can
obtain these scripts. Extreme caution should be exercised when using update scripts. Citrix recom-
mends backing up the database before attempting to upgrade the schema. Database update scripts
may require exclusive use of the schema and so may not be able to execute while any ADIdentity ser-
vices are running. However, this depends on the specific update being carried out.

After a schema update has been carried out, services that require the previous version of the schema
may cease to operate. The ServiceState parameter reported by the Get-AcctServiceStatus command
providesinformation about service compatibility. For example, if the schema has been upgraded to a
more recent version that a service cannot use, the service reports “DBNewerVersionThanService”.

If the command fails, the following errors can be returned:
* NoOp
The operation was successful but had no effect.
« NoDBConnections
The database connection string for the <#= ServiceName #> Service has not been specified.
+ DatabaseError

An error occurred in the service while attempting a database operation.
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DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

PermissionDenied

You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the XenDesktop logs.

Related Links

about_AcctADIdentitySnapin
Get-AcctinstalledDBVersion
Get-AcctServiceStatus
Get-AcctDBSchema

Get-AcctidentityPool

April 19,2024

Gets a list of existing identity pools.

Syntax

Get-AcctIdentityPool
[[-IdentityPoolName] <String>]
[-IdentityPoolUid <Guid>]
[-Lock <Boolean>]

[-Scopeld <Guid>]
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[-ScopeName <String>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to retrieve a list of existing identity pools.

Examples
EXAMPLE 1

Gets all the identity pools.

Get-AcctIdentityPool

AvailableAccounts 1
DeviceManagementType : None
Domain : MyDomain.com
ErrorAccounts HINO]
IdentityContent :
IdentityPoolName : MyPooll
IdentityPoolU1id 1 22072d9e-6a8f-494b-a5hc-2ef18ca4b915
IdentityType ¢ ActiveDirectory
InUseAccounts 2
Lock : False
MetadataMap HEE

}
NamingScheme i AccH###
NamingSchemeType : Numeric
ou :
ResourcelocationId : 59e9d28d-f46b-434a-97c2-995da%e120d7
StartCount 4
TaintedAccounts 1 0
WorkgroupMachine : False
ZoneU1id
Scopes
TenantId
AvailableAccounts 1 0
DeviceManagementType : None
Domain : MyDomain.com
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ErrorAccounts IO
IdentityContent g
IdentityPoolName : Pool2
IdentityPoolU1id : 03743136-e43b-4a87-af74-ab71686b3cl6
IdentityType ¢ ActiveDirectory
InUseAccounts 3 @
Lock : False
MetadataMap HEE
}

NamingScheme ¢ Test####
NamingSchemeType : Alphabetic
ou :
ResourcelocationId
StartCount 1
TaintedAccounts 0
WorkgroupMachine : False
ZoneUid :
Scopes
TenantId

EXAMPLE 2

Gets all the identity pools beginning with the character ‘M’.

Get-AcctIdentityPool -IdentityPoolName Mx

AvailableAccounts : 0
DeviceManagementType : None
Domain ¢ MyDomain.com
ErrorAccounts : 0
IdentityContent :
IdentityPoolName : MyPooll
IdentityPoolUid : 22072d9e-6a8f-494b-a5bc-2ef18ca4b915
IdentityType : ActiveDirectory
InUseAccounts : 0
Lock : False
MetadataMap HER Y

}
NamingScheme : AccH###
NamingSchemeType ¢ Numeric
ou
ResourcelocationId -
StartCount o1
TaintedAccounts 0
WorkgroupMachine : False
ZoneUid
Scopes
TenantId
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Parameters
-ldentityPoolName

The name of the identity pool.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ldentityPoolUid

The unique identifier for the identity pool.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Lock

Whether the identity pool is locked or not.

Type:
Position:
Default value:
Required:

Accept pipeline input:

String

None
False
False

True

Guid
Named
None
False
False

True

Boolean
Named
None
False

False
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Accept wildcard characters: False

-Scopeld

Gets only results with a scope matching the specified scope identifier.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ScopeName

Gets only results with a scope matching the specified scope name.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

See about_Acct_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-MaxRecordCount

See about_Acct_Filtering for details.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

See about_Acct_Filtering for details.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

See about_Acct_Filtering for details.

Type: String
Position: Named
Default value: None
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Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Filter

See about_Acct_Filtering for details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ldentityPool

This object provides details of the identity pool and contains the following information:

« AvailableAccounts <int>

The number of existing accounts (AcctADAccount objects) in the ‘Available’state (notin ‘InUse’
, ‘Tainted’, or “Error’).

« DeviceManagementType <string>
The device management type. Can be Intune, IntuneWithCitrixTags, or None by default.
« Domain <string>
The Active Directory domain (in FQDN format) that accounts in the pool belong to.
« ErrorAccounts <int>
The number of existing AD accounts in the ‘Error’state.
+ IdentityContent <string>

JSON formatted metadata containing Azure AD tenant and Azure AD security group information
associated with this identity pool.

+ IdentityPoolName <string>
The name of the identity pool.
« IdentityPoolUid <GUID>

The unique identifier for the identity pool.
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IdentityType <string>

The identity type.

InUseAccounts <int>

The number of existing AD accounts in the ‘InUse’state.
Lock <bool>

Indicates if the identity pool is locked.

MetadataMap <IDictionary([string, string];>

The metadata associated with this identity pool arranged in key value pairs.
NamingScheme <string>

The naming scheme for the identity pool.
NamingSchemeType <string>

The naming scheme type for the identity pool. This can be one of the following:

« Numeric
Naming scheme uses numeric indexes.
« Alphabetic
Naming scheme uses alphabetic indexes.
OU <string>

The Active Directory distinguished name for the OU in which accounts for this identity pool will
be created.

ResourceLocationld <GUID>

The UID that corresponds to the resource location (Daa$ only).
StartCount <int>

The next index to be used when creating an account in the identity pool.
TaintedAccounts <int>

The number of existing AD accounts in the ‘Tainted’state.
WorkgroupMachine <bool>

If this is true, the identity pool can have an IdentityType of ‘AzureAD’or ‘Workgroup’.
If thisis false, the identity pool can have an IdentityType of ‘ActiveDirectory’or ‘HybridAzureAD’
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+ ZoneUid <GUID>

The UID that corresponds to the Zone in which AD accounts are created.
+ Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]>

The administration scopes associated with this identity pool.
+ Tenantld <GUID>

Identity of the Citrix tenant associated with this identity pool.
Not applicable (always blank) in non-multitenant sites.

Notes

In the case of failure the following errors can result:

+ PartialData

Only a subset of the available data was returned.
« CouldNotQueryDatabase

The query required to get the database was not defined.
+ PermissionDenied

The user does not have administrative rights to perform this operation.
+ ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
« CommunicationError

An error occurred while communicating with the service.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
« ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the Citrix Virtual Apps and Desktops logs.
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Related Links

« about_AcctADIdentitySnapin
» New-AcctldentityPool

» Remove-AcctldentityPool

+ Rename-AcctldentityPool

« Set-AcctldentityPool

Get-AcctinstalledDBVersion

April 19, 2024

Gets a list of all available database schema versions for the ADIdentity Service.

Syntax

Get-AcctInstalledDBVersion
[-Upgrade]
[-Downgrade]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description
Gets the current version number of the Citrix ADIdentity Service database schema when called with
no parameters.

When called with the -Upgrade parameter, gets the service schema version numbers to which an up-
grade could be performed.

When called with the -Downgrade parameter, gets the service schema version numbers to which a
downgrade could be performed.

The SQL scripts to perform schema upgrades and downgrades can be obtained using the Get-
AcctDBVersionChangeScript cmdlet.  Citrix recommends that where possible service schema
upgrades are performed using Studio rather than manually via the SDK.

Only one of the -Upgrade or -Downgrade parameters may be supplied at once.
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Examples
EXAMPLE 1

Gets the current Citrix ADIdentity Service database schema version number.
Get-AcctInstalledDBVersion

Major Minor Build Revision

EXAMPLE 2

Get the versions of the ADIdentity Service database schema for which upgrade scripts are supplied.
Get-AcctInstalledDBVersion -Upgrade

Major Minor Build Revision

Parameters
-Upgrade

Specifies that only schema versions to which the current database version can be upgraded should
be returned.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-Downgrade

Specifies that only schema versions to which the current database version can be downgraded should
be returned.
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Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
Version

Get-AcctinstalledDBVersion returns database schema version numbers as requested.

Notes

If the command fails, the following errors can be returned:

« InvalidParameterCombination

Both the Upgrade and Downgrade flags were specified.
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« NoOp
The operation was successful but had no effect.
« NoDBConnections
The database connection string for the ADIdentity Service has not been specified.
« DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
 DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
« AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
+ Get-AcctDBVersionChangeScript
+ Get-AcctDBSchema

Get-AcctScopedObject

April 19, 2024

Gets the details of the scoped objects for the ADIdentity Service.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 196


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/about_AcctADIdentitySnapIn.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Get-AcctDBVersionChangeScript.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Get-AcctDBSchema.html

Citrix Virtual Apps and Desktops 2402 SDK

Syntax

Get-AcctScopedObject
[-Scopeld <Guid>]
[-ScopeName <String>]
[-ObjectType <ScopedObjectType>]
[-ObjectId <String>]
[-ObjectName <String>]
[-Description <String>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description
Returns a list of directly scoped objects including the names and identifiers of both the scope and
object as well as the object description for display purposes.

There will be at least one result for every directly scoped object. When an object is associated with
multiple scopes the output contains one result per scope duplicating the object details.

No records are returned for the All scope, though if an object is not in any scope a result with a null
Scopeld and ScopeName will be returned.

Examples
EXAMPLE 1

Gets all of the scoped objects with type Scheme. The example output shows a scheme object (MyEx-
ampleScheme) in two scopes Sales and Finance, and another scheme (AnotherScheme) that is not in
any scope. The Scopeld and ScopeName values returned are null in the final record.

Get-AcctScopedObject -ObjectType Scheme

Scopeld : eff6f464-flee-4442-add3-99982e0cecOl
ScopeName : Sales

ObjectType : Scheme

ObjectId : cd4l74ee-9e4b-4e57-b126-9dbf757fe493

ObjectName : MyExampleScheme
Description : Test scheme
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Scopeld : 304e0fa7-d390-47f0-a94f-7e956a324c41
ScopeName : Finance
ObjectType : Scheme
ObjectId : cd4174ee-9e4b-4e57-b126-9dbf757fe493

ObjectName : MyExampleScheme
Description : Test scheme

Scopeld

ScopeName

ObjectType : Scheme

ObjectId : 5062e46b-71bc-4ac9-901a-30fe6797e2f6
ObjectName : AnotherScheme

Description : Another scheme 1in no scopes

Parameters
-Scopeld

Gets scoped object entries for the given scope identifier.

Type: Guid

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-ScopeName

Gets scoped object entries with the given scope name.

Type: String

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True
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-ObjectType

Gets scoped object entries for objects of the given type.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Objectid

ScopedObjectType
Named

None

False

True (ByPropertyName)

False

Gets scoped object entries for objects with the specified object identifier.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ObjectName

String

Named

None

False

True (ByPropertyName)

True

Gets scoped object entries for objects with the specified object identifier.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

String

Named

None

False

True (ByPropertyName)

True
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-Description

Gets scoped object entries for objects with the specified description.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True
-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_Acct_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.
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Type:
Position:

Default value:

Required:
Accept pipeline input:

Accept wildcard characters:

-Filter

String
Named

The default sort order is by name or unique

identifier.
False

False

False

Gets records that match a PowerShell-style filter expression. See about_Acct_Filtering for details.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-FilterScope

Gets only results allowed by the specified scope id.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

String
Named
None
False
False

False

Guid
Named
None
False
False

False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ScopedObject

The Get-AcctScopedObject command returns an object containing the following properties:
Scopeld <Guid?>

Specifies the unique identifier of the scope.
ScopeName <String>

Specifies the display name of the scope.
ObjectType <ScopedObjectType>

Type of the object this entry relates to.
Objectld <String>

Unique identifier of the object.
ObjectName <String>

Display name of the object

Description <String>

Description of the object (possibly Snull if the object type does not have a description).
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Notes

If the command fails, the following errors can be returned.

Error Codes

UnknownObject

One of the specified objects was not found.

PartialData

Only a subset of the available data was returned.

InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
CouldNotQueryDatabase

The query required to get the database was not defined.

DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

PermissionDenied

You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs

on the controller or the Citrix Virtual Apps and Desktops logs.
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Related Links

« about_AcctADIdentitySnapin

Get-AcctService

April 19, 2024

Gets the service record entries for the ADIdentity Service.

Syntax

Get-AcctService
[-Metadata <String>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]
[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Returns instances of the ADIdentity Service that the service publishes. The service records contain
account security identifier information that can be used to remove each service from the database.

A database connection for the service is required to use this command.

Examples

EXAMPLE 1

Get all the instances of the ADIdentity Service running in the current service group.

Get-AcctService

uid 3
ServiceHostId : aef6f464-flee-4042-2523-66982e0cecd0d
DNSName ¢ MyServer.company.com
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MachineName : MYSERVER

CurrentState : On

LastStartTime : 04/04/2011 15:25:38

LastActivityTime : 04/04/2011 15:33:39

OSType : Win32NT

OSVersion : 6.1.7600.0

ServiceVersion : 5.1.0.0

DatabaseUserName : NT AUTHORITY\NETWORK SERVICE

Sid ¢+ S-1-5-21-2316621082-1546847349-2782505528-1165

ActiveSiteServices : {
MySiteServicel, MySiteService2... }

Parameters
-Metadata

Gets records with matching metadata entries.

The value being compared with is a concatenation of the key name, a colon, and the value. For ex-
ample: -Metadata “abc:x*”matches records with a metadata entry having a key name of “abc”and a
value starting with the letter “x”.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String(]
Position: Named
Default value: None
Required: False
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Accept pipeline input: False

Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_Acct_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.
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Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.

Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_Acct_Filtering for details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.Service

The Get-AcctServicelnstance command returns an object containing the following properties.

+ Uid <Integer>

Specifies the unique identifier for the service in the group. The unique identifier is an index
number.
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+ ServiceHostld <Guid>
Specifies the unique identifier for the service instance.
« DNSName <String>
Specifies the domain name of the host on which the service runs.
+ MachineName <String>
Specifies the short name of the host on which the service runs.
+ CurrentState <Citrix.Fma.Sdk.ServiceCore.ServiceState>
Specifies whether the service is running, started but inactive, stopped, or failed.
« LastStartTime <DateTime>
Specifies the date and time at which the service was last restarted.
« LastActivityTime <DateTime>
Specifies the date and time at which the service was last stopped or restarted.
« OSType
Specifies the operating system installed on the host on which the service runs.
« OSVersion
Specifies the version of the operating system installed on the host on which the service runs.
+ ServiceVersion

Specifies the version number of the service instance. The version number is a string that reflects
the full build version of the service.

+ DatabaseUserName <string>

Specifies the Active Directory account name with permissions to access the database for this
service instance. This will be either the machine account or, if the database is running on a
controller, the NetworkService account.

+ Sid <string>
Specifies the Active Directory account security identifier for the machine on which the service
instance is running.

« ActiveSiteServices <string[]>

Specifies the names of active site services currently running in the service. Site services are
components that perform long-running background processing in some services. This field is
empty for services that do not contain site services.
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Notes

If the command fails, the following errors can be returned:

« UnknownObiject
One of the specified objects was not found.
« PartialData
Only a subset of the available data was returned.
« InvalidFilter
Afiltering expression was supplied that could not be interpreted for this cmdlet.
+ CouldNotQueryDatabase
The query required to get the database was not defined.
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
« AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
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Get-AcctServiceAccount

April 19, 2024

Gets a list of existing service accounts.

Syntax

Get-AcctServiceAccount
[-ServiceAccountUid <Guid>]
[-IdentityProviderUid <Guid>]
[-IsHealthy <Boolean>]
[-Scopeld <Guid>]
[-ScopeName <String>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to retrieve a list of existing service accounts.

Examples
EXAMPLE 1

Gets all the service accounts.

Get-AcctServiceAccount

ServiceAccountUid : 440b77c3-9935-49b2-2696-01914dcffcbe
IdentityProviderIdentifier : dlb46f6b-ad4c-4fcc-bb79-8e3c8fd813e8

AccountId : deb0811e-4839-4cce-87d3-8f36b31c2934

IdentityProviderType : AzureAD
SecretExpiryTime : 9/8/2029 8:00:00 PM
Capabilities Y

AzureArcResourceManagement }

FailureReason 3
IsHealthy : True
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Scopes
Scopel }

TenantId

ServiceAccountUid
IdentityProviderIdentifier
IdentityProviderType
SecretExpiryTime

AccountId

Capabilities
AzureADDeviceManagement }

FailureReason
IsHealthy
Scopes
TenantId

EXAMPLE 2

: 2eccbOec-a760-44ad-a36d-e0928b4d7926
: dlb46feb-ad4c-4fcc-bb79-8e3c8fd813e8
: AzureAD

: 9/8/2099 8:00:00 PM

acl4e785-cdb2-4e18-9240-8b49583b11a2
{

: True

Gets the service account specified by uid 2eccb0ec-a760-44ad-a36d-€0928b4d7926.

Get-AcctServiceAccount -ServiceAccountUid 2eccbOec-a760-44ad-a36d-

€0928b4d7926

ServiceAccountUid
IdentityProviderIdentifier
IdentityProviderType
SecretExpiryTime

AccountId

Capabilities
AzureADDeviceManagement }

FailureReason
IsHealthy
Scopes
TenantId

Parameters

-ServiceAccountUid

The unique identifier for the service account.

: 2ecchbOec-a760-44ad-a36d-e0928b4d7926
: dlb46feb-ad4c-4fcc-bb79-8e3c8fd813e8
: AzureAD

: 9/8/2099 8:00:00 PM

acl4e785-cdb2-4e18-9240-8b49583blla2
{

: True

Type:

Position:

Guid

Named
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Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True
-ldentityProviderUid

The unique identifier for the identity provider that associates with the service account.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-IsHealthy

Whether the service account is healthy or not.

Type: Boolean
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Scopeld

Gets only results with a scope matching the specified scope identifier.
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Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ScopeName

Gets only results with a scope matching the specified scope name.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

See about_Acct_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-MaxRecordCount

See about_Acct_Filtering for details.
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Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

See about_Acct_Filtering for details.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

See about_Acct_Filtering for details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Filter

See about_Acct_Filtering for details.
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Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.
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Outputs
Citrix.ADIdentity.Sdk.ServiceAccount

This object provides details of the service account and contains the following information:

+ ServiceAccountUid <GUID>

The unique identifier of the service account.
« SecretExpiryTime <Datetime>

The expiration time for the secret of the service account.
+ Accountld <string>

The identifier for the service account. E.g. Azure application ID if the service account is with
Azure AD as identity provider.

« IdentityProviderldentifier <string>

The identifier of the identity provider that the service account belongs to. E.g. Azure AD tenant
ID.

« IdentityProviderType <string>

The type of the identity provider of the service account. Can be AzureAD or ActiveDirectory.
« IsHealthy <bool>

Indicates if the service account is healthy.
« Capabilities <string[]>

Capabilities of the service account. Can be AzureArcResourceManagement.
+ FailureReason <string>

The reason why the service account becomes unhealthy.
+ Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]>

The administration scopes associated with this identity pool.
+ Tenantld <GUID>

Identity of the Citrix tenant associated with this identity pool.
Not applicable (always blank) in non-multitenant sites.

Notes

In the case of failure the following errors can result:
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+ PartialData

Only a subset of the available data was returned.
« CouldNotQueryDatabase

The query required to get the database was not defined.
+ PermissionDenied

The user does not have administrative rights to perform this operation.
+ ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
« CommunicationError

An error occurred while communicating with the service.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« InvalidFilter

Afiltering expression was supplied that could not be interpreted for this cmdlet.
+ ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
« New-AcctServiceAccount

« Remove-AcctServiceAccount
» Set-AcctServiceAccount

Get-AcctServiceAddedCapability

April 19,2024

Gets any added capabilities for the ADIdentity Service on the controller.
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Syntax

Get-AcctServiceAddedCapability
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Enables updates to the ADIdentity Service on the controller to be detected.

There is no requirement for a database connection to be configured in order for this command to be
used.

Examples
EXAMPLE 1

Get the added capabilities of the ADIdentity Service.

Get-AcctServiceAddedCapability

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.
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Outputs
String

Comma separated string containing added capabilities.

Notes

If the command fails, the following errors can be returned:

+ DatabaseError

An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied

You do not have permission to execute this command.
+ AuthorizationError

There was a problem communicating with the Citrix Delegated
+ Administration Service.
« CommunicationError

There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
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Get-AcctServicelnstance

April 19, 2024

Gets the service instance entries for the ADIdentity Service.

Syntax

Get-AcctServicelnstance
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Returns service interfaces published by instances of the ADIdentity Service. Each instance of a service
publishes multiple interfaces with distinct interface types, and each of these interfaces is represented
as a Servicelnstance object. Service instances can be used to register the service with a Central Con-
figuration Service so that other services can locate the functionality.

You do not need to configure a database connection to use this command.

Examples
EXAMPLE 1

Get all instances of the ADIdentity Service running on the specified machine. For remote services,
use the AdminAddress parameter to define the service for which the interfaces are required. If the
AdminAddress parameter has not been specified for the runspace, service instances running on the
local machine are returned.

Get-AcctServicelnstance

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.Servicelnstance

The Get-AcctServicelnstance command returns an object containing the following properties.

« ServiceGroupUid <Guid>

Specifies the unique identifier for the service group of which the service is a member.
+ ServiceGroupName <String>

Specifies the name of the service group of which the service is a member.
« ServicelnstanceUID <Guid>

Specifies the unique identifier for registered service instances, which are service instances held
by and obtained from a Central Configuration Service. Unregistered service instances do not
have unique identifiers.

+ ServiceType <String>

Specifies the service instance type. For this service, the service instance type is always <#=
CmdletPrefix #>.

« Address

Specifies the address of the service instance. The address can be used to access the service and,
when registered in the Central Configuration Service, can be used by other services to access the
service.

+ Binding

Specifies the binding type that must be used to communicate with the service instance. In this
release of Citrix Virtual Apps and Desktops, the binding type is always ‘wcf_HTTP_kerb’. This
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indicates that the service provides a Windows Communication Foundation endpoint that uses
HTTP binding with integrated authentication.

« Version

Specifies the version of the service instance. The version number is used to ensure that the
correct versions of the services are used for communications.

+ ServiceAccount <String>

Specifies the Active Directory account name for the machine on which the service instance is
running. The account name is used to provide information about the permissions required for
interservice communications.

+ ServiceAccountSid <String>

Specifies the Active Directory account security identifier for the machine on which the service
instance is running.

+ InterfaceType <String>

Specifies the interface type. Each service can provide multiple service instances, each for a dif-
ferent purpose, and the interface defines the purpose. Available interfaces are:

« SDK - for PowerShell operations
« InterService - for operations between different services
« Peer - for communications between services of the same type

« Metadata <Citrix.ADIdentity.Sdk.Metadata[]>

The collection of metadata associated with registered service instances, which are service in-
stances held by and obtained from a Central Configuration Service. Metadata is not stored for
unregistered service instances.

Notes

If the command fails, the following errors can be returned:

+ DatabaseError

An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
 DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.
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+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
» ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

» about_AcctADIdentitySnapin
» Get-AcctServiceStatus
+ Reset-AcctServiceGroupMembership

Get-AcctServiceStatus

April 19, 2024

Gets the current status of the ADIdentity Service on the controller.

Syntax

Get-AcctServiceStatus
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Enables the status of the ADIdentity Service on the controller to be determined. If the service has
multiple data stores it will return the overall state as an aggregate of all the data store states. For
example, if the site data store status is OK and the secondary data store status is DBUnconfigured
then it will return DBUnconfigured.

Before using this cmdlet, you don’t have to configure the database connection for the Service.
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Examples
EXAMPLE 1

Get the current status of the ADIdentity Service.
Get-AcctServiceStatus

ServiceStatus ExtralInfo

DBUnconfigured {
.}

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.Fma.Sdk.Utilities.Service.ServiceStatusinfo

The Get-AcctServiceStatus cmdlet returns an object containing the status of the ADIdentity Service
together with extra diagnostics information.

+ DBUnconfigured

The ADIdentity Service does not have a database connection configured.
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+ DBRejectedConnection

The database rejected the logon attempt from the ADIdentity Service. This may be because
the service attempted to log on with invalid credentials or because a database has not been
installed in the specified location.

+ InvalidDBConfigured

The expected stored procedures are missing from the database. This may be because the ADI-
dentity Service schema has not been added to the database.

+ DBNotFound
The specified database could not be located with the configured connection string.
« DBMissingOptionalFeature

The ADIdentity is connected to a database that is valid, but it does not have the full functionality
required for optimal performance. Upgrading the database is advisable.

« DBMissingMandatoryFeature

The ADIdentity is connected to a database that is valid, but it does not have the full functionality
required so the ADIdentity cannot function. Upgrading the database is required.

« DBNewerVersionThanService

The version of the ADIdentity Service currently in use is incompatible with the version of the
ADIdentity Service schema on the database. Upgrade the ADIdentity Service to a more recent
version.

« DBOlderVersionThanService

The version of the ADIdentity Service schema on the database is incompatible with the version
of the ADIdentity Service currently in use. Upgrade the database schema to a more recent ver-
sion.

« DBVersionChangelnProgress

A database schema upgrade is currently in progress.
+ OK

The ADIdentity Service is running and is connected to a database containing a valid schema.
+ PendingFailure

Connectivity between the ADIdentity Service and the database has been lost. This may be a
transitory network error, but may indicate a loss of connectivity that requires administrator in-
tervention.

« Failed
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Connectivity between the ADIdentity and the database has been lost for an extended period of
time, or has failed due to a configuration problem. The ADIdentity service cannot operate while
its connection to the database is unavailable.

« Unknown

The service status cannot be determined.

Notes

If the command fails, the following errors can be returned:

+ DatabaseError

An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
« AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
» Set-AcctDBConnection

» Test-AcctDBConnection

+ Get-AcctDBConnection

» Get-AcctDBSchema
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Import-AcctidentityPool

April 19, 2024

Imports an identity pool in the site

Syntax

Import-AcctIdentityPool
-IdentityPoolData <String>
[-Scope <String[]>]
[-ZoneUid <Guid>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to import an identity pool from another site that has been exported using Export-
AcctldentityPool. Any AD accounts in the exported identity pool will be imported as well.

Examples
EXAMPLE 1

Import the identity pool defined in the variable SidentityPoolData. This variable should be created
using Export-AcctldentityPool (potentially on a different site). The imported identity pool contains
any accounts that were exported with the identity pool.

Import-AcctIdentityPool -IdentityPoolData $identityPoolData
c:\PS> Get-AcctIdentityPool -IdentityPoolName MyPool

AvailableAccounts 10
DeviceManagementType : None

Domain : MyDomain.com
ErrorAccounts : 0
IdentityContent :
IdentityPoolName : MyPool
IdentityPoolUid : 5a2aclc4-b183-4796-a984-163b645c6ca4s
IdentityType : ActiveDirectory
InUseAccounts 2

Lock : False
MetadataMap Y
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Parameters

-ldentityPoolData

NamingScheme
NamingSchemeType
ou
ResourcelocationId
StartCount
TaintedAccounts
WorkgroupMachine
ZoneU1id

Scopes

TenantId

. AccH#t#
: Numeric

False

Specifies the identity pool to import in the form of a JSON encoded string.

Type:
Position:
Default value:

Required:

Accept pipeline input:

Accept wildcard characters:

-Scope

String

Named

None

True

True (ByPropertyName)

True

The administration scopes to be applied to the new identity pool.

Type:
Position:
Default value:

Required:

Accept pipeline input:

Accept wildcard characters:

String[]
Named
None
False
False

False
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-Zonelid

The UID that corresponds to the Zone in which these AD accounts will be created. Thisis only intended
to be used for Citrix Cloud Delivery Controllers.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

Thiscmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
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WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ldentityPool

This object provides details of the identity pool and contains the following information:

« AvailableAccounts <int>

The number of existing accounts (AcctADAccount objects) in the ‘Available’state (notin ‘InUse’
, ‘Tainted’, or ‘Error’).

« DeviceManagementType <string>
The device management type. Can be Intune, IntuneWithCitrixTags, or None by default.
+ Domain <string>
The Active Directory domain (in FQDN format) that accounts in the pool belong to.
« ErrorAccounts <int>
The number of existing AD accounts in the ‘Error’state.
+ IdentityContent <string>

JSON formatted metadata containing Azure AD tenant and Azure AD security group information
associated with this identity pool.

+ IdentityPoolName <string>
The name of the identity pool.
« IdentityPoolUid <GUID>
The unique identifier for the identity pool.
« IdentityType <string>
The identity type.
+ InUseAccounts <int>

The number of existing AD accounts in the ‘InUse’state.
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Lock <bool>

Indicates if the identity pool is locked.

MetadataMap <IDictionary([string, string];>

The metadata associated with this identity pool arranged in key value pairs.
NamingScheme <string>

The naming scheme for the identity pool.

NamingSchemeType <string>

The naming scheme type for the identity pool. This can be one of the following:

+ Numeric
Naming scheme uses numeric indexes.
+ Alphabetic
Naming scheme uses alphabetic indexes.
OU <string>

The Active Directory distinguished name for the OU in which accounts for this identity pool will
be created.

ResourcelLocationld <GUID>

The UID that corresponds to the resource location (Daa$ only).
StartCount <int>

The next index to be used when creating an account in the identity pool.
TaintedAccounts <int>

The number of existing AD accounts in the ‘Tainted’state.
WorkgroupMachine <bool>

If this is true, the identity pool can have an IdentityType of ‘AzureAD’or ‘Workgroup’.
If this is false, the identity pool can have an IdentityType of ‘ActiveDirectory’or ‘HybridAzureAD’

ZoneUid <GUID>
The UID that corresponds to the Zone in which AD accounts are created.
Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]>

The administration scopes associated with this identity pool.
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« Tenantld <GUID>

Identity of the Citrix tenant associated with this identity pool.
Not applicable (always blank) in non-multitenant sites.

Notes

In the case of failure, the following errors can result.

Error Codes

CouldNotQueryDatabase

The query required to get the database was not defined.

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
CommunicationError

An error occurred while communicating with the service.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
Export-AcctldentityPool

» Export-ProvScheme
« Import-ProvScheme
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New-AcctADAccount

April 19, 2024

Creates Active Directory (AD) computer accounts in the specified identity pool.

Syntax

New-AcctADAccount
[-IdentityPoolName] <String>
-Count <Int32>
[-StartCount <Int32>]
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Parallelism <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

New-AcctADAccount
[-IdentityPoolName] <String>
-ADAccountName <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Parallelism <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

New-AcctADAccount
-IdentityPoolUid <Guid>
-Count <Int32>
[-StartCount <Int32>]
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Parallelism <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

New-AcctADAccount
-IdentityPoolUid <Guid>
-ADAccountName <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Parallelism <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

Provides the ability to create new Active Directory (AD) computer accounts and register them in an
already existing identity pool.

The accounts are created using the information stored in the identity pool. This provides the account
name (via the Naming Scheme property and Start Count), domain, and OU.

The user performing the operation in PowerShell must have sufficient privileges in AD to create the
new computer accounts. If the current user does not have sufficient privileges, the ADUserName and
ADPassword parameters may be used instead.

The AD account names will pad the index to use all the space specified in the identity pool naming
scheme (e.g. “acc###”will become “acc001”). However, if the index overflows the available space the
cmdlet expands the format to use the next incremental number (e.g. “acc###”will become “acc1000”
if the index is 10000, which cannot fit into the three ‘#’placeholders). If this expanded name exceeds
the 15 character name limit, the accounts are not created.

There can be only one creation process running for a specific identity pool at any one time. Attempting
to start another account creation process while an existing one is executing results in an error being
returned.

Examples
EXAMPLE 1

Creates two new AD accounts and registers them in the identity pool called “MyPool”.

New—AcctADAccount -IdentityPoolName MyPool -Count 2 -OutVariable result

SuccessfulAccounts SuccessfulAccountsCount
FailedAccountsCount FailedAccounts
{
MyDomain\ACC001, MyDomain\ACC002 }
2 (0] {
}

Sresult[0].SuccessfulAccounts

ADAccountGuid : a33f54f8-4944-4537-93c9-a04f0b889378
ADAccountName ¢ MyDomain\ACC001

ADAccountS-id : S-1-5-21-1315084875-1285793635-2418178940-2684
AccountDisabled : False

AccountLocked : False

Domain : MyDomain.com
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DomainControllerHint
v2_ZGMubX1kb21haW4uY29t0jU5ZT1kMjhkLWYONmMItNDMOYSO5N2MyLTk5NWRhOWUXMj BkNw

Lock : False

State : Available

TenantId ]

DeviceManagementType ¢ None

IdentityType : ActiveDirectory

VdaHostId : ee3ec984-3flb-4led-aee7-38754692e829
WorkgroupMachine : False

TrustServiceInstanceld : ee3ec984-3flb-4led-aee7-38754692e829-S
-1-5-21-1315084875-1285793635-2418178940-2684

ADAccountGuid : 16c62c01-42d0-4180-91c3-3e02b5a3e860
ADAccountName : MyDomain\ACC002

ADAccountSid : S-1-5-21-1315084875-1285793635-2418178940-2685
AccountDisabled ¢ False

AccountLocked : False

Domain : MyDomain.com

DomainControllerHint
v2_ZGMubX1lkb21haW4uY29t0jU5ZTLkMjhkLWYONmMItNDMOYSO5N2MyLTk5NWRhOWUXMj BkNw

Lock ¢ False

State : Available

TenantId :

DeviceManagementType : None

IdentityType ¢ ActiveDirectory

VdaHostId : 8cad4eelc-00bf-4e05-8605-c3ee7fed53c3
WorkgroupMachine : False

TrustServiceInstancelId : 8ca4ee@c-00bf-4e05-8605-c3ee7fe®53c3-S
-1-5-21-1315084875-1285793635-2418178940-2685

EXAMPLE 2

Creates two new AD accounts and registers them in the identity pool called “MyPool”, starting from
an index of 50.

New—-AcctADAccount -IdentityPoolName MyPool -Count 2 -StartCount 50 -
OutVariable result

SuccessfulAccounts SuccessfulAccountsCount
FailedAccountsCount FailedAccounts
{
MyDomain\ACC050, MyDomain\ACCO051 }
2 0] {
}

Sresult[0].SuccessfulAccounts
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ADAccountGuid
ADAccountName
ADAccountSid
AccountDisabled
AccountLocked

Domain
DomainControllerHint

fed20f3b-dlec-4f8e-9681-197de9522bfd
MyDomain\ACC050
S-1-5-21-1315084875-1285793635-2418178940-2686
False

False

MyDomain.com

v2_ZGMubX1kb21haW4uY29t0jU5ZT1kMjhkLWYONmMItNDMOYSO5N2My LTKSNWRhOWUxXMj BKNw

State

TenantId
DeviceManagementType
IdentityType

VdaHostId
WorkgroupMachine
TrustServiceInstanceld

False
Available

None

ActiveDirectory
1772a527-33e6-4da4-8a3a-d98e13c1d156
False
1772a527-33e6-4da4-8a3a-d98e13c1d156-S

-1-5-21-1315084875-1285793635-2418178940-2686

ADAccountGuid
ADAccountName
ADAccountSid
AccountDisabled
AccountLocked

Domain
DomainControllerHint

86b3b360-e21f-4bb2-8e36-e236598fd51a
MyDomain\ACCO51
S-1-5-21-1315084875-1285793635-2418178940-2687
False

False

MyDomain.com

v2_ZGMubX1kb21haW4uY29t0jU5ZT1kMjhkLWYONmMItNDMOYSO5N2MyLTK5NWRhOWUxXMjBkNw

State

TenantId
DeviceManagementType
IdentityType

VdaHostId
WorkgroupMachine
TrustServiceInstanceld

False
Available

None

ActiveDirectory
01852a831-4931-4656-9126-9229188c8213
False
01852831-493f-4656-9126-9229188c8213-S

-1-5-21-1315084875-1285793635-2418178940-2687

Parameters

-ldentityPoolName

The name of the identity pool in which accounts will be created.

Type:
Position:

Default value:

String
2

None
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Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Count

The number of accounts to create.

Type: Int32
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-ADAccountName

The AD account names to be created. These are just the simple machine account names (e.g.
MyVMO01).

Type: String[]
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False

-ldentityPoolUid

The unique identifier for the identity pool in which accounts will be created.

Type: Guid
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Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-StartCount

The start index for the create process.

Type: Int32
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ADUserName

The username for an AD user account with Write Permissions. This parameter must be used if the
current user does not have the necessary privileges.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ADPassword

The matching password for an AD user account with Write Permissions. This parameter must be used
if the current user does not have the necessary privileges.
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Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Parallelism

SecureString
Named
None

False

False

False

Gets or sets the maximum number of threads to create AD accountsin parallel. Range 1-60 with default

of 20.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Loggingid

Int32
Named
20
False
False

False

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio

and Director typically create high-level operations. PowerShell scripts can also wrap a series

of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-

LogHighLevelOperation cmdlets.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Guid
Named
None
False
False

False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.AccountOperationDetailedSummary

The New-AcctADAccount returns an object that contains the following properties:

+ SuccessfulAccountsCount <int>

The number of accounts that were added successfully
+ FailedAccountsCount <int>

The number of accounts that were not added.
« FailedAccounts <Citrix. XDPowerShell.AccountError[]>

The list of accounts that failed to be added. Each one has the following properties:

+ ADAccountName <string>
+ ADAccountSid <String>
« ErrorReason <ADIdentityStatus>
This can be one of the following:
+ IdentityDuplicateObjectExists

An identity with the same SID already exists.
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+ ADServiceDatabaseError
An error occurred in the service while attempting a database operation.
+ ADServiceDatabaseNotConfigured

The operation could not be completed because the database for the service is not
configured.

« ADServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communica-
tion with the database failed for for various reasons.

+ FailedToConnectToDomainController
Contacting Active Directory failed.
+ FailedToGetOrganizationUnitInAD
Failed to access the OU in Active Directory.
+ FailedToGetDefaultComputerContainerInAD
Failed to access the default computers container in Active Directory.
« FailedToCreateComputerAccountIinAD
Failed to create the computer account in Active Directory.
« FailedToAccessComputerAccountinAD
Failed to read the newly created computer account in Active Directory.
+ FailedToGetSidFromAD
Failed to get the SID for the created account from Active Directory.
« FailedToSetSamAccountNamelnAD
Failed to set the SAM account name in Active Directory for the account created.
+ FailedToSetUserAccountControllnAD

Failed to set the user account controller properties for the account created in Active
Directory.

+ FailedToSaveChangelnAD
Failed to save the changes made to the created computer account in Active Directory.
+ FailedToSetPasswordInAD

Failed to set the password for the created computer account in Active Directory.
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+ FailedToEnableAccountinAD

Failed to enable the newly created computer account in Active Directory.
« ComputerNameAlreadylnUselnAD

The computer name for the computer to create is in use in Active Directory.
+ FailedToGetDistinguishedNamelnAD

Failed to get the distinguished name for the created computer account in ActiveDirec-
tory.

 FailedToSetDnsHostNamelnAD

Failed to set the Dns Host Name property for the created computer account in Ac-
tiveDirectory.

« FailedToSetDisplayNamelnAD

Failed to set the DisplayName property for the created computer account in ActiveDi-
rectory.

« FailedToWriteServicePrincipalNamelnAD

Failed to set the ServicePrincipalName property for the created computer accountin
ActiveDirectory.

+ DiagnosticInformtion <Exception>

Any other error information

« SuccessfulAccounts <Citrix.ADIldentity.Sdk.ldentity[]>

The list of accounts that were successfully added. Each one has the following properties:

+ ADAccountGuid <Guid>
The unique identifier for the account.
+ ADAccountName <string>
The name of the account.
+ ADAccountSid <string>
The SID for the account.
+ AccountDisabled <bool>
Whether or not the account is disabled in AD.
+ AccountLocked <bool>

Whether or not the account is locked in AD.
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« Domain <string>
The domain for the account.
+ DomainControllerHint <string>
+ Lock <bool>
Whether or not the account is locked (in the database, not AD).
« State <Citrix.ADIdentity.Sdk.ADIdentityState>
The state for the account. This can be:

Available

The account is not used.
» InUse
The accountisin use.
 Error
The accountisin error (i.e. the account is locked or disabled in AD).
+ Tainted
The account is no longer used, but the password is no longer known.
+ Tenantld <Guid>
The identity of the tenant associated with this account.
« DeviceManagementType <string>
The device management type.
« IdentityType <string>
The identity type.
+ VdaHostld <Guid>
The ID of the VDA associated with this account.
+ WorkgroupMachine <bool>
Whether or not the account is a workgroup account (not domain-joined).
« TrustServicelnstanceld <string>

The trust service ID of the machine.
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Notes

In the case of failure the following errors can result:

NamingSchemeNotSpecifiedForldentityPool

No naming scheme is defined in the specified identity pool.
IdentityPoolObjectNotFound

The specified identity pool was not located.

IdentityPoolAlreadyLocked

The specified identity pool is locked.

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the con-
troller being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

about_AcctADIdentitySnapin
Add-AcctADAccount
Remove-AcctADAccount
Get-AcctADAccount
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» Repair-AcctADAccount
+ Unlock-AcctADAccount
» Update-AcctADAccount

New-AcctidentityPool

April 19,2024

Creates a new identity pool.

Syntax

New-AcctIdentityPool
-IdentityPoolName <String>
[-NamingScheme <String>]
[-NamingSchemeType <ADIdentityNamingScheme>]
[-0U <String>]
[-Domain <String>]
[-AllowUnicode]
[-IdentityType <String>]
[-DeviceManagementType <String>]
[-StartCount <Int32>]
[-Scope <String[]>]
[-TenantId <Guid>]
[-ZoneUid <Guid>]
[-AzureADSecurityGroupName <String>]
[-AzureADAccessToken <String>]
[-AzureADTenantId <Guid>]
[-ServiceAccountUid <Guid[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

New-AcctIdentityPool
-IdentityPoolName <String>
[-NamingScheme <String>]
[-NamingSchemeType <ADIdentityNamingScheme>]
[-AllowUnicode]
[-WorkgroupMachine]
[-IdentityType <String>]
[-DeviceManagementType <String>]
[-StartCount <Int32>]
[-Scope <String[]>]
[-TenantId <Guid>]
[-ZoneUid <Guid>]
[-AzureADSecurityGroupName <String>]
[-AzureADAccessToken <String>]
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[-AzureADTenantId <Guid>]
[-ServiceAccountUid <Guid[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to create identity pools that can be used to store AD computer accounts.

The naming scheme, naming scheme type, and domain must be specified if the identity pool is to be
used to create new accounts.

Each identity pool is tied to a single domain. All the identities in an identity pool belong to the same
domain. If the domain is not specified by a parameter to this command the domain will be set when
an accountis imported into it.

Examples
EXAMPLE 1

Create a new identity pool from which accounts can be created in the domain called “MyDomain.com”
using a numeric scheme of the format Acc####. The first account created from this identity pool will
be named Acc0001 and placed in the OU named “MyOU”.

New AD accounts can be imported into this pool too, but must be from the Domain “MyDomain.com”

New—-AcctIdentityPool -IdentityPoolName MyPool -NamingScheme Acc#### -
Domain MyDomain.com -NamingSchemeType Numeric -OU "CN=MyOU,DC=
MyDomain,DC=com"

AvailableAccounts 0
DeviceManagementType : None
Domain : MyDomain.com
ErrorAccounts HINO)
IdentityContent :
IdentityPoolName ¢ MyPool
IdentityPoolU1id 1 22072d9e-6a8f-494b-a5bc-2ef18ca4b915
IdentityType : ActiveDirectory
InUseAccounts 0
Lock : False
MetadataMap HER

}
NamingScheme : AccHit##
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NamingSchemeType
o]V}
ResourcelocationId
StartCount
TaintedAccounts
WorkgroupMachine
ZoneU1id

Scopes

TenantId

EXAMPLE 2

Numer-ic
CN=MyOU,DC=MyDomain,DC=com

1
0
False

Create a new identity pool named “MyWorkgroupPool”where accounts are created as workgroup ma-

chines rather than part of a domain. Note that the OU and Domain parameters must be unused.

New—-AcctIdentityPool -WorkgroupMachine -IdentityPoolName
MyWorkgroupPool -NamingScheme Acc#### -NamingSchemeType Numeriic

AvailableAccounts

DeviceManagementType :

Domain
ErrorAccounts
IdentityContent
IdentityPoolName
IdentityPoolU1id
IdentityType
InUseAccounts
Lock
MetadataMap

}

NamingScheme
NamingSchemeType
o]V}
ResourcelocationId
StartCount
TaintedAccounts
WorkgroupMachine
ZoneU1id

Scopes

}

TenantId

EXAMPLE 3

None
0

MyWorkgroupPool
f4aef7af-4298-44a3-a5fb-4a9201cab1d7

: Workgroup

0
False

{

¢ AccH###

Numeric

: True

Create a new identity pool named “AzureADIdentityPool”using the AzureAD identity type. Accounts

created in this pool are joined to Azure Active Directory, and Microsoft Intune is used for device man-
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agement.

New—-AcctIdentityPool -IdentityPoolName AzureADIdentityPool -
DeviceManagementType Intune -IdentityType AzureAD -NamingScheme
AzureAD-### -NamingSchemeType Numeric -WorkgroupMachine

AvailableAccounts : 0
DeviceManagementType : Intune
Domain g
ErrorAccounts : 0
IdentityContent :
IdentityPoolName ¢ AzureADIdentityPool
IdentityPoolUid : 20208d3f-7467-4cec-b6ch-b3el4560ele7
IdentityType : AzureAD
InUseAccounts HINO)
Lock . False
MetadataMap Y

}
NamingScheme ¢ AzureAD-###
NamingSchemeType : Numeric
ou
ResourcelocationId :
StartCount HE
TaintedAccounts HINO)
WorkgroupMachine : True
ZoneU1id :
Scopes Y

}
TenantId

EXAMPLE 4

Create a new identity pool named “HybridAzureADIdentityPool”using the HybridAzureAD identity
type. Accounts created in this pool are joined to both the domain “IZONE.CLOUD”and Azure Active
Directory.

New-AcctIdentityPool -IdentityPoolName HybridAzureADIdentityPool -

IdentityType HybridAzureAD -NamingScheme HAAD-### —-NamingSchemeType
Numeric -Domain izone.cloud -OU "CN=Computers,DC=1izone,DC=cloud"

AvailableAccounts 0

DeviceManagementType : None

Domain : IZONE.CLOUD

ErrorAccounts 3 @

IdentityContent :

IdentityPoolName : HybridAzureADIdentityPool
IdentityPoolUid : do8ffd26-6600-46d9-b649-7861201082b3
IdentityType : HybridAzureAD

InUseAccounts 3 @
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Lock : False
MetadataMap : {
}
NamingScheme : HAAD-###
NamingSchemeType : Numeric
ou : CN=Computers,DC=1izone,DC=cloud
ResourcelocationId
StartCount 1
TaintedAccounts 10
WorkgroupMachine : False
ZoneU1id 3
Scopes : {
}
TenantId
Parameters
-ldentityPoolName

The name of theidentity pool. This must not contain any of the following characters \/;:#.*?=<>|[]()”

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-WorkgroupMachine

Indicates whether the accounts created should be part of a workgroup rather than a domain.

Type: SwitchParameter
Position: Named

Default value: None

Required: True

Accept pipeline input: False
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Accept wildcard characters: False

-NamingScheme

Defines the template name for AD accounts created in the identity pool. The scheme can consist of
fixed characters and a variable part defined by ‘#’characters. There can be only one variable region
defined. The number of ‘#’characters defines the minimum length of the variable region. For example,
a naming scheme of H#### could create accounts called H0001, HO002 (for a numeric scheme type) or
HAAAA, HAAAB (for an alphabetic type).

Citrix recommends that you define a naming scheme that will not clash with accounts which already
exist in AD; account creation will fail if a clash occurs.

There are restrictions on what constitutes a valid computer name:
Minimum name length: 2 (DNS)

Maximum name length: 15 bytes (NetBIOS)

The following characters are not allowed in a computer name:
backslash (\)

slash mark (/)

colon ()

asterisk (*)

question mark (?)

qguotation mark (%)

less than sign (<)

greater than sign (>)

vertical bar (|)

comma (,)

tilde (~)

exclamation point (!)

at sign (@)

number sign (#)

dollar sign ($)
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percent (%)
caret (M)
ampersand (&)
apostrophe (¢)
parenthesis (())
braces ({})

underscore (_)

The following names are reserved and must not be used at the end of the naming scheme:

-GATEWAY

-GW

-TAC

Names must not start with a period (NetBIOS).

Names must not be composed entirely of numbers (NetBIOS).

Names must not contain a blank or space characters (DNS).

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-NamingSchemeType

The type of naming scheme. This can be Numeric or Alphabetic. This defines the format of the variable

part of the AD account names that will be created.

Type: ADIdentityNamingScheme
Position: Named

Default value: Numeric

Required: False
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Accept pipeline input: False

Accept wildcard characters: False

-AllowUnicode

Allow the naming scheme to have characters other than alphanumeric characters.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-ldentityType

The type of identity type. This can be ActiveDirectory, AzureAD, HybridAzureAD, or Workgroup.

Type: String

Accepted values: ActiveDirectory, AzureAD, HybridAzureAD,
Workgroup

Position: Named

Default value: ActiveDirectory

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-DeviceManagementType

The type of device management type. This can be Intune, IntuneWithCitrixTags, or None.

Type: String
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Accepted values: Intune, IntuneWithCitrixTags, None
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-StartCount

Specifies the next number to be used when creating new AD accounts in the identity pool.

Type: Int32
Position: Named
Default value: 1
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Scope

The administration scopes to be applied to the new identity pool.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-Tenantid

Specifies identity of tenant associated with identity pool. Must always be specified in multitenant
sites, must not be specified otherwise.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ZoneVid

The UID that corresponds to the Zone in which these AD accounts will be created. Thisisonly intended
to be used for Citrix Cloud Delivery Controllers.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-AzureADSecurityGroupName

The name of AzureAD security group. Thisis only intended to be used when IdentityType is “AzureAD”
or “HybridAzureAD”.

Type: String
Position: Named
Default value: None
Required: False

© 1997-2026 Citrix Systems, Inc. All rights reserved. 256


https://learn.microsoft.com/en-us/dotnet/api/system.guid
https://learn.microsoft.com/en-us/dotnet/api/system.guid
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

Accept pipeline input: False
Accept wildcard characters: False
-AzureADAccessToken

The access token of Microsoft Graph API. Must be specified if “AzureADSecurityGroupName”is speci-
fied to create Azure AD security group, and IdentityType is “AzureAD”or “HybridAzureAD”.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-AzureADTenantld

The tenantld of AzureAD. Must be specified if “AzureADSecurityGroupName”is specified to create
Azure AD security group, and IdentityType is “AzureAD”or “HybridAzureAD”.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ServiceAccountUid

Specify the UID of the service account that associates with the identity pool.

Type: Guid[]
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Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ou

The OU that computer accounts will be created in. If this is not specified, accounts are created into
the default account container specified by AD. This is the ‘Computers’container for out-of-the-box
installations of AD. The OU must be a valid AD container of the domain specified for the pool.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-Domain

The AD domain name for the pool. Specify this in FQDN format; for example, MyDomain.com.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ldentityPool

This object provides details of the identity pool and contains the following information:
AvailableAccounts <int>

The number of existing accounts (AcctADAccount objects) in the ‘Available’state (not in ‘InUse’,
‘Tainted’, or ‘Error’).
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DeviceManagementType <string>

The device management type. Can be Intune, IntuneWithCitrixTags, or None by default.
Domain <string>

The Active Directory domain (in FQDN format) that accounts in the pool belong to.
ErrorAccounts <int>

The number of existing AD accounts in the ‘Error’state.

IdentityContent <string>

JSON formatted metadata containing Azure AD tenant and Azure AD security group information asso-
ciated with this identity pool.

IdentityPoolName <string>

The name of the identity pool.

IdentityPoolUid <GUID>

The unique identifier for the identity pool.

IdentityType <string>

The identity type.

InUseAccounts <int>

The number of existing AD accounts in the ‘InUse’state.

Lock <bool>

Indicates if the identity pool is locked.

MetadataMap <IDictionary([string, string];>

The metadata associated with this identity pool arranged in key value pairs.
NamingScheme <string>

The naming scheme for the identity pool.

NamingSchemeType <string>

The naming scheme type for the identity pool. This can be one of the following:
Numeric - naming scheme uses numeric indexes

Alphabetic - naming scheme uses alphabetic indexes

OU <string>

The Active Directory distinguished name for the OU in which accounts for this identity pool will be
created.
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ResourcelLocationld <GUID>

The UID that corresponds to the resource location (Daa$S only).
StartCount <int>

The next index to be used when creating an account in the identity pool.
TaintedAccounts <int>

The number of existing AD accounts in the ‘Tainted’state.
WorkgroupMachine <bool>

If this is true, the identity pool can have an IdentityType of ‘AzureAD’or ‘Workgroup’.

If this is false, the identity pool can have an IdentityType of ‘ActiveDirectory’or ‘HybridAzureAD’.

ZoneUid <GUID>

The UID that corresponds to the Zone in which AD accounts are created.
Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]>

The administration scopes associated with this identity pool.

Tenantld <GUID>

Identity of the Citrix tenant associated with this identity pool.

Not applicable (always blank) in non-multitenant sites.

Notes

In the case of failure, the following errors can result.

Error Codes

UnableToConvertbomainName

Unable to convert domain name to DNS format.
NamingSchemeNotEnoughCharacters

Naming scheme does not have enough characters specified.
NamingSchemeTooManyCharacters

Naming scheme has too many characters specified.

NamingSchemelllegalCharacter
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Naming scheme contains illegal characters.

NamingSchemeMayNotStartWithPeriod

Naming scheme starts with a period (.) character.

NamingSchemeMayNotBeAlINumbers

Naming scheme contains only numbers.

NamingSchemeMissingNumericSpecifications

Naming scheme does not contain any variable specification (i.e. no ‘#’characters are specified).
NamingSchemeHasMoreThanOneSetOfHashes

Naming scheme has more than one variable region (i.e. there are ‘#’characters separated by other
characters).

IdentityPoolDuplicateObjectExists

An identity pool with the same name already exists.

IdentityPoolOUInvalid

Identity pool OU invalid as it does not exist.

IdentityPoolOUOfWrongDomain

Identity pool OU invalid as it refers to a different domain to the domain specified for the pool.
InvalididentityPoolParameterCombination

Caused by either of the following validation errors:

« If an OU is specified then a domain must also be specified.
+ NamingScheme, NamingSchemeType and Domain must all be present if any of these are spec-
ified.

OUNotReachable

Domain is not reachable. Check if the domain exists in any zones and if the domain contains the spec-
ified OU.

OUParameterRequiresDomain

If an OU is specified then a domain must also be specified.
NamingSchemeAndNamingSchemeTypeMustBeUsedTogether
NamingScheme and NamingSchemeType must be used together.
NamingSchemelllegalComputerName

The naming scheme supplied is not valid.
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PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError

An error occurred while communicating with the service.
AzureADAccessTokenMustBeSpecified

Must specify “AzureADAccessToken”parameter to operate AzureAD security group.
AzureADSecurityGroupNotSupportCurrentldentityType

Current IdentityType not support AzureAD security group.
AzureADSecurityGroupMustBeSpecified

Must specify AzureAD security group.
AzureADTenantldMustBeSpecified

AzureAD Tenantld must be specified.
AzureADTenantldInldentityContentMismatchAzureADAccessToken

The Tenantld extracted from AccessToken must be the same as specified Tenantld in IdentityCon-
tent.

AzureADTenantldMismatchAzureADAccessToken

The given AzureADTenantld mismatchs Tenantld contained in AzureAD AccessToken.
CurrentldentityTypeRequiresWorkgroupMachine

Current IdentityType requires WorkgroupMachine.
DomainNotRequiredForAzureADAndWorkgroup

Domain not required for AzureAD and Workgroup.
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FailedToCreateAzureADSecurityGroup

An error occured in the service while creating AzureAD security group.
FailedToDeleteAzureADSecurityGroup

An error occured in the service while deleting AzureAD security group.
NamingSchemeAndDomainMustBeUsedTogetherForActiveDirectoryOrHybridAzureAD
NamingScheme and Domain must be used together for ActiveDirectory or HybridAzureAD.
NewAzureADSecurityGroupWithoutFailureButNoGroupResultReturned

No result returned when create AzureAD security group though doesn’t get error when execute
cmdlet.

IntuneEnrollRequiresAzureADJoinedOrHybridAzureADJoined
Intune enroll requires AzureAD Joined or Hybrid AzureAD Joined.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin

+ Remove-AcctldentityPool

» Rename-AcctldentityPool

» Set-AcctldentityPool

» Test-AcctldentityPoolNameAvailable
New-AcctADAccount

New-AcctServiceAccount

April 19, 2024

Creates a new service account.

Syntax
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New-AcctServiceAccount
-IdentityProviderType <String>
-IdentityProviderIdentifier <String>
—-AccountId <String>
—-AccountSecret <SecureString>
-SecretExpiryTime <DateTime>
[-Capabilities <String[]>]
[-Scope <String[]>]

[-TenantId <Guid>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description
Provides the ability to create service accounts that can be used to store credential to access identity
provider like Azure AD.

Each service account is tied to a single identity provider.

Examples
EXAMPLE 1

Create a new service account to access AzureAD with AzureArcResourceManagement capability.

New-AcctServiceAccount -IdentityProviderType AzureAD -
IdentityProviderIdentifier f439f4c0-fcd8-4fe6-95b8-71e7e49dc8c6 -
AccountId acl4e785-cdb2-4e18-9240-8b49583b11a2 —-AccountSecret
$password -SecretExpiryTime 2024-09-09 -Capabilities '
AzureArcResourceManagement'

ServiceAccountUid : 17631afc-2e4c-491e-b0aa-f979a80e32cl
IdentityProviderIdentifier : f439f4c0-fcd8-4fe6-95b8-71e7e49dc8c6
IdentityProviderType : AzureAD

SecretExpiryTime : 9/9/2024 8:00:00 PM

AccountId : acl4e785-cdb2-4e18-9240-8b49583b11a2
Capabilities : {

AzureArcResourceManagement }

FailureReason

IsHealthy : True
Scopes : {

}
TenantId
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EXAMPLE 2

Create a new service account to access ActiveDirectory.

New-AcctServiceAccount -IdentityProviderType ActiveDirectory -
IdentityProviderIdentifier test.local -AccountId test\svcacct_1 -
AccountSecret $password -SecretExpiryTime 2024-09-09

ServiceAccountUid : ad24284e-ba3d-4504-80db-9ac6640de533
IdentityProviderIdentifier : test.local
IdentityProviderType : ActiveDirectory
SecretExpiryTime : 9/9/2024 8:00:00 PM
AccountId : test\svcacct_1
Capabilities
FailureReason 3
IsHealthy : True
Scopes : {
}

TenantId

Parameters

-ldentityProviderType

The type of the identity provider that associates with this service account. Can be AzureAD or ActiveDi-

rectory.

Type: String

Accepted values: ActiveDirectory, AzureAD
Position: Named

Default value: None

Required: True

Accept pipeline input: False

Accept wildcard characters: False

-ldentityProviderldentifier

The identifier of the given identity provider. E.g. Azure AD tenant id if ‘IdentityProviderType’is
AzureAD.
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Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Accountid

String
Named
None
True
False

False

The identifier for the service account. E.g. Azure application (client) id if ‘IdentityProviderType’is

AzureAD.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-AccountSecret

String
Named
None
True
False

False

The secret for the service account. E.g. Azure application (client) secret if ‘IdentityProviderType’is

AzureAD. The secret will be encrypted and stored in database.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

SecureString
Named
None

True

False

False
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-SecretExpiryTime

The secret expiration time for the service account.

Type: DateTime
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Capabilities

The capabilities for the service account.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Scope

The administration scopes to be applied to the new service account.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-Tenantid

Specifies identity of tenant associated with service account. Must always be specified in multi-tenant
sites, must not be specified otherwise.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

Thiscmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
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WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ServiceAccount

This object provides details of the service account and contains the following information:

ServiceAccountUid <GUID> The unique identifier of the service account. SecretExpiryTime <Date-
time> The expiration time for the secret of the service account. Accountld <string> The identifier
for the service account. E.g. Azure application ID if the service account is with Azure AD as identity
provider. ldentityProviderldentifier <string> The identifier of the identity provider that the service
account belongs to. E.g. Azure AD tenant ID. IdentityProviderType <string> The type of the iden-
tity provider of the service account. Can be AzureAD or ActiveDirectory. IsHealthy <bool> Indicates
if the service account is healthy. Capabilities <string[]> Capabilities of the service account. Can be
AzureArcResourceManagement. FailureReason <string> The reason why the service account becomes
unhealthy. Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]> The administration scopes associated
with this identity pool. Tenantld <GUID> Identity of the Citrix tenant associated with this identity pool.
Not applicable (always blank) in non-multitenant sites.

Notes

In the case of failure, the following errors can result.

Error Codes

IdentityProviderTypeDoesNotMatch

The specified identity provider type doesn’t match the existing identity provider for the given ten-
ant.

ServiceAccountDuplicateObjectExists

Duplicate object exists.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 270


http://go.microsoft.com/fwlink/?LinkID=113216

Citrix Virtual Apps and Desktops 2402 SDK

UnsupportedldentityProviderType

The specified identity provider type is not supported.
InvalidServiceAccountCapabilities

One or more specified service account capabilities are not supported.
PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

» about_AcctADIdentitySnapin
» Remove-AcctServiceAccount
+ Set-AcctServiceAccount
» Get-AcctServiceAccount

Remove-AcctADAccount

April 19, 2024

Removes Active Directory (AD) computer accounts from an identity pool.
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Syntax

Remove—-AcctADAccount
[-IdentityPoolName] <String>
-ADAccountName <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-RemovalOption <ADIdentityRemoveAccountOption>]
[-Force]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctADAccount
[-IdentityPoolName] <String>
—ADAccountSid <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-RemovalOption <ADIdentityRemoveAccountOption>]
[-Force]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove—-AcctADAccount
-IdentityPoolUid <Guid>
-ADAccountName <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-RemovalOption <ADIdentityRemoveAccountOption>]
[-Force]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove—-AcctADAccount
-IdentityPoolUid <Guid>
-ADAccountSid <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-RemovalOption <ADIdentityRemoveAccountOption>]
[-Force]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to remove Active Directory (AD) accounts from an identity pool. This only removes
the AD account from the identity pool within the AD Identity Service. Options for removing (or dis-
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abling) the account in AD are available if necessary.

Allaspects of this command that need to make modifications to the accountsin AD will use the account
that the runspace is using. This means that if an account is to be removed from AD or disabled, the
user performing the operation in PowerShell must have sufficient privileges in AD for this operation
to complete successfully. If the current user does not have sufficient privileges, the ADUserName and
ADPassword parameters may be used instead.

If the option to remove the account from AD or to disable it in AD is specified, the AD operation must
succeed for the account to be removed from the Citrix AD Identity Service database. Use caution when
using the Force parameter because this allows removal of accounts that are in the ‘inUse’state, which
may result in the machines becoming unusable.

Examples
EXAMPLE 1

Removes two accounts (account and account2) from the identity pool called “MyPool”, leaving the AD
accounts untouched.

Remove-AcctADAccount -IdentityPoolName MyPool -ADAccountName "Domain\
account","domain\account2"

SuccessfulAccountsCount FailedAccountsCount FailedAccounts

EXAMPLE 2
Removes two accounts (account and account2) from the identity pool called “MyPool”(and from
AD).

Remove-AcctADAccount -IdentityPoolName MyPool -RemovalOption Delete -

ADAccountName "Domain\account","domain\account2"

SuccessfulAccountsCount FailedAccountsCount FailedAccounts
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EXAMPLE 3

Removes two accounts (account and account2) from the identity pool called “MyPool”, leaving the AD
accounts untouched. The accounts are removed regardless of whether they are in the ‘inUse’state or
not.

Remove-AcctADAccount -IdentityPoolName MyPool -ADAccountName '"Domain)\
account","domain\account2" -Force

SuccessfulAccountsCount FailedAccountsCount FailedAccounts
2 0] {
}
EXAMPLE 4

Shows failure of removal of one of two accounts and how to retrieve the failure reason.

Remove-AcctADAccount -IdentityPoolName MyPool -ADAccountName "Domain\
account","domain\account2" -OutVariable result

SuccessfulAccountsCount FailedAccountsCount FailedAccounts

account2 }

Sresult[0].FailedAccounts

ADAccountName ADAccountSid ErrorReason
Domain\account2 account2
IdentityObjectLocked
EXAMPLE 5

Removes one account (S-1-5-21-1315084875-1285793635-2418178940-2685) from the identity pool
called “MyPool”, leaving the AD accounts untouched.

Remove-AcctADAccount -IdentityPoolName MyPool -ADAccountSid S
-1-5-21-1315084875-1285793635-2418178940-2685

SuccessfulAccountsCount FailedAccountsCount FailedAccounts
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Parameters
-ldentityPoolName

The name of the identity pool from which accounts are to be removed.

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-ADAccountName

The name of the AD account to be removed. AD accounts are accepted in the following formats:
Fully qualified DN e.g. CN=MyComputer,0U=Computers,DC=MyDomain,DC=Com; UPN format e.g
MyComputer@MyDomain.Com; Domain qualified e.g MyDomain\MyComputer.

Type: String[]
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-ADAccountSid

The SID for the AD account to be removed.

Type: String[]
Position: Named
Default value: None
Required: True
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Accept pipeline input: True (ByPropertyName)

Accept wildcard characters: False

-ldentityPoolUid

The unique identifier for the identity pool from which accounts are to be removed.

Type: Guid

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-ADUserName

The username for an AD user account with Write Permissions. This parameter must be used if the
current user does not have the necessary privileges.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ADPassword

The matching password for an AD user account with Write Permissions. This parameter must be used
if the current user does not have the necessary privileges.

Type: SecureString
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Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-RemovalOption

Defines the behavior relating to the AD account.

Named
None
False
False

False

None - Do not attempt to remove the account from AD Delete - Attempt to remove the account from

AD Disable - Attempt to disable the accountin AD

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Force

ADIdentityRemoveAccountOption
Named

None

False

False

False

Indicates if accounts that are marked as ‘in-use’can be removed.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

SwitchParameter
Named

None

False

False

False
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-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.AccountOperationSummary

The Remove-AcctADAccount cmdlet returns an object with the following parameters: SuccessfulAc-
countsCount <int>
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The number of accounts that were removed successfully.

FailedAccountsCount <int>

The number of accounts that were not removed.

FailedAccounts <Citrix.ADIdentity.Sdk.AccountError[]>

The list of accounts that failed to be removed. Each one has the following parameters:

ADAccountName <string>
ADAccountSid <String>

ErrorReason <ADldentityStatus>

This can be one of the following
UnableToConvertDomain
IdentityNotLocatedInDomain
IdentityNotInldentityPool
IdentityObjectinUse
IdentityObjectLocked
ADServiceDatabaseError
ADServiceDatabaseNotConfigured
ADServiceStatuslinvalidDb
FailedToConnectToDomainController
FailedToDisableAccountinAD
FailedToDeleteAccountinAD
FailedToExecuteSearchinAD
FailedToAccessComputerAccountIinAD
DiagnosticInformtion <Exception>

Any other error information

Notes

In the case of failure, the following errors can result.

Error Codes
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IdentityPoolNotFound

The specified identity pool was not found.

IdentityPoolAlreadyLocked

The specified identity pool was locked by another operation.
PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
New-AcctADAccount
Add-AcctADAccount

» Repair-AcctADAccount

+ Unlock-AcctADAccount

» Update-AcctADAccount

» Get-AcctADAccount
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Remove-AcctidentityPool

April 19, 2024

Removes identity pools.

Syntax

Remove-AcctIdentityPool
[-IdentityPoolName] <String>
[-AzureADAccessToken <String>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctIdentityPool
-IdentityPoolUid <Guid>
[-AzureADAccessToken <String>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to remove identity pools. The identity pool must be emptied of any AD accounts
that it contains before it can be removed.

Examples
EXAMPLE 1

Removes the identity pool named “MyPool”.

c:\Remove-AcctIdentityPool -IdentityPoolName MyPool

Parameters
-ldentityPoolName

The name of the identity pool to be removed.
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Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ldentityPoolUid

String

2

None

True

True (ByPropertyName)

False

The unique identifier for the identity pool to be removed.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-AzureADAccessToken

Guid
Named
None
True
False

False

The access token of Microsoft Graph API. Must be specified if “SecurityGroup”is managed by Citrix.

Make sure grant consent to following permissions:

» Group.ReadWrite.All
+ GroupMember.ReadWrite.All

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

String
Named
None
False
False

False
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-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.
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Notes

In the case of failure the following errors can be produced.

Error Codes

IdentityPoolObjectNotFound

The specified identity pool could not be located.
UnableToRemoveDueToAssociatedAccounts

The identity pool is not empty.

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
AzureADTenantldInldentityContentMismatchAzureADAccessToken

The Tenantld extracted from AccessToken must be the same as specified Tenantld in IdentityCon-
tent.

FailedToDeleteAzureADSecurityGroup
An error occured in the service while deleting Azure AD security group.
ExceptionThrown

An unexpected error occurred. To locate more details see the Windows event logs on the controller
being used, or examine the Citrix Virtual Apps and Desktops logs.
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Related Links

« about_AcctADIdentitySnapin
New-AcctldentityPool

Rename-AcctldentityPool
Set-AcctldentityPool
Unlock-AcctldentityPool

.

Remove-AcctidentityPoolMetadata

April 19, 2024

Removes metadata from the given identity pool.

Syntax

Remove-AcctIdentityPoolMetadata
[-IdentityPoolUid] <Guid>
-Name <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctIdentityPoolMetadata
[-IdentityPoolUid] <Guid>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctIdentityPoolMetadata
[-IdentityPoolName] <String>
-Name <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctIdentityPoolMetadata
[-IdentityPoolName] <String>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Remove-AcctIdentityPoolMetadata
[-InputObject] <IdentityPool[]>
-Name <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctIdentityPoolMetadata
[-InputObject] <IdentityPool[]>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to remove metadata from the given identity pool.

The identity pools may be specified using the unique identifier, name, or as a powershell object.

Examples
EXAMPLE 1

Remove the metadata property “metadataName”from the identity pool “MyPool”.

Remove-AcctIdentityPoolMetadata -IdentityPoolName MyPool -Name
metadataName

EXAMPLE 2
Removes the metadata properties “metadataNamel”and “metadataName2”from the identity “My-
Pool”. Note that the values of the properties DO NOT have to match “vall”and “val2”.

Remove-AcctIdentityPoolMetadata -IdentityPoolName MyPool -Map (@{
"metadataNamel™ = "vall"; "metadataname2" = "val2" }

)

EXAMPLE 3

Remove all metadata from all identity pool objects.

Get-AcctIdentityPool | % {
Remove-AcctIdentityPoolMetadata -Map $_.MetadataMap }
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Parameters
-ldentityPoolUid

The unique identifier for the identity pool from which metadata is to be removed.

Type: Guid

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-ldentityPoolName

The name of the identity pool from which metadata is to be removed.

Type: String

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: True

-InputObject

Objects from which the metadata is to be removed.

Type: IdentityPool(]
Position: 2

Default value: None
Required: True

Accept pipeline input: True (ByValue)
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Accept wildcard characters: False

-Name

The metadata property to remove.

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Map

Specifies a dictionary of (name, value)-pairs for the properties. This can be either a hashtable (cre-
ated with @{“namel”=“vall”; “name2”=“val2”}) or a string dictionary (created with new-object “Sys-
tem.Collections.Generic.Dictionary[String,String]”). The properties whose names match keys in the
map will be removed.

Type: PSObject
Position: Named
Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.
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Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

If the command fails, the following errors can be returned.

Error Codes
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InvalidParameterCombination

The cmdlet parameters are inconsistent.

UnknownObject

One of the specified objects was not found.

DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

PermissionDenied

You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller or the
Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
» Set-AcctldentityPoolMetadata
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Remove-AcctidentityPoolScope

April 19, 2024

Remove the specified identity pool(s) from the given scope(s).

Syntax

Remove-AcctIdentityPoolScope
[-Scope] <String[]>
-InputObject <IdentityPool[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctIdentityPoolScope
[-Scope] <String[]>
-IdentityPoolUid <Guid[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctIdentityPoolScope
[-Scope] <String[]>
-IdentityPoolName <String[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The Remove-AcctldentityPoolScope command is used to remove one or more identity pool objects
from the given scope(s).

To remove a identity pool from a scope you need permission to change the scopes of the identity

pool.
If the identity pool is not in a specified scope, that scope will be silently ignored.

The identity pools may be specified using the unique identifier, name, or as a powershell object.
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Examples

EXAMPLE 1

Removes a single identity pool from the ‘Finance’scope.

Remove-AcctIdentityPoolScope Finance -IdentityPoolUid 6702C5D0-C0O73

-4080-AOEE-EC74CB537C52

EXAMPLE 2

Removes a single identity pool from multiple scopes.

Remove-AcctIdentityPoolScope Finance,Marketing -IdentityPoolUid 6702

C5D0-C073-4080-AOEE-EC74CB537C52

EXAMPLE 3

Removes all visible identity pool objects from the ‘Finance’scope.

Get-AcctIdentityPool | Remove-AcctIdentityPoolScope Finance

EXAMPLE 4

Removes identity pool objects with a name starting with an ‘A’from the ‘Finance’scope.

Remove-AcctIdentityPoolScope Finance -IdentityPoolName Ax

Parameters

-Scope

Specifies the scopes to remove the objects from.

Type:
Position:
Default value:
Required:

Accept pipeline input:

String[]

None
True

False
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Accept wildcard characters: False

-InputObject

The identity pool objects to be removed.

Type: IdentityPool[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-ldentityPoolUid

The unique identifier for the identity pools to be removed.

Type: Guid[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-ldentityPoolName

The name of the identity pools to be removed.

Type: String[]
Position: Named
Default value: None
Required: True
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Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: True
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.
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Outputs
None

By default, this cmdlet returns no output.

Notes

If the command fails, the following errors can be returned.

Error Codes

UnknownObject

One of the specified objects was not found.

ScopeNotFound

One of the specified scopes was not found.

DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

PermissionDenied

You do not have permission to execute this command with the specified objects or scopes.
AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown
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An unexpected error occurred. For more details, see the Windows event logs

on the controller or the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ Add-AcctldentityPoolScope
» Get-AcctScopedObiject

Remove-AcctServiceAccount

April 19,2024

Removes a service account.

Syntax

Remove-AcctServiceAccount
-ServiceAccountUid <Guid>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to remove a service account.

Examples
EXAMPLE 1

Removes the service account specified by uid 17631afc-2e4c-491e-b0aa-f979a80e32c1.

c:\Remove-AcctServiceAccount -ServiceAccountUid 17631afc-2e4c-491e-b0aa
-f979a80e32cl
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Parameters
-ServiceAccountUid

The unique identifier for the service account to be removed.

Type: Guid

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

Thiscmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
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WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

In the case of failure the following errors can be produced.

Error Codes

ServiceAccountObjectNotFound

The specified service account could not be located.

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.
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CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details see the Windows event logs on the controller
being used, or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ New-AcctServiceAccount

» Get-AcctServiceAccount

+ Set-AcctServiceAccount

Remove-AcctServiceAccountScope

April 19, 2024

Remove the specified service account(s) from the given scope(s).

Syntax

Remove-AcctServiceAccountScope
[-Scope] <String[]>
-InputObject <ServiceAccount[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctServiceAccountScope
[-Scope] <String[]>
-ServiceAccountUid <Guid[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The Remove-AcctServiceAccountScope command is used to remove one or more service account ob-
jects from the given scope(s).
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To remove a service account from a scope you need permission to change the scopes of the service
account.

If the service account is not in a specified scope, that scope will be silently ignored.
The service accounts may be specified using the unique identifier, name, or as a powershell object.
Examples

EXAMPLE 1

Removes a single service account from the ‘Finance’scope.

Remove-AcctServiceAccountScope Finance -ServiceAccountUid 1763lafc-2e4c
-491e-b0aa-f979a80e32cl

EXAMPLE 2

Removes a single service account from multiple scopes.

Remove-AcctServiceAccountScope Finance,Marketing -ServiceAccountUid
17631lafc-2e4c-491le-b0aa-f979a80e32cl

EXAMPLE 3

Removes all visible service account objects from the ‘Finance’scope.

Get-AcctServiceAccount | Remove-AcctServiceAccountScope Finance

Parameters
-Scope

Specifies the scopes to remove the objects from.

Type: String|]
Position: 2
Default value: None
Required: True
Accept pipeline input: False
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Accept wildcard characters: False

-InputObject

The service account objects to be removed.

Type: ServiceAccount([]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-ServiceAccountUid

The unique identifier for the service accounts to be removed.

Type: Guid[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
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Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

CitrixCommonParameters

Named
None
False
False

False

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -

TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,

-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

If the command fails, the following errors can be returned.

Error Codes
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UnknownObject

One of the specified objects was not found.

ScopeNotFound

One of the specified scopes was not found.

DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

PermissionDenied

You do not have permission to execute this command with the specified objects or scopes.
AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller or the
Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADldentitySnapin
» Add-AcctServiceAccountScope
+ Get-AcctScopedObiject
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Remove-AcctServiceMetadata

April 19,2024

Removes metadata from the given Service.

Syntax

Remove-AcctServiceMetadata
[-ServiceHostId] <Guid>
-Name <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctServiceMetadata
[-ServiceHostId] <Guid>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctServiceMetadata
[-InputObject] <Servicel[]>
-Name <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AcctServiceMetadata
[-InputObject] <Servicel[]>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to remove metadata from the given ADIdentity Service.

Examples
EXAMPLE 1

Remove all metadata from all Service objects.
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Get-AcctService | % {
Remove-AcctServiceMetadata -Map $_.MetadataMap }

Parameters

-ServiceHostld

Id of the ADIdentity Service

Type: Guid

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-InputObject

ADldentity service objects from which metadata is to be removed.

Type: Service[]
Position: 2

Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False

-Name

The metadata property to remove.

Type: String

Position: Named

© 1997-2026 Citrix Systems, Inc. All rights reserved. 305


https://learn.microsoft.com/en-us/dotnet/api/system.guid
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

Default value:
Required:
Accept pipeline input:

Accept wildcard characters:

-Map

None
True
False

False

Specifies a dictionary of (name, value)-pairs for the properties. This can be either a hashtable (cre-
ated with @{“namel”=“vall”; “name2”=“val2”}) or a string dictionary (created with new-object “Sys-

tem.Collections.Generic.Dictionary([String,String]”). The properties whose names match keys in the

map will be removed.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Loggingid

PSObject
Named

None

True

True (ByValue)

False

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio

and Director typically create high-level operations. PowerShell scripts can also wrap a series

of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-

LogHighLevelOperation cmdlets.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Guid
Named
None
False
False

False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

If the command fails, the following errors can be returned:

+ InvalidParameterCombination
The cmdlet parameters are inconsistent.
« UnknownObiject
One of the specified objects was not found.
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
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DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

PermissionDenied

You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

about_AcctADIdentitySnapin
Set-AcctServiceMetadata

Rename-AcctidentityPool

April 19, 2024

Renames an identity pool.

Syntax

Rename-AcctIdentityPool
[-IdentityPoolName] <String>
[-NewIdentityPoolName] <String>
[-PassThru]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Rename-AcctIdentityPool
-IdentityPoolUid <Guid>

[-NewIdentityPoolName] <String>

[-PassThru]
[-LoggingId <Guid>]

[<CitrixCommonParameters>]

[<CommonParameters>]

Description

Provides the ability to change the name of an existing identity pool.

Examples

EXAMPLE 1

Renames an existing identity pool called “oldName”to be called “newName”.

Rename-AcctIdentityPool -IdentityPoolName oldName -NewIdentityPoolName

newName

Parameters

-ldentityPoolName

The name of the identity pool to be renamed.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ldentityPoolUid

String

2

None

True

True (ByPropertyName)

False

The unique identifier for the identity pool to be renamed.
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Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-NewldentityPoolName

Guid
Named
None
True
False

False

The new name for the identity pool. This must be a name which is not used by an existing identity

pool, and it must not contain any of the following characters \/;:#.*?=<>|[]()"”

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-PassThru

String

3

None

True

True (ByPropertyName)

False

String

3

None

True

True (ByPropertyName)

False

Defines whether or not the command returns a result showing the new state of the updated provision-

ing scheme.
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Type: SwitchParameter
Position: Named

Default value: True

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

Type: SwitchParameter
Position: Named

Default value: True

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ldentityPool

This object provides details of the identity pool and contains the following information:
AvailableAccounts <int>

The number of existing accounts (AcctADAccount objects) in the ‘Available’state (not in ‘InUse’,
‘Tainted’, or ‘Error’).

DeviceManagementType <string>

The device management type. Can be Intune, IntuneWithCitrixTags, or None by default.
Domain <string>

The Active Directory domain (in FQDN format) that accounts in the pool belong to.
ErrorAccounts <int>

The number of existing AD accounts in the ‘Error’state.

IdentityContent <string>

JSON formatted metadata containing Azure AD tenant and Azure AD security group information asso-
ciated with this identity pool.

IdentityPoolName <string>

The name of the identity pool.
IdentityPoolUid <GUID>

The unique identifier for the identity pool.

IdentityType <string>
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The identity type.

InUseAccounts <int>

The number of existing AD accounts in the ‘InUse’state.

Lock <bool>

Indicates if the identity pool is locked.

MetadataMap <IDictionary([string, string];>

The metadata associated with this identity pool arranged in key value pairs.
NamingScheme <string>

The naming scheme for the identity pool.

NamingSchemeType <string>

The naming scheme type for the identity pool. This can be one of the following:
Numeric - naming scheme uses numeric indexes

Alphabetic - naming scheme uses alphabetic indexes

OU <string>

The Active Directory distinguished name for the OU in which accounts for this identity pool will be
created.

ResourcelLocationld <GUID>

The UID that corresponds to the resource location (Daa$ only).

StartCount <int>

The next index to be used when creating an account in the identity pool.
TaintedAccounts <int>

The number of existing AD accounts in the ‘Tainted’state.

WorkgroupMachine <bool>

If this is true, the identity pool can have an IdentityType of ‘AzureAD’or ‘Workgroup’.
If this is false, the identity pool can have an IdentityType of ‘ActiveDirectory’or ‘HybridAzureAD’.
ZoneUid <GUID>

The UID that corresponds to the Zone in which AD accounts are created.

Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]>

The administration scopes associated with this identity pool.

Tenantld <GUID>
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Identity of the Citrix tenant associated with this identity pool.
Not applicable (always blank) in non-multitenant sites.
Notes

In the case of failure the following errors can result.

Error Codes

IdentityPoolObjectNotFound

The specified identity pool could not be located.

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
» Get-AcctldentityPool
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+ Set-AcctldentityPool
+ Remove-AcctldentityPool
« Test-AcctldentityPoolNameAvailable

Repair-AcctADAccount

April 19,2024

Resets the Active Directory (AD) password for the given accounts.

Syntax

Repair-AcctADAccount

[-Password <String>]
[-SecurePassword <SecureString>]
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Force]

[-ResetOnly]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Repair-AcctADAccount

—ADAccountName <String[]>
[-Password <String>]
[-SecurePassword <SecureString>]
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Force]

[-ResetOnly]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Repair-AcctADAccount

-ADAccountSid <String[]>
[-Password <String>]
[-SecurePassword <SecureString>]
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Force]

[-ResetOnly]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

This provides the ability to repair accounts in the ‘Tainted’state by synchronizing the account pass-
word stored in Active Directory (AD) with the password stored in the AD Identity Service. If successful,
this results in the account state being reset to ‘Available’so it can be consumed by other Machine
Creation Services.

If the current account password is not supplied using the Password or SecurePassword Parameters,
this requires the user who initiated the runspace to have the required permissions in AD to reset the
AD account password. If the current user does not have sufficient privileges, the ADUserName and
ADPassword parameters may be used instead.

If the current account password is supplied then this command will use the password change opera-
tion which does not require any elevated permissions in AD.

Examples
EXAMPLE 1

Repairs the tainted accounts account and account2. After the repair operation, there are no more
tainted accounts.

Get-AcctADAccount -State Tainted | Select-Object ADAccountName
ADAccountName

Domain\account
Domain\account2

Repair-AcctADAccount -ADAccountName "Domain\account","Domain\account2"

SuccessfulAccountsCount FailedAccountsCount FailedAccounts

Get-AcctADAccount -State Tainted

Parameters
-ADAccountName

The names of the AD accounts that are to be repaired. AD accounts are accepted in the following for-
mats: Fully qualified DN e.g. CN=MyComputer,0U=Computers,DC=MyDomain,DC=Com; UPN format
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e.g MyComputer@MyDomain.Com; Domain qualified e.g MyDomain\MyComputer.

Type: String[]
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False

-ADAccountSid

The SID(s) of the accounts that are to be repaired.

Type: String[]

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-Password

The current password for the computer account.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-SecurePassword

The current password for the account (provided in a Secure String class).

Type: SecureString
Position: Named
Default value: None
Required: False

Accept pipeline input: False

Accept wildcard characters: False
-ADUserName

The username for an AD user account with Write Permissions. This parameter must be used if the

current user does not have the necessary privileges.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ADPassword

The matching password for an AD user account with Write Permissions. This parameter must be used

if the current user does not have the necessary privileges.

Type: SecureString
Position: Named
Default value: None
Required: False

Accept pipeline input: False
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Accept wildcard characters: False

-Force

Indicates whether accounts that are marked as ‘in-use’can be repaired or not.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-ResetOnly

Indicates whether only resetting machine password and trust keys without updating the states to
‘Available’if the accounts that are marked as ‘InUse’. This parameter will be sliently ignored by the
accounts which states are not ‘InUse’.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.
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Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs

Citrix.ADIdentity.Sdk.AccountOperationSummary

The Repair-AcctADAccout command returns an object with the following parameters: SuccessfulAc-
countsCount <int>

The number of accounts that were repaired successfully.

FailedAccountsCount <int>

The number of accounts that were not repaired.

FailedAccounts <Citrix.ADIdentity.Sdk.AccountError[]>
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The list of accounts that failed to be repaired. Each one has the following parameters:
ADAccountName <string>
ADAccountSid <String>

ErrorReason <ADldentityStatus>

This can be one of the following
UnableToConvertDomain
IdentityNotLocatedInDomain
IdentityNotFound
IdentityObjectinUse
IdentityObjectLocked
ADServiceDatabaseError
ADServiceDatabaseNotConfigured
ADServiceStatusinvalidDb
FailedToConnectToDomainController
FailedToExecuteSearchinAD
FailedToAccessComputerAccountinAD
FailedToSetPasswordInAD
FailedToChangePasswordInAD
DiagnosticInformtion <Exception>

Any other error information

Notes

In the case of failure, the following errors can result.

Error Codes

PermissionDenied
The user does not have administrative rights to perform this operation.

ConfigurationLoggingError
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The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with data-
base failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
+ New-AcctADAccount

+ Add-AcctADAccount

+ Remove-AcctADAccount

» Unlock-AcctADAccount

+ Update-AcctADAccount

« Get-AcctADAccount

Repair-Acctldentity

April 19,2024

Repair the given identity accounts in identity pool.

Syntax
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Repair-AcctIdentity
-Target <String>
[-PrivilegedUserName <String>]
[-PrivilegedUserPassword <SecureString>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Repair-AcctIdentity
-IdentityAccountName <String[]>
-Target <String>
[-PrivilegedUserName <String>]
[-PrivilegedUserPassword <SecureString>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Repair-AcctIdentity
-IdentityAccountId <String[]>
-Target <String>
[-PrivilegedUserName <String>]
[-PrivilegedUserPassword <SecureString>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description
This provides the ability to repair accounts in the identity pool that behave abnormal without chang-

ing the current states of the accounts. Unlike “Repair-AcctADAccount”, this command will not reset
‘Tainted’accounts and make them to be ‘Available’in the identity pool.

Examples

EXAMPLE 1

Repairs userCertificate attributes for the Hybrid Azure AD joined identity accounts in the identity pool
“MyldentityPool”.

Get-AcctADAccount -IdentityPoolName "MyIdentityPool" | Repair-
AcctIdentity -Target UserCertificate
SuccessfulAccountsCount FailedAccountsCount FailedAccounts
2 0 {
}
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Parameters
-ldentityAccountName

The names of the identity accounts that are to be repaired. AD based identity accounts are accepted in
the following formats: Fully qualified DN e.g. CN=MyComputer,0U=Computers,DC=MyDomain,DC=Com;
UPN format e.g MyComputer@MyDomain.Com; Domain qualified e.g MyDomain\MyComputer.

Type: String[]

Aliases: ADAccountName
Position: Named

Default value: None

Required: True

Accept pipeline input: False

Accept wildcard characters: False

-ldentityAccountid

The ID(s) of the identity accounts that are to be repaired. For AD based identity account, it should be
SID

Type: String[]

Aliases: ADAccountSid

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-Target

The target to be repaired. It can be either ‘IdentityInfo’or ‘UserCertificate’. Specifies ‘IdentityInfo
‘to repair account password and trust key pair. Specifies ‘UserCertificate’to repair userCertificate for
Hybrid Azure AD joined identities.
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Type: String

Accepted values: Identitylnfo, UserCertificate
Position: Named

Default value: None

Required: True

Accept pipeline input: False

Accept wildcard characters: False

-PrivilegedUserName

The username for an user account in the identity provider (e.g. AD or Azure AD) with Write Permissions.
This parameter must be used if the current user does not have the necessary privileges to modify
accounts in identity provider.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-PrivilegedUserPassword

The matching password for an user account in the identity provider (e.g. AD or Azure AD) with Write
Permissions. This parameter must be used if the current user does not have the necessary privileges
to modify accounts in identity provider.

Type: SecureString
Position: Named
Default value: None
Required: False

Accept pipeline input: False
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Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 326


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ConfigLogging/Start-LogHighLevelOperation.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ConfigLogging/Stop-LogHighLevelOperation.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ConfigLogging/Stop-LogHighLevelOperation.html
https://learn.microsoft.com/en-us/dotnet/api/system.guid
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/about_CitrixCommonParameters.html
http://go.microsoft.com/fwlink/?LinkID=113216

Citrix Virtual Apps and Desktops 2402 SDK

Outputs
Citrix.ADIdentity.Sdk.AccountOperationSummary

The Repair-Acctldentity command returns an object with the following parameters: SuccessfulAc-
countsCount <int>

The number of accounts that were repaired successfully.
FailedAccountsCount <int>

The number of accounts that were not repaired.
FailedAccounts <Citrix.ADIdentity.Sdk.AccountError[]>
The list of accounts that failed to be repaired. Each one has the following parameters:
ADAccountName <string>

ADAccountSid <String>

ErrorReason <ADldentityStatus>

This can be one of the following
UnableToConvertDomain
IdentityNotLocatedInDomain

IdentityNotFound

IdentityObjectinUse

IdentityObjectLocked

ADServiceDatabaseError
ADServiceDatabaseNotConfigured
ADServiceStatusinvalidDb
FailedToConnectToDomainController
FailedToExecuteSearchinAD
FailedToAccessComputerAccountIinAD
FailedToSetPasswordInAD
FailedToChangePasswordInAD

DiagnosticInformtion <Exception>

Any other error information
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Notes

In the case of failure, the following errors can result.

Error Codes

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with data-
base failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
» Repair-AcctADAccount

Reset-AcctEnabledFeaturelist

April 19,2024

Refreshes the ADIdentity service’s list of enabled features.
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Syntax

Reset-AcctEnabledFeaturelist
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Synchronizes the currently selected Citrix ADIdentity Service instance’s list of enabled features with
that held by the Central Configuration Service.

By default toggling site features on or off can take up to 10 minutes to propagate to all services in the
site. However, after a toggle is changed, if this cmdlet is run for each service instance in the site the
changes propagate effectively immediately.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a ADIdentity SDK cmdlet.

Examples
EXAMPLE 1

Refreshes the selected ADIdentity service instance’s list of enabled features.

Reset-AcctEnabledFeaturelist

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Related Links

Reset-AcctServiceGroupMembership

April 19, 2024

Reloads the access permissions and configuration service locations for the ADIdentity Service.

Syntax

Reset—-AcctServiceGroupMembership
[-ConfigServiceInstance] <Servicelnstance[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Reloads the access permissions and configuration service locations for the ADIdentity Service.

The Reset-AcctServiceGroupMembership cmdlet must be run on at least one instance of the service
type (Acct) after installation and registration with the configuration service. Without this operation,
the ADIdentity services will be unable to communicate with other services in the Citrix Virtual Apps
and Desktops deployment.

When the cmdlet is run, the services are updated when additional services are added to the deploy-
ment, provided that the configuration service is not stopped. The Reset-AcctServiceGroupMembership
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command can be run again to refresh this information if automatic updates do not occur when new
services are added to the deployment.

If more than one configuration service instance is passed to the command, the firstinstance that meets
the expected service type requirements is used.

Examples
EXAMPLE 1

Reset the service group membership for a service in a deployment where the configuration service is
configured and running on the same machine as the service.

Get-ConfigRegisteredServiceInstance -ServiceType Config | Reset-
AcctServiceGroupMembership

EXAMPLE 2

Reset the service group membership for a service in a deployment where the configuration service
that is configured and running on a machine named ‘OtherServer.example.com’.

Get-ConfigRegisterdServiceInstance -ServiceType Config -AdminAddress
OtherServer.example.com | Reset-AcctServiceGroupmembership

Parameters
-ConfigServicelnstance

Specifies the configuration service instance object that represents the service instance for the type
‘InterService’that references a configuration service for the deployment.

Type: Servicelnstance[]
Position: 2

Default value: LocalHost
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False
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-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

Thiscmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
Citrix.ADIdentity.Sdk.Servicelnstance(]

Service instances containing a Servicelnstance object that refers to the Central Configuration Service
interservice interface can be piped to the Reset-AcctServiceGroupMembership command.

Outputs
Citrix.ADIdentity.Sdk.Servicelnstance

Reset-AcctServiceGroupMembership returns opaque objects containing Configuration Service
instances that are used by the ADIdentity Service instance.
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Notes

If the command fails, the following errors can be returned:

« NoSuitableServicelnstance

None of the supplied service instance objects were suitable for resetting service group member-
ship.

+ DatabaseError

An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.

ConfigurationLoggingError
The operation could not be performed because of a configuration logging error.
« CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
o Get-AcctServicelnstance
o Get-AcctServiceStatus
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Set-AcctADAccountUserCert

April 19, 2024

Set userCertificate for the given Active Directory (AD) accounts.

Syntax

Set-AcctADAccountUserCert
[-IdentityPoolName] <String>
-ADAccountName <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Force]

[-BatchSize <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctADAccountUserCert
[-IdentityPoolName] <String>
-ADAccountSid <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Force]

[-BatchSize <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctADAccountUserCert
[-IdentityPoolName] <String>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-AT1T1Accounts]

[-Force]

[-BatchSize <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctADAccountUserCert
-IdentityPoolUid <Guid>
—-ADAccountName <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Force]

[-BatchSize <Int32>]
[-LoggingId <Guid>]
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[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctADAccountUserCert
-IdentityPoolUid <Guid>
-ADAccountSid <String[]>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-Force]

[-BatchSize <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctADAccountUserCert
-IdentityPoolUid <Guid>
[-ADUserName <String>]
[-ADPassword <SecureString>]
[-AT1lAccounts]

[-Force]

[-BatchSize <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to set the userCertificate attribute for given accounts in Active Directory (AD).

The user performing the operation in PowerShell must have sufficient privileges in AD to set the
userCertificate attribute. If the current user does not have sufficient privileges, the ADUserName and
ADPassword parameters may be used instead.

Examples
EXAMPLE 1

Set userCertificate for two accounts (account and account2) in the identity pool called “MyPool”.

Set-AcctADAccountUserCert -IdentityPoolName MyPool -ADAccountName "
Domain\account","Domain\account2"

SuccessfulAccountsCount FailedAccountsCount FailedAccounts
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EXAMPLE 2

Set userCertificate for two accounts (account and account2) in the identity pool called “MyPool”. The
accounts are set regardless of whether they are in the ‘inUse’state or not.

Set-AcctADAccountUserCert -IdentityPoolName MyPool -ADAccountName "
Domain\account","Domain\account2" -Force

SuccessfulAccountsCount FailedAccountsCount FailedAccounts
2 0 {
}

EXAMPLE 3

Shows failure of setting of one of two accounts and how to retrieve the failure reason.

Set-AcctADAccountUserCert -IdentityPoolName MyPool -ADAccountName "
Domain\account","Domain\account2" -OutVariable result

SuccessfulAccountsCount FailedAccountsCount FailedAccounts

account2 }

C:\PS>Sresult[0].FailedAccounts

ADAccountName ADAccountSid ErrorReason
Domain\account2 account2
IdentityObjectLocked
EXAMPLE 4

Set userCertificate for one account (S-1-5-21-1315084875-1285793635-2418178940-2685) in the iden-
tity pool called “MyPool”.

Set-AcctADAccountUserCert -IdentityPoolName MyPool -ADAccountSid S
-1-5-21-1315084875-1285793635-2418178940-2685

SuccessfulAccountsCount FailedAccountsCount FailedAccounts
1 0 {
}
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Parameters
-ldentityPoolName

The name of the identity pool containing the accounts to have userCertificate set.

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-ADAccountName

The AD account name to be set with userCertificate.

Active Directory accounts are accepted in the following formats:

Fully qualified DN e.g. CN=MyComputer,0U=Computers,DC=MyDomain,DC=Com;
UPN format e.g MyComputer@MyDomain.Com,

Domain qualified e.g MyDomain\MyComputer.

Type: String[]
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-ADAccountsSid

The SID for the AD account to be set with userCertificate.

Type: String[]
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Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-AllAccounts

Named

None

True

True (ByPropertyName)

False

Indicates if all accounts should be set with userCertificate.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ldentityPoolUid

SwitchParameter
Named

False

True

False

False

The unique identifier of the identity pool containing the accounts to have userCertificate set.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ADUserName

The username for an AD user account with Write Permissions. This parameter must be used if the

Guid

Named

None

True

True (ByPropertyName)

False

current user does not have the necessary privileges.
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Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ADPassword

The matching password for an AD user account with Write Permissions. This parameter must be used
if the current user does not have the necessary privileges.

Type: SecureString
Position: Named
Default value: None
Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Force

Indicates if accounts that are marked as ‘in-use’can be set with userCertificate.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
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-BatchSize

Specifies the number of accounts to set user certificate in one batch to AD Identity Service.

Type: Int32
Position: Named
Default value: 50
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.AccountOperationSummary

The Set-AcctADAccountUserCert command returns an object with the following parameters: Success-
fulAccountsCount <int>

The number of accounts that were successfully set with userCertificate.
FailedAccountsCount <int>

The number of accounts that were failed to set with userCertificate.
FailedAccounts <Citrix.ADIdentity.Sdk.AccountError[]>

The list of accounts that failed to be set with userCertificate. Each one has the following parameters:
ADAccountName <string>

ADAccountSid <String>

ErrorReason <ADldentityStatus>

This can be one of the following:

IdentityObjectNotFound

IdentityObjectLocked

IdentityObjectinUse

IdentityPoolObjectNotFound

ADServiceDatabaseError

ADServiceDatabaseNotConfigured

ADServiceStatusinvalidDb

FailedToConnectToDomainController

FailedToGenerateDeviceKeyPair

FailedToAccessComputerAccountIinAD

UnauthorizedToWriteUserCertificateInAD
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DiagnosticInformation <Exception>

Any other error information

Notes

In the case of failure, the following errors can result.

Error Codes

PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatuslinvalidDb

An error occurred in the service while attempting a database operation - communication with data-
base failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ New-AcctADAccount
Add-AcctADAccount

» Repair-AcctADAccount
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« Unlock-AcctADAccount
+ Update-AcctADAccount
o Get-AcctADAccount

Set-AcctDBConnection

April 19, 2024

Configures a database connection for the ADIdentity Service.

Syntax

Set-AcctDBConnection
[-DBConnection] <String>
[-Force]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Specifies the database connection string for use by the currently selected Citrix ADIdentity Service
instance.

The service records the connection string and attempts to contact the specified database. If the data-
base cannot initially be contacted the service retries the connection at intervals until contact with the
database is successfully established.

Is is not possible to set a new database connection string for the service if one is already recorded.
The connection string must first be set to $Snull. This action causes the service to reset and return to
its idle state, at which point a new connection string can be set.

When a database connection string is successfully set for the service, a status of OK is returned by the
cmdlet. If the database connection string is set to $null, a DBUnconfigured status is returned.

A syntactically invalid connection string is not recorded.

Only use of Windows authentication within the connection string is supported; a connection string
containing SQL authentication credentials is always rejected as invalid.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a ADIdentity SDK cmdlet.
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Examples
EXAMPLE 1

Configures the service instance to use a database called XDDB on an SQL Server Express database
running on the machine called dbserver. Integrated Windows authentication is required.

Set-AcctDBConnection "Server=dbserver\SQLEXPRESS;Database=XDDB;
Trusted_Connection=True"

EXAMPLE 2

Resets the service instance’s database connection string. The service instance resets and returns to
an idle state until a valid new database connection string is specified.

Set-AcctDBConnection -DBConnection Snull

Parameters
-DBConnection

Specifies the database connection string to be used by the ADIdentity Service. Passing in $Snull will
clear any existing database connection configured.

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Force

If present, allows the local administrator to set the connection string to null when there are problems
contacting the database or other services.

Type: SwitchParameter
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Position: Named
Default value: False
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You cannot pipe input into this cmdlet.

Outputs
Citrix.Fma.Sdk.Utilities.Service.ServiceStatusinfo

The Set-AcctDBConnection cmdlet returns an object describing the status of the ADIdentity Service
together with extra diagnostics information. Possible values are:

+ OK

The ADIdentity Service instance is configured with a valid database and service schema. The
service is operational.

+ DBUnconfigured
No database connection string is set for the ADIdentity Service instance.
+ DBRejectedConnection

The database rejected the logon attempt from the ADIdentity Service. This may be because
the service attempted to log on with invalid credentials or because a database has not been
installed in the specified location.

+ InvalidDBConfigured

The specified database does not exist, is not visible to the ADIdentity Service instance, or the
service’s schema within the database is invalid.

+ DBNotFound
The specified database could not be located with the configured connection string.
+ DBNewerVersionThanService

The version of the ADIdentity Service currently in use is newer than, and incompatible with, the
version of the ADIdentity Service schema on the database. Upgrade the ADIdentity Service to a
more recent version.

« DBOlderVersionThanService

The version of the ADIdentity Service schema on the database is newer than, and incompatible
with, the version of the ADIdentity Service currently in use. Upgrade the database schema to a
more recent version.
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DBVersionChangelnProgress
A database schema upgrade is in progress.
PendingFailure

Connectivity between the ADIdentity Service instance and the database has been lost. This may
be a transitory network error, but may indicate a loss of connectivity that requires administrator
intervention.

Failed

Connectivity between the ADIdentity Service instance and the database has been lost for an
extended period of time, or has failed due to a configuration problem. The service instance
cannot operate while its connection to the database is unavailable.

Unknown

The status of the ADIdentity Service cannot be determined.

Notes

If the command fails, the following errors can be returned:

InvalidDBConnectionString
The database connection string has an invalid format.
DatabaseConnectionDetailsAlreadyConfigured

There was already a database connection configured. After a configuration is set, it can only be
set to $null.

PermissionDenied

You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.
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Related Links

+ about_AcctADIdentitySnapin
» Get-AcctServiceStatus

« Get-AcctDBConnection

+ Test-AcctDBConnection

Set-AcctDBCredentials

April 19, 2024

Configures the database server SQL credentials for the ADIdentity Service.

Syntax

Set-AcctDBCredentials
[-Credentials] <PSCredential>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctDBCredentials
[-Login] <String>
[-Password] <SecureString>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Specifies SQL credentials to be used by the currently selected Citrix ADIdentity Service instance to
authenticate with the database server. By default Windows authentication is used and no SQL cre-
dentials are required.

If used, SQL credentials must be specified before the service’s schemais obtained and created, and be-
fore the database connection string is set. The credentials must also be specified for each additional
ADldentity Service prior to it being added to the site.

If the database connection string is already set and Windows authentication isin use, itis not possible
to specify SQL credentials, however, if SQL credentials are already in use then they can be changed.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a ADIdentity SDK cmdlet.
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Examples
EXAMPLE 1

Prompts for SQL credentials and sets them for use by the current service instance.

Set-AcctDBCredentials

EXAMPLE 2

Prompts for SQL credentials and sets them for use by the current service instance. This form is useful
where the same credentials are being used multiple times.

$sqlCred = Get-Credential
Set-AcctDBCredentials $sqlCred

EXAMPLE 3

Sets the SQL credentials to the explicitly specified login and password values.

$password = ConvertTo-SecureString 'PE@ssWOrd' -AsPlainText -Force
Set-AcctDBCredentials 'CvadLogin' $password

EXAMPLE 4

Clears previously set SQL credentials and reverts to use of the default Windows authentication. This
can only be done if no connection string is set.

Set-AcctDBCredentials Snull

Parameters
-Credentials

A PSCredential object containing the SQL credentials to be used. This can be created using the Get-
Credential cmdlet. The credentials required are the SQL server login and its associated password.

Type: PSCredential
Position: 2
Default value: None
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Required:
Accept pipeline input:

Accept wildcard characters:

-Login

The SQL login to be used for SQL authentication.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Password

The password to be used for SQL authentication.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Loggingid

True
False

False

String

None
True
False

False

SecureString
3

None

True

False

False

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio

and Director typically create high-level operations.

PowerShell scripts can also wrap a series

of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-

LogHighLevelOperation cmdlets.
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Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Related Links

« Get-AcctDBSchema
« Set-AcctDBConnection
« Get-Credential
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Set-AcctldentityPool

April 19, 2024

Update parameters of an identity pool.

Syntax

Set-AcctIdentityPool
[-IdentityPoolName] <String>
[-NamingScheme <String>]
[-NamingSchemeType <ADIdentityNamingScheme>]
[-0U <String>]

[-Domain <String>]
[-AllowUnicode]

[-PassThru]

[-StartCount <Int32>]
[-ZoneUid <Guid>]
[-AzureADSecurityGroupName <String>]
[-AzureADAccessToken <String>]
[-AzureADTenantId <Guid>]
[-ServiceAccountUid <Guid[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctIdentityPool
-IdentityPoolUid <Guid>
[-NamingScheme <String>]
[-NamingSchemeType <ADIdentityNamingScheme>]
[-0U <String>]
[-Domain <String>]
[-AllowUnicode]
[-PassThru]
[-StartCount <Int32>]
[-ZoneUid <Guid>]
[-AzureADSecurityGroupName <String>]
[-AzureADAccessToken <String>]
[-AzureADTenantId <Guid>]
[-ServiceAccountUid <Guid[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to modify the parameters of an identity pool.
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Examples

EXAMPLE 1

Changes the start count and naming scheme of the identity pool named ‘poolName’so that the next

account generated will be AC0100 (assuming that account does not already exist).

Set-AcctIdentityPool -IdentityPoolName poolName -StartCount 100 -

NamingScheme AC####

Parameters
-ldentityPoolName

The name of the identity pool that is to be modified.

Type: String

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
-ldentityPoolUid

The unique identifier for the identity pool that is to be modified.

Type: Guid
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
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-NamingScheme

The new naming scheme that is to be used for the identity pool.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-NamingSchemeType

The new naming scheme type that is to be used for the identity pool. This can be Numeric or Alpha-
betic.

Type: ADIdentityNamingScheme
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-ou

The new OU to be used for the identity pool. All accounts created after this is set are created in this AD
container. This will not move existing accounts. The OU must be a valid AD container of the domain

specified for the pool.

Type: String
Position: Named
Default value: None
Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-Domain

The new Active Directory domain that is to be used for the identity pool. All new accounts will be
created in this domain, but will not affect existing accounts. The domain can be specified in either
long or short form (i.e. domain or domain.com).

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-AllowUnicode

Updates the definition of the allowed characters in a naming scheme.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-PassThru

Defines whether the command returns the new state of the identity pool or not.

Type: SwitchParameter
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Position: Named
Default value: False
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-StartCount

Specifies the next number to be used when creating new AD accounts in the identity pool.

Type: Int32
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ZoneUid

The UID that corresponds to the Zone in which these AD accounts will be created. Thisis only intended
to be used for Citrix Cloud Delivery Controllers.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-AzureADSecurityGroupName

The name of Azure AD security group. Thisisonly intended to be used when IdentityType is “AzureAD”
or “HybridAzureAD”.
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Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-AzureADAccessToken

The access token of Microsoft Graph API. Must be specified if “IdentityType”is “HybridAzureAD”or
“AzureAD”.

Make sure grant consent to following permissions:

+ Group.ReadWrite.All
« GroupMember.ReadWrite.All

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-AzureADTenantld

The tenantld of AzureAD. Must be specified if “AzureADSecurityGroupName”is specified to create
AzureAD security group, and IdentityType is “AzureAD”or “HybridAzureAD”.

Type: Guid
Position: Named
Default value: None
Required: False
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Accept pipeline input: False

Accept wildcard characters: False

-ServiceAccountUid

Specify the UID of the service account that associates with the identity pool.

Type: Guid[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.ADIdentity.Sdk.ldentityPool

This object provides details of the identity pool and contains the following information:
AvailableAccounts <int>

The number of existing accounts (AcctADAccount objects) in the ‘Available’state (not in ‘InUse’,
‘Tainted’, or ‘Error’).

DeviceManagementType <string>

The device management type. Can be Intune, IntuneWithCitrixTags, or None by default.
Domain <string>

The Active Directory domain (in FQDN format) that accounts in the pool belong to.
ErrorAccounts <int>

The number of existing AD accounts in the ‘Error’state.

IdentityContent <string>

JSON formatted metadata containing Azure AD tenant and Azure AD security group information asso-
ciated with this identity pool.

IdentityPoolName <string>

The name of the identity pool.
IdentityPoolUid <GUID>

The unique identifier for the identity pool.

IdentityType <string>
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The identity type.

InUseAccounts <int>

The number of existing AD accounts in the ‘InUse’state.

Lock <bool>

Indicates if the identity pool is locked.

MetadataMap <IDictionary([string, string];>

The metadata associated with this identity pool arranged in key value pairs.
NamingScheme <string>

The naming scheme for the identity pool.

NamingSchemeType <string>

The naming scheme type for the identity pool. This can be one of the following:
Numeric - naming scheme uses numeric indexes

Alphabetic - naming scheme uses alphabetic indexes

OU <string>

The Active Directory distinguished name for the OU in which accounts for this identity pool will be
created.

ResourcelLocationld <GUID>

The UID that corresponds to the resource location (Daa$ only).

StartCount <int>

The next index to be used when creating an account in the identity pool.
TaintedAccounts <int>

The number of existing AD accounts in the ‘Tainted’state.

WorkgroupMachine <bool>

If this is true, the identity pool can have an IdentityType of ‘AzureAD’or ‘Workgroup’.
If this is false, the identity pool can have an IdentityType of ‘ActiveDirectory’or ‘HybridAzureAD’.
ZoneUid <GUID>

The UID that corresponds to the Zone in which AD accounts are created.

Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]>

The administration scopes associated with this identity pool.

Tenantld <GUID>
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Identity of the Citrix tenant associated with this identity pool.
Not applicable (always blank) in non-multitenant sites.
AzureADSecurityGroupName <string>

Associate an AzureAD security group to the identity pool. When the identity pool Associated an
AzureAd device security

group, the option will update the name of the associated Azure AD security group.

Notes

In the case of failure, the following errors can result.

Error Codes

InvalidldentityPoolParameterCombination

Caused by either of the following validation errors:

« If an OU is specified then a domain must also be specified.
« NamingScheme, NamingSchemeType and Domain must all be present if any of them are speci-
fied.

OUParameterRequiresDomain
If an OU is specified then a domain must also be specified.
OUNotReachable

Domain is not reachable. Check if the domain exists in any zones and if the domain contains the spec-
ified OU.

NamingSchemeAndNamingSchemeTypeMustBeUsedTogether
NamingScheme and NamingSchemeType must be used together.
NamingSchemelllegalComputerName

The naming scheme supplied is not valid.
UnableToConvertDomainName

Unable to convert domain name to DNS format.
NamingSchemeNotEnoughCharacters

Naming scheme does not have enough characters specified.
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NamingSchemeTooManyCharacters

Naming scheme has too many characters specified.
NamingSchemelllegalCharacter

Naming scheme contains illegal characters.
NamingSchemeMayNotStartWithPeriod

Naming scheme starts with a period (.) character.
NamingSchemeMayNotBeAlINumbers

Naming scheme contains only numbers.
NamingSchemeMissingNumericSpecifications
Naming scheme does not contain any variable specification (i.e. no ‘#’characters are specified).
NamingSchemeHasMoreThanOneSetOfHashes

Naming scheme has more than one variable region (i.e. there are ‘#’characters separated by other
characters).

IdentityPoolDuplicateObjectExists

An identity pool with the same name exists already.

IdentityPoolObjectNotFound

The identity pool to be modified could not be located.

IdentityPoolOUlInvalid

Identity pool OU invalid as it does not exist.

IdentityPoolOUOfWrongDomain

Identity pool OU invalid as it refers to a different domain to the domain specified for the pool.
PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.

ServiceStatusInvalidDb
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An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError

An error occurred while communicating with the service.
AzureADAccessTokenMustBeSpecified

Must specify “AzureADAccessToken”parameter to operate AzureAD security group.
AzureADSecurityGroupNotSupportCurrentldentityType

Current IdentityType not support AzureAD security group.
AzureADSecurityGroupMustBeSpecified

Must specify AzureAD security group.
AzureADSecurityGroupMembershipRulesMoreThanFiveExpressions

AzureAD security group membership rules more than five expressions.
AzureADSecurityGroupMembershipRuleExceedsMaximumLength

AzureAD security group membership rule exceeds maximum length.
AzureADSecurityGroupMembershipNeedsMatchRules

AzureAD security group membership needs match rules.
AzureADSecurityGroupMembershipRulesPrepareFailed

AzureAD security group membership rules prepare failed.
AzureADTenantldMismatchAzureADAccessToken

The given AzureADTenantld mismatchs Tenantld contained in AzureAD AccessToken.
CurrentldentityTypeRequiresWorkgroupMachine

Current IdentityType requires WorkgroupMachine.
DomainNotRequiredForAzureADAndWorkgroup

Domain not required for AzureAD and Workgroup.
FailedToUpdateAzureADSecurityGroup

Failed to update AzureAD security group.
NamingSchemeAndDomainMustBeUsedTogetherForActiveDirectoryOrHybridAzureAD
NamingScheme and Domain must be used together for ActiveDirectory or HybridAzureAD.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.
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Related Links

« about_AcctADIdentitySnapin
New-AcctldentityPool
Get-AcctldentityPool

+ Remove-AcctldentityPool

Set-AcctldentityPoolMetadata

April 19, 2024

Adds or updates metadata on the given identity pool.

Syntax

Set-AcctIdentityPoolMetadata
[-IdentityPoolUid] <Guid>
-Name <String>
-Value <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctIdentityPoolMetadata
[-IdentityPoolUid] <Guid>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctIdentityPoolMetadata
[-IdentityPoolName] <String>
-Name <String>
-Value <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctIdentityPoolMetadata
[-IdentityPoolName] <String>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Set-AcctIdentityPoolMetadata
[-InputObject] <IdentityPool[]>
-Name <String>
-Value <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctIdentityPoolMetadata
[-InputObject] <IdentityPool[]>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability for additional custom data to be stored against given identity pool objects.

The identity pools may be specified using the unique identifier, name, or as a powershell object.

Examples

EXAMPLE 1

Add metadata with a name of ‘property’and a value of ‘value’to the identity pool with the identifier

‘4CECC26E-48E1-423F-A1F0-2A06DDD0805C”.

Set-AcctIdentityPoolMetadata -IdentityPoolUid 4CECC26E-48E1-423F-A1F0-2
AO6DDDO8O5C —-Name property -Value value

Parameters

-ldentityPoolUid

The unique identifier for the identity pool to which metadata is to be added.

Type:
Position:
Default value:

Required:

Guid
2
None

True
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Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
-ldentityPoolName

The name of the identity pool to which metadata is to be added.

Type: String

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: True

-InputObject

Identity pool objects to which the metadata is to be added.

Type: IdentityPool[]
Position: 2

Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False

-Name

Specifies the property name of the metadata to be added. The property must be unique for the iden-
tity pool specified. The property cannot contain any of the following characters \/;:#.X?=<>|[]()"”

Type: String

Position: Named
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Default value: None
Required: True

Accept pipeline input: False
Accept wildcard characters: False
-Value

Specifies the value for the property.

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Map

Specifies a dictionary of (name, value)-pairs for the properties. This can either be a hashtable (cre-
ated with @{“namel”=“vall”; “name2”=“val2”}) or a string dictionary (created with new-object “Sys-
tem.Collections.Generic.Dictionary[String,String]”).

Type: PSObject
Position: Named
Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
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of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
System.Collections.Generic.Dictionary[String,String]

Set-AcctldentityPoolMetadata returns a dictionary containing the new (name, value)-pairs.
* Key <string>
Specifies the name of the property.
« Value <string>

Specifies the value for the property.
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Notes

If the command fails, the following errors can be returned.

Error Codes

InvalidParameterCombination

The cmdlet parameters are inconsistent.

UnknownObiject

One of the specified objects was not found.

DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

PermissionDenied

You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller or the
Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ Remove-AcctldentityPoolMetadata

© 1997-2026 Citrix Systems, Inc. All rights reserved. 369


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/about_AcctADIdentitySnapIn.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Remove-AcctIdentityPoolMetadata.html

Citrix Virtual Apps and Desktops 2402 SDK

Set-AcctServiceAccount

April 19, 2024

Update parameters of a service account.

Syntax

Set-AcctServiceAccount
-ServiceAccountUid <Guid>
[-AccountId <String>]
[-AccountSecret <SecureString>]
[-SecretExpiryTime <DateTime>]
[-Capabilities <String[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to modify the parameters of a service account.

Examples
EXAMPLE 1

Changesthe Accountld for service account specified by uid 17631afc-2e4c-491e-b0aa-f979a80e32c1.

Set-AcctServiceAccount -ServiceAccountUid 1763lafc-2e4c-491e-blaa-
f979a80e32cl -AccountId deb0811e-4839-4cce-87d3-8f36b31c2934

ServiceAccountUid : 17631afc-2e4c-491e-
b0aa-f979a80e32c1

IdentityProviderIdentifier : f439f4c0-fcd8-4feb
-95b8-71e7e49dc8c6

IdentityProviderType : AzureAD

SecretExpiryTime : 9/8/2024 8:00:00 PM

AccountId : deb0811e-4839-4cce
-87d3-8f36b31c2934

Capabilities : {

AzureArcResourceManagement }

FailureReason :
IsHealthy : True
Scopes : {
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TenantId

EXAMPLE 2

Changes the AccountSecret for service account specified by uid ad24284e-ba3d-4504-80db-
9ac6640de533.

Set-AcctServiceAccount -ServiceAccountUid ad24284e-ba3d-4504-80db-9
ac6640de533 -AccountSecret $newPassword

ServiceAccountUid : ad24284e-ba3d-4504-80db-9ac6640de533
IdentityProviderIdentifier : test.local
IdentityProviderType : ActiveDirectory
SecretExpiryTime : 9/8/2024 8:00:00 PM
AccountId : test\svcacct_1
Capabilities
FailureReason 3
IsHealthy : True
Scopes : {
}

TenantId

Parameters

-ServiceAccountUid

The unique identifier for the service account that is to be modified.

Type: Guid

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Accountid

The identifier for the service account.
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Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-AccountSecret

The secret for the service account. E.g. Azure application (client) secret if ‘IdentityProviderType’is
AzureAD. The secret will be encrypted and stored in database.

Type: SecureString
Position: Named
Default value: None
Required: False

Accept pipeline input: False

Accept wildcard characters: False

-SecretExpiryTime

The secret expiration time for the service account.

Type: DateTime
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-Capabilities

The capabilities for the service account.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You can’t pipe objects to this cmdlet.

Outputs

Citrix.ADIdentity.Sdk.ServiceAccount

This object provides details of the service account and contains the following information:

ServiceAccountUid <GUID> The unique identifier of the service account. SecretExpiryTime <Date-

time> The expiration time for the secret of the service account. Accountld <string> The identifier

for the service account. E.g. Azure application ID if the service account is with Azure AD as identity
provider. ldentityProviderldentifier <string> The identifier of the identity provider that the service
account belongs to. E.g. Azure AD tenant ID. IdentityProviderType <string> The type of the iden-

tity provider of the service account. Can be AzureAD or ActiveDirectory. IsHealthy <bool> Indicates

if the service account is healthy. Capabilities <string[]> Capabilities of the service account. Can be

AzureArcResourceManagement. FailureReason <string> The reason why the service account becomes

unhealthy. Scopes <Citrix.ADIdentity.Sdk.ScopeReference[]> The administration scopes associated
with this identity pool. Tenantld <GUID> Identity of the Citrix tenant associated with this identity pool.

Not applicable (always blank) in non-multitenant sites.

Notes

In the case of failure, the following errors can result.

Error Codes

ServiceAccountObjectNotFound

The specified service account could not be located.
InvalidServiceAccountCapabilities

One or more specified service account capabilities are not supported.

PermissionDenied

The user does not have administrative rights to perform this operation.

ConfigurationLoggingError
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The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
» New-AcctServiceAccount

+ Remove-AcctServiceAccount
» Get-AcctServiceAccount

Set-AcctServiceAccountCapabilityEffectiveScope

April 19, 2024

Sets effective scope for a capability of the service account.

Syntax

Set-AcctServiceAccountCapabilityEffectiveScope
-ServiceAccountUid <Guid>
[-Capability <String>]
[-EffectiveScope <String>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

Provides the ability to set effective scope for a capability of the service account.

Examples

EXAMPLE 1

Set the effective scope for the capability AzureArcResourceManagement of service account specified
by uid 17631afc-2e4c-491e-b0aa-f979a80e32cl to a specific subscription 04b4abae-a80a-47¢2-8156-

daa28145e4fa.

c:\Set-AcctServiceAccountCapabilityEffectiveScope -ServiceAccountUid

17631lafc-2e4c-491le-b0aa-f979a80e32cl -Capability
AzureArcResourceManagement -EffectiveScope 04b4abae-a80a-47c2-8156-

daa28145e4fa

Parameters

-ServiceAccountUid

The unique identifier for the service account.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Capability

The capability for the service account to be set.

Type:
Position:

Default value:

Guid

Named

None

True

True (ByPropertyName)

False

String
Named

None
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Required:
Accept pipeline input:

Accept wildcard characters:

-EffectiveScope

False
False

False

The effective scope for the capability of the service account to be set. Effective scope is the scope that

the capability applies to.

For Azure AD, it can be the subscription id within the Azure AD tenant.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Loggingid

String
Named
None
False
False

False

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio

and Director typically create high-level operations. PowerShell scripts can also wrap a series

of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-

LogHighLevelOperation cmdlets.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Guid
Named
None
False
False

False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

In the case of failure the following errors can be produced.

Error Codes

ServiceAccountObjectNotFound

The specified service account could not be located.
ServiceAccountCapabilityNotFound

The specified service account capability is not found.
PermissionDenied

The user does not have administrative rights to perform this operation.
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ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details see the Windows event logs on the controller
being used, or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
» New-AcctServiceAccount

» Get-AcctServiceAccount

« Set-AcctServiceAccount

Set-AcctServiceMetadata

April 19,2024

Adds or updates metadata on the given Service.

Syntax

Set-AcctServiceMetadata
[-ServiceHostId] <Guid>
-Name <String>
-Value <String>
[-LoggingId <Guid>]
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[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctServiceMetadata
[-ServiceHostId] <Guid>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctServiceMetadata
[-InputObject] <Servicel[]>
-Name <String>
-Value <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AcctServiceMetadata
[-InputObject] <Servicel[]>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Allows you to store additional custom data against given ADIdentity Service objects.

Examples

EXAMPLE 1

Add metadata with a name of ‘property’and a value of ‘value’to the Service with the identifier
‘4CECC26E-48E1-423F-A1F0-2A06DDD0805C’.

Set-AcctServiceMetadata -ServiceHostId 4CECC26E-48E1-423F-A1F0-2
AO6DDDO805C —-Name property -Value value

Key Value

property value
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Parameters

-ServiceHostld

Id of the Service

Type: Guid

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-InputObject

ADldentity service objects to which metadata is to be added.

Type: Service[]
Position: 2

Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False

-Name

Specifies the property name of the metadata to be added. The property must be unique for the Service
specified. The property cannot contain any of the following characters \/;:#X?7=<>|[]()"

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
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Accept wildcard characters: False

-Value

Specifies the value for the property.

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Map

Specifies a dictionary of (name, value)-pairs for the properties. This can either be a hashtable (cre-
ated with @{“namel”=“vall”; “name2”=“val2”}) or a string dictionary (created with new-object “Sys-
tem.Collections.Generic.Dictionary[String,String]”).

Type: PSObject
Position: Named
Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.
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Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
System.Collections.Generic.Dictionary[String,String]

Set-AcctServiceMetadata returns a dictionary containing the new (name, value)-pairs.
+ Key <string>
Specifies the name of the property.
+ Value <string>

Specifies the value for the property.
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Notes

If the command fails, the following errors can be returned:

+ InvalidParameterCombination
The cmdlet parameters are inconsistent.
« UnknownObiject
One of the specified objects was not found.
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
 DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
+ ConfigurationLoggingError
The operation could not be performed because of a configuration logging error.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ Remove-AcctServiceMetadata
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Test-AcctDBConnection

April 19, 2024

Tests whether a database is suitable for use by the Citrix ADIdentity Service.

Syntax

Test-AcctDBConnection
[-DBConnection] <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Test-AcctDBConnection
[-DBConnection] <String>
[-Credentials] <PSCredential>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Test-AcctDBConnection
[-DBConnection] <String>
[-Login] <String>
[-Password] <SecureString>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Tests whether the database specified in the given connection string is suitable for use by the currently
selected Citrix ADIdentity Service instance.

The service attempts to contact the specified database and returns a status indicating whether the
database is both contactable and usable. The test does not impact any currently established connec-
tion from the service instance to another database in any way. The tested connection string is not
recorded.

Only use of Windows authentication within the connection string is supported; a connection string
containing SQL authentication credentials is always rejected as invalid.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a ADIdentity SDK cmdlet.
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Examples
EXAMPLE 1

Tests whether the service instance could use a database called XDDB on an SQL Server Express data-
base running on the machine called dbserver. Integrated Windows authentication is required.

Test-AcctDBConnection "Server=dbserver\SQLEXPRESS;Database=XDDB;
Trusted_Connection=True"

Parameters
-DBConnection

Specifies the database connection string to be tested by the currently selected Citrix ADIdentity Ser-
vice instance.

Type: String
Position: 1
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False

-Credentials

If using SQL authentication, a PSCredential object containing the SQL credentials to be used. This
can be created using the Get-Credential cmdlet. The credentials required are the SQL server login
and its associated password. By default Windows authentication is used and no credentials need to

be specified.

Type: PSCredential
Position: 2

Default value: None
Required: True

Accept pipeline input: False
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Accept wildcard characters: False

-Login

If using SQL authentication, the SQL server login to use. By default Windows authentication is used
and no login needs to be specified.

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Password

If using SQL authentication, the SQL server password to use. By default Windows authentication is
used and no password needs to be specified.

Type: SecureString
Position: 3

Default value: None
Required: True

Accept pipeline input: False

Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.
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Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.Fma.Sdk.Utilities.Service.ServiceStatusinfo

The Test-AcctDBConnection cmdlet returns an object describing the status of the selected ADIdentity
Service instance that would result if the connection string were used with the Set-AcctDBConnection
cmdlet together with extra diagnostics information for the specified connection string. The actual
current status of the service is not changed. Possible diagnostic values are:

« OK

The Set-AcctDBConnection command would succeed if it were executed with the supplied con-
nection string.
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+ DBUnconfigured
No database connection string is set for the ADIdentity Service instance.
« DBRejectedConnection

The database rejected the logon attempt from the ADIdentity Service. This may be because
the service attempted to log on with invalid credentials or because a database has not been
installed in the specified location.

« InvalidDBConfigured

The specified database does not exist, is not visible to the ADIdentity Service instance, or the
service’s schema within the database is invalid.

+ DBNotFound
The specified database could not be located with the configured connection string.
+ DBNewerVersionThanService

The version of the ADIdentity Service currently in use is newer than, and incompatible with, the
version of the ADIdentity Service schema on the database. Upgrade the ADIdentity Service to a
more recent version.

« DBOlderVersionThanService

The version of the ADIdentity Service schema on the database is newer than, and incompatible
with, the version of the ADIdentity Service currently in use. Upgrade the database schema to a
more recent version.

« DBVersionChangelnProgress
A database schema upgrade is in progress.
+ PendingFailure

Connectivity between the ADIdentity Service instance and the database has been lost. This may
be a transitory network error, but may indicate a loss of connectivity that requires administrator
intervention.

« Failed

Connectivity between the ADIdentity Service instance and the database has been lost for an
extended period of time, or has failed due to a configuration problem. The service instance
cannot operate while its connection to the database is unavailable.

« Unknown

The status of the ADIdentity Service cannot be determined.
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Notes

If the command fails, the following errors can be returned:

+ InvalidDBConnectionString
The database connection string has an invalid format.
+ DatabaseConnectionDetailsAlreadyConfigured

There was already a database connection configured. After a configuration is set, it can only be
set to $Snull.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
+ ConfigurationLoggingError
The operation could not be performed because of a configuration logging error.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

about_AcctADIdentitySnapin
» Get-AcctServiceStatus
+ Get-AcctDBConnection
« Set-AcctDBConnection

Test-AcctidentityPoolNameAvailable

April 19,2024

Checks to ensure that the proposed name for an identity pool is unused.
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Syntax

Test-AcctIdentityPoolNameAvailable
[-IdentityPoolName] <String[]>
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Checks to ensure that the proposed name for an identity pool is unused. This check is done without
regard for scoping of existing identity pools, so the names of identity pools under inaccessible admin-
istrative scopes are also checked.

Examples
EXAMPLE 1

Tests whether the identity pool names “MyPool”, “NewPool”, and “UnusedPool”are available. The
output indicates that only “UnusedPool”is available.

Test-AcctIdentityPoolNameAvailable -IdentityPoolName MyPool, NewPool,

UnusedPoo'l
Name Available
MyPoo'l False
NewPool False
UnusedPoo'l True
Parameters
-ldentityPoolName

The name or names of the identity pool(s) to be tested.

Type: String(]

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
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Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
object[]

An array of PSObjects that pair the name and availability of the name

Notes

In the case of failure, the following errors can result.

Error Codes

DatabaseError
An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
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ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError

An error occurred while communicating with the service.
PermissionDenied

The user does not have administrative rights to perform this operation.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADlIdentitySnapin
» New-AcctldentityPool
+ Rename-AcctldentityPool

Unlock-AcctADAccount

April 19, 2024

Unlocks Active Directory (AD) accounts within the AD Identity Service.

Syntax

Unlock-AcctADAccount
—ADAccountName <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Unlock-AcctADAccount
-ADAccountSid <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

Provides the ability to unlock Active Directory (AD) accounts within the AD Identity Service. An AD
account is marked as locked in the AD Identity Service while the Machine Creation Services (MCS) are
processing tasks relating to the account. If these tasks are forcibly stopped, an account can remain
locked despite no longer being processed. This command resolves this issue, but use it with caution
because unlocking an account that MCS expects to be locked can resultin an MCS operation being can-
celled. Use this command only when MCS has locked an account for use in a provisioning operation
and the operation has failed without unlocking the account.

Note: The lock state in Active Directory is unrelated to the lock state in the AD Identity service. This
command does NOT make any changes to the account information stored in Active Directory, only the
AD Identity Service database.

Examples
EXAMPLE 1

Unlocks the AD account called “Domain\account”.

Unlock-AcctADAccount —ADAccountName Domain\account

EXAMPLE 2

Unlocks all the locked AD accounts.
Get-AcctADAccount -Filter {

Lock -eq $true }
| Unlock-AcctADAccount

Parameters
-ADAccountName

The name of the AD account to be unlocked.

AD account name is accepted in the following formats:

Fully qualified DN e.g. CN=MyComputer,0U=Computers,DC=MyDomain,DC=Com;
UPN format e.g MyComputer@MyDomain.Com,

Domain qualified e.g MyDomain\MyComputer.
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Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-ADAccountSid

The SID of the AD account to be unlocked.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Loggingid

String
Named
None
True
False

False

String

Named

None

True

True (ByPropertyName)

False

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio

and Director typically create high-level operations. PowerShell scripts can also wrap a series

of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-

LogHighLevelOperation cmdlets.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Guid
Named
None
False
False

False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
Citrix.ADIdentity.Sdk.ldentitylnPool

You can pipe an object containing a parameter called ‘ADAccountSID’to unlock-AcctADAccount.

Outputs
None

By default, this cmdlet returns no output.

Notes

In the case of failure, the following errors can result.

Error Codes

IdentityNotLocatedInDomain

The specified AD account could not be located in Active Directory.
IdentityObjectNotFound

The identity could not be found.

IdentityAlreadyUnlocked

The identity is not locked.
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PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
« Get-AcctADAccount

« New-AcctADAccount

» Add-AcctADAccount

» Repair-AcctADAccount

« Remove-AcctADAccount

+ Update-AcctADAccount

» Unlock-AcctADAccount

Unlock-AcctidentityPool

April 19, 2024

Unlocks identity pools.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 397


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/about_AcctADIdentitySnapIn.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Get-AcctADAccount.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/New-AcctADAccount.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Add-AcctADAccount.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Repair-AcctADAccount.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Remove-AcctADAccount.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Update-AcctADAccount.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Unlock-AcctADAccount.html

Citrix Virtual Apps and Desktops 2402 SDK

Syntax

Unlock-AcctIdentityPool
[-IdentityPoolName] <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Unlock-AcctIdentityPool
-IdentityPoolUid <Guid>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Providesthe ability to unlock the specified identity pool. Identity pools are locked automatically when
being updated (e.g. when new accounts are being created). The pool must never be left in a locked
state; this command allows recovery from an error should one ever occur. Use this command with
caution, as unlocking an identity pool which is supposed to be locked may result in unexpected be-
havior.

Examples
EXAMPLE 1

Unlocks the identity pool called “MyPool”, setting the Lock field to false.

Unlock-AcctIdentityPool -IdentityPool MyPool

EXAMPLE 2

Unlocks all the locked identity pools.

Get-AcctIdentityPool -Filter {
Lock -eq $true }
| Unlock-AcctIdentityPool

Parameters
-ldentityPoolName

The name of the identity pool to be unlocked.
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Type: String

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
-ldentityPoolUid

The unique identifier for the identity pool to be unlocked.

Type: Guid
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
Citrix.ADIdentity.Sdk.ldentityPool

You can pipe an object containing a parameter called ‘IdentityPoolName’to unlock-AcctldentityPool.

Outputs
None

By default, this cmdlet returns no output.

Notes

In the case of failure, the following errors can result.

Error Codes

IdentityPoolObjectNotFound

The specified identity pool could not be located.
IdentityPoolAlreadyUnlocked

The specified identity pool is not locked.
PermissionDenied

The user does not have administrative rights to perform this operation.
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ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatusinvalidDb

An error occurred in the service while attempting a database operation - communication with the
database failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AcctADIdentitySnapin
» New-AcctldentityPool

+ Remove-AcctldentityPool

+ Set-AcctldentityPool

Update-AcctADAccount

April 19,2024

Updates the state of Active Directory (AD) accounts.

Syntax

Update-AcctADAccount
[-IdentityPoolName] <String>
[-AllAccounts]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]

© 1997-2026 Citrix Systems, Inc. All rights reserved. 401


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/about_AcctADIdentitySnapIn.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/New-AcctIdentityPool.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Remove-AcctIdentityPool.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/ADIdentity/Set-AcctIdentityPool.html

Citrix Virtual Apps and Desktops 2402 SDK

[<CommonParameters>]

Update-AcctADAccount
-IdentityPoolUid <Guid>
[-A1l1lAccounts]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to synchronize the state of the Active Directory (AD) accounts stored in the AD Iden-
tity Service with the AD accounts themselves. By default, this checks all accounts marked as ‘error’to
determine if accounts are stillin an error state (i.e. disabled or locked). If you specify the ‘AllAccounts’
option, it checks all accounts regardless of error state and updates their status.

Examples
EXAMPLE 1

Checks the status of accounts in the identity pool MyPool that are currently in the Error state, marking
them as Available, InUse, Tainted or Error as appropriate.

Update-AcctADAccount -IdentityPoolName MyPool

EXAMPLE 2

Checks the status of all accountsin the identity pool MyPool marking them as Available, InUse, Tainted
or Error as appropriate.

Update-AcctADAccount -IdentityPoolName MyPool -AllAccounts

Parameters
-ldentityPoolName

The name of the identity pool of the AD accounts that are to be updated.

Type: String

Position: 2
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Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
-ldentityPoolUid

The unique identifier for the identity pool of the AD accounts that are to be updated.

Type: Guid
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-AllAccounts

Indicates if all accounts should be updated or only the ones marked as in error.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
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of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

In the case of failure, the following errors can result.

Error Codes
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PermissionDenied

The user does not have administrative rights to perform this operation.
ConfigurationLoggingError

The operation could not be performed because of a configuration logging error
DatabaseError

An error occurred in the service while attempting a database operation.
DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
ServiceStatuslinvalidDb

An error occurred in the service while attempting a database operation - communication with data-
base failed for various reasons.

CommunicationError
An error occurred while communicating with the service.
ExceptionThrown

An unexpected error occurred. To locate more details, see the Windows event logs on the controller
being used or examine the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AcctADIdentitySnapin
+ New-AcctADAccount

» Add-AcctADAccount

« Remove-AcctADAccount

» Repair-AcctADAccount

» Unlock-AcctADAccount

» Get-AcctADAccount

about_AnalyticsAnalyticsSnapin

April 19, 2024
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Topic

about_AnalyticsAnalyticsSnaplin

Short Description

The Analytics PowerShall snap-in provides administrative functions for the Analytics Service.

Command Prefix

All commands in this snap-in have the noun prefixed with ‘Analytics’.

Long Description

The Analytics Service PowerShell snap-in enables both local and remote administration of the
Analytics Service.

The Analytics Service collects Citrix CEIP data about the DDC. For more information about CEIP,
see http://more.citrix.com/XD-CEIP.

This snap-in provides commands for a Citrix administrator to enable a data collection, import
the collection data points file, and query the current status of the Analytics database
configuration and service.

For more information on the Analytics Service, see the help top about Analytics Service.

Use the command ‘Get-Command -Module Citrix.Analytics.Admin.V1’to see a complete list of
commands supported by this snap-in.

For usage of each command, use the Get-Help command to display the help text for each command.

In addition to pre-programed schedules hard-coded in the Analytics Service, administrators can
use the Set-AnalyticsSite command to trigger immediate data collection and upload. The registry
string value HKLM/Software/Citrix/XDServices/Analytics/DoOperation can be specified to indicate
the type of collection to be performed upon the execution of the Set-AnalyticsSite command. If
the data stored in this registry value is set to ‘Collect’, then upon issuance of the command
‘Set-AnalyticsSite -Enabled $true’, the Analytics Service starts a collection immediately. The
result of the collection is a .zip file, whose location is stored in the the registry value
‘DoOperationResult’. The collected result is not uploaded to the Citrix CEIP site.

If the value of ‘DoOperation’is ‘CollectAndUpload’, then a collection is performed and the
result is also uploaded to the Citrix CEIP site.
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If the value of ‘DoOperation’is ‘CollectSite’, then only site data is collected. For detailed

list of site data, refer to the ‘Scope’parameter for each data point in the DataPoints.xml

file, which can be found under

C:\Program Files\Citrix\XenDesktopPoshSDK\Module\Citrix.XenDesktop.Admin.V1\Citrix.XenDesktop.Admin.

If the value of ‘DoOperation’is ‘CollectHost’, then only host data is collected, as specified
in the data points file.

The data points file can be imported using the Import-AnalyticsDataDefinition file. The file
must be a file signed by Citrix.

When running, the Analytics Service periodically collects data using the latest data point file
stored in the DDC database. The collection runs at approximately every 30 minutes to perform
data collection. Each collection runs for 5 to 10 minutes, depending on the size of data to

be collected. The service has been optimized so that minimal system resources are used to do
the data collection.

If collection results are not uploaded immediately, they can be manually uploaded. If they are

not manually uploaded, they will be periodically packaged and uploaded by the Analytics Service.
If for any reason an upload fails, the Service will try again but not before doubling the amount

of time between the most recent to successful uploads. If upload keeps failing, very soon the
Service will wait a very long time to attempt the next upload. The time can be weeks or months.

A system reboot resets the upload wait time.

The collection and upload algorithm and schedules are hard-coded in the Service and cannot be
changed.

about_AnalyticsAnalyticsSnapin

April 19,2024

Topic

about_AnalyticsAnalyticsSnaplin

Short Description

The Analytics PowerShall snap-in provides administrative functions for the Analytics Service.
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Command Prefix

All commands in this snap-in have the noun prefixed with ‘Analytics’.

Long Description

The Analytics Service PowerShell snap-in enables both local and remote administration of the
Analytics Service.

The Analytics Service collects Citrix CEIP data about the DDC. For more information about CEIP,
see http://more.citrix.com/XD-CEIP.

This snap-in provides commands for a Citrix administrator to enable a data collection, import
the collection data points file, and query the current status of the Analytics database
configuration and service.

For more information on the Analytics Service, see the help top about Analytics Service.

Use the command ‘Get-Command -Module Citrix.Analytics.Admin.V1’to see a complete list of
commands supported by this snap-in.

For usage of each command, use the Get-Help command to display the help text for each command.

In addition to pre-programed schedules hard-coded in the Analytics Service, administrators can
use the Set-AnalyticsSite command to trigger immediate data collection and upload. The registry
string value HKLM/Software/Citrix/XDServices/Analytics/DoOperation can be specified to indicate
the type of collection to be performed upon the execution of the Set-AnalyticsSite command. If
the data stored in this registry value is set to ‘Collect’, then upon issuance of the command
‘Set-AnalyticsSite -Enabled $true’, the Analytics Service starts a collection immediately. The
result of the collection is a .zip file, whose location is stored in the the registry value
‘DoOperationResult’. The collected result is not uploaded to the Citrix CEIP site.

If the value of ‘DoOperation’is ‘CollectAndUpload’, then a collection is performed and the
result is also uploaded to the Citrix CEIP site.

If the value of ‘DoOperation’is ‘CollectSite’, then only site data is collected. For detailed

list of site data, refer to the ‘Scope’parameter for each data point in the DataPoints.xml

file, which can be found under

C:\Program Files\Citrix\XenDesktopPoshSDK\Module\Citrix.XenDesktop.Admin.V1\Citrix.XenDesktop.Admin.

If the value of ‘DoOperation’is ‘CollectHost’, then only host data is collected, as specified
in the data points file.

The data points file can be imported using the Import-AnalyticsDataDefinition file. The file
must be a file signed by Citrix.
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When running, the Analytics Service periodically collects data using the latest data point file
stored in the DDC database. The collection runs at approximately every 30 minutes to perform
data collection. Each collection runs for 5 to 10 minutes, depending on the size of data to

be collected. The service has been optimized so that minimal system resources are used to do
the data collection.

If collection results are not uploaded immediately, they can be manually uploaded. If they are

not manually uploaded, they will be periodically packaged and uploaded by the Analytics Service.
If for any reason an upload fails, the Service will try again but not before doubling the amount

of time between the most recent to successful uploads. If upload keeps failing, very soon the
Service will wait a very long time to attempt the next upload. The time can be weeks or months.

A system reboot resets the upload wait time.

The collection and upload algorithm and schedules are hard-coded in the Service and cannot be
changed.

about_Analytics_Filtering

April 19,2024

Topic

XenDesktop - Advanced Dataset Filtering

Short Description

Describes the common filtering options for XenDesktop cmdlets.

Long Description

Some cmdlets operate on large quantities of data and, to reduce the
overhead of sending all of that data over the network, many of the Get-
cmdlets support server-side filtering of the results.

The conventional way of filtering results in PowerShell is to pipeline
them into Where-Object, Select-Object, and Sort-Object, for example:
Get-<Noun> | Where {

$_.Size = 'Small' }
| Sort 'Date' | Select -First 10
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However, for most XenDesktop cmdlets the data is stored remotely and it
would be slow and inefficient to retrieve large amounts of data over the
network and then discard most of it. Instead, many of the Get- cmdlets
provide filtering parameters that allow results to be processed

on the server, returning only the required results.

You can filter results by most object properties using parameters
derived from the property name. You can also sort results or limit them
to a specified number of records:

Get-<Noun> -Size 'Small' -SortBy 'Date' -MaxRecordCount 10
You can express more complex filter conditions using a syntax and set of
operators very similar to those used by PowerShell expressions.
Those cmdlets that support filtering have the following common parameters:
-MaxRecordCount <int>

Specifies the maximum number of results to return.
For example, to return only the first nine results use:

Get-<Noun> -MaxRecordCount 9

If not specified, only the first 250 records are returned, and if more
are available, a warning is produced:

WARNING: Only first 250 records returned. Use -MaxRecordCount to
retrieve more.

You can suppress this warning by using -WarningAction or by specifying
a value for -MaxRecordCount.

Based on the use case, you can filter results or separate results into multiple pages. You may also use
both approaches together.

-ReturnTotalRecordCount [<SwitchParameter>]

When specified, this causes the cmdlet to output an error record
containing the number of records available. This error record is
additional information and does not affect the objects written to the
output pipeline. For example:

# ReturnTotalRecord example
Get-<Noun> -MaxRecordCount 9 -ReturnTotalRecordCount

Get-<Noun> : Returned 9 of 10 items
At line:1 char:18
+ Get-<Noun> <<<< -MaxRecordCount 9 -ReturnTotalRecordCount
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+ CategoryInfo : OperationStopped: (:) [Get-<Noun>],
PartialDataException
+ FullyQualifiedErrorId : PartialData,Citrix.<SDKName>.SDK.Get<Noun>

The count can be accessed using the TotalAvailableResultCount property:
Scount = $error[0].TotalAvailableResultCount
-Skip <int>

Skips the specified number of records before returning results.
Also reduces the count returned by -ReturnTotalRecordCount.

-SortBy <string>

Sorts the results by the specified list of properties. The listis a

set of property names separated by commas, semi-colons, or spaces.
Optionally, prefix each name with a + or - to indicate ascending or
descending order, respectively. Ascending order is assumed if no
prefix is present.

Sorting occurs before -MaxRecordCount and -Skip parameters are
applied. For example, to sort by Name and then by Count (largest first)
use:

-SortBy ‘Name,-Count’

By default, sorting by an enumeration property uses the numeric value
of the elements. You can specify a different sort order by qualifying
the name with an ordered list of elements or their numeric values,

or <null> to indicate the placement of null values.

Elements not mentioned are placed at the end in their numeric order.
For example, to sort by two different enums and then by the object id:

-SortBy ‘MyState(StateC,<null>,StateA,StateB),Another(0,3,2,1),Id’
-Filter <String>

This parameter lets you specify advanced filter expressions, and
supports combination of conditions with -and and -or, and grouping
with braces. For example:

Get-<Noun> -Filter 'Name -1like "High*" -or (Priority -eq 1 -and
Severity -ge 2)'

The syntax is close enough to PowerShell syntax that you can use
script blocks in most cases. This can be easier to read as it reduces
quoting:
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Get-<Noun> -Filter {
Count -ne $null }

The full -Filter syntax is provided below.

Examples

Filtering by strings performs a case-insensitive wildcard match.
Separate parameters are combined with an implicit -and operator.
Normal PowerShell quoting rules apply, so you can use single or double
quotes, and omit the quotes altogether for many strings. The order of
parameters does not make any difference. The following are equivalent:

Get-<Noun> -Company Citrix —-Product Xenx
Get-<Noun> -Company "citrix" -Product '[X]JENx'
Get-<Noun> -Product "Xen*" -Company "CITRIX"
Get-<Noun> -Filter {

Company -eq 'Citrix' -and Product -like 'Xenx' }

See about_Quoting_Rules and about_Wildcards for details about PowerShell
handling of quotes and wildcards.

To avoid wildcard matching or include quote characters, you can escape
the wildcards using the normal PowerShell escape mechanisms (see
about_Special_Characters), or switch to a filter expression and the -eq
operator:

# Escape examples

Get-<Noun> -Company "Abc[*]" # Matches Abcx
Get-<Noun> -Company "Abc " # Matches Abcx

Get-<Noun> -Filter {
Company -eq "Abcx" }
# Matches Abcx
Get-<Noun> -Filter {
Company -eq "A'"B''C" }
# Matches A"B'C

Simple filtering by numbers, booleans, and TimeSpans perform direct
equality comparisons, although if the value is nullable you can also
search for null values. Here are some examples:

# Simple filtering examples
Get-<Noun> -Uid 123

Get-<Noun> -Enabled $true
Get-<Noun> -Duration 1:30:40
Get-<Noun> -NullableProperty $null
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More comparisons are possible using advanced filtering with -Filter:

Get-<Noun> -Filter 'Capacity -ge 10gb'
Get-<Noun> -Filter 'Age -ge 20 -and Age -1t 40'
Get-<Noun> -Filter 'VolumelLevel -like "[123]"'
Get-<Noun> -Filter 'Enabled -ne $false'
Get-<Noun> -Filter 'NullableProperty -ne $null'

You can check boolean values without an explicit comparison operator,
and you can also combine them with -not:

Get-<Noun> -Filter 'Enabled' # Equivalent to 'Enabled -eq $true'
Get-<Noun> -Filter '-not Enabled' # Equivalent to 'Enabled -eq $false'

See about_Comparison_Operators for an explanation of the operators, but
note that only a subset of PowerShell operators are supported (-eq, -ne,
-gt, -ge, -lt, -le, -like, -notlike, -in, -notin, -contains, -notcontains).

Enumeration values can either be specified using typed values or the
string name of the enumeration value:

Get-<Noun> -Shape [Shapes]::Square
Get-<Noun> -Shape Circle

With filter expressions, typed values can be specified with simple
variables or quoted strings. They also support enumerations with wildcards:

$s =[Shapes]::Square
Get-<Noun> -Filter { Shape -eq $s -or Shape -eq “Circle”}
Get-<Noun> -Filter { Shape -like <C*’}

By their nature, floating point values, DateTime values, and TimeSpan

values are best suited to relative comparisons rather than just equality.
DateTime strings are converted using the locale and time zone of the user
device, but you can use 1ISO8601 format strings (YYYY-MM-DDThh:mm:ss.sTZD)
to avoid ambiguity. You can also use standard PowerShell syntax to

create these values:

Get-<Noun> -Filter {
StartTime -ge "2010-08-23T12:30:00.0Z" }

$d = [DateTime]"2010-08-23T12:30:00.0Z"
Get-<Noun> -Filter {
StartTime -ge $d }

$d = (Get-Date) .AddDays(-1)
Get-<Noun> -Filter {
StartTime -ge $d 1}
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Relative times are quite common and, when using filter expressions,
you can also specify DateTime values using a relative format:

Get-<Noun> -Filter {
StartTime -ge '-2' }
# Two days ago
Get-<Noun> -Filter {
StartTime -ge '-1:30' }
# Hour and a half ago
Get-<Noun> -Filter {
StartTime -ge '-0:0:30" }
# 30 seconds ago

Array Properties

When filtering against list or array properties, simple parameters perform
a case-insensitive wildcard match against each of the members. With filter
expressions, you can use the -contains and -notcontains operators. Unlike
PowerShell, these perform wildcard matching on strings.
Note that for array properties the naming convention is for the returned
property to be plural, but the parameter used to search for any match is
singular. The following are equivalent (assuming Users is an array
property):

Get-<Noun> -User Fredx*

Get-<Noun> -Filter {
User -1like "Fredx" }

Get-<Noun> -Filter {
Users —-contains "Fredx" }

You can also use the singular form with -Filter to search using other
operators:

# Match if any user in the list is called "Frederick"
Get-<Noun> -Filter {
User -eq "Frederick" }

# Match if any user in the list has a name alphabetically below 'F'

Get-<Noun> -Filter {
User -1t 'F' }

Complex Expressions

When matching against multiple values, you can use a sequence of
comparisons joined with -or operators, or you can use -in and -notin:
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Get-<Noun> -Filter {
Shape -eq 'Circle' -or Shape -eq 'Square' }

$shapes = 'Circle','Square'
Get-<Noun> -Filter {
Shape -in $shapes }

Ssides = 1..4
Get-<Noun> -Filter {
Sides -notin $sides }

Braces can be used to group complex expressions, and override the default
left-to-right evaluation of -and and -or. You can also use -not to invert
the sense of any sub-expression:

Get-<Noun> -Filter {
Size -gt 4 -or (Color -eq 'Blue' -and Shape -eq 'Circle') 1}

Get-<Noun> -Filter {
Sides -1t 5 -and -not (Color -eq 'Blue' -and Shape -eq 'Circle') }

Paging

Citrix recommends that you avoid paging by using *Properties* or the *-Filter* mechanism.

However, if more objects are required, then the SDK supports deterministic paging though filtering.
You must sort and filter objects to have a unique identifier for an object. This unique identifier

helps you to page through objects and avoid reordering. Most of the Broker objects have a unique ID
that can be used for paging. However, you must sort the other objects that do not have a unique ID
either by time or some other unique field.

Example:

# Paging example
SallSessions = @()
$lastUid = 0
while (Strue)

{

S$Ssessions = @(Get-BrokerSession -Filter {
Uid -gt $lastuUid }
-MaxRecordCount 1000 -Sortby 'Uid')

if (Ssessions.Length -eq 0)
{

break;
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}
SlastUid = $sessions[-1].Uid
SallSessions += Ssessions

}

Inthis example, a list is created and the lowest possible value for the chosen unique field is initialized.
The unique ID in this example is zero. In a loop, sessions are requested using a filter searching for
objects

with a unique ID greater than zero. The number of objects is restricted to the first 1000 entries.

Itis important to sort by the field that is used as a filter.

The filtering UID (SlastUid) is set to the unique ID of the final object retrieved.
The loop begins again using this unique ID value as the lower bound.
This loop continues until all sessions are retrieved and stored in an array (SallSessions).

Filter Syntax Definition

<Filter> ::= <ScriptBlock> | <ComponentList>

<ScriptBlock> ::= “{“<ComponentList> “}”

<ComponentList> ::= <Component> <AndOrOperator> <ComponentList> |
<Component>

<Component> ::= <NotOperator> <Factor> |

<Factor>

<Factor> ::= “(“<ComponentList> )|

<PropertyName> <ComparisonOperator> <Value> |
<PropertyName>

<AndOrOperator> ::= “-and”| “-or”

<NotOperator> ::= “-not”| “I”
<ComparisonOperator>
= “_eq”| “_nenl “_lenl “_genl “_lt”| “_gt”|

“-like”| “-notlike”
CL_in)7 “—nOti n”

“-contains”| “-notcontains”|

<PropertyName> ::= <simple name of property>
<Value> ::= <string literal> | <numeric literal> |

<scalar variable>| <array variable> |
“Snull”| “Strue”| “S$false”
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Numeric literals support decimal and hexadecimal literals, with optional
multiplier suffixes (kb, mb, gb, tb, pb).

Dates and times can be specified as string literals. The current culture
determines what formats are accepted. To avoid any ambiguity, use strings
formatted to the 1SO8601 standard. If not specified, the current time zone
is used.

Relative date-time string literals are also supported, using a minus sign
followed by a TimeSpan. For example, “-1:30”means 1 hour and 30 minutes
ago.

Get-AnalyticsDBConnection

April 19,2024

Returns the database connection string for the specified data store used by the Analytics Service.

Syntax

Get-AnalyticsDBConnection
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Returns the database connection string from the currently selected Analytics Service instance.

If the returned string is blank, no valid connection string has been specified. In this case the service is
running, but is idle and awaiting specification of a valid connection string.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a Analytics SDK cmdlet.

Examples
EXAMPLE 1

Gets the database connection string in use by the Analytics Service instance running on controller
“controllerl. mydomain.net”.
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Get-AnalyticsDBConnection —-AdminAddress controllerl.mydomain.net
Server=serverName\SQLEXPRESS;Initial Catalog=databaseName;Integrated
Security=True

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
String

The database connection string configured for the current Analytics Service instance.

Notes

If the command fails, the following errors can be returned:

« NoDBConnections
The database connection string for the AnalyticsService has not been specified.
+ PermissionDenied

You do not have permission to execute this command.
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« AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError

There was a problem communicating with the remote service.
» ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

« about_AnalyticsAnalyticsSnapin
+ Set-AnalyticsDBConnection

» Get-AnalyticsServiceStatus

» Test-AnalyticsDBConnection

Get-AnalyticsDBSchema

April 19, 2024

Gets SQL scripts to create or maintain the database schema for the Citrix Analytics Service.

Syntax

Get-AnalyticsDBSchema
[-DatabaseName <String>]
[-ServiceGroupName <String>]
[-ScriptType <ScriptTypes>]
[-LocalDatabase]

[-Sid <String>]
[-DatabaseRights <String>]
[-AzureDatabase]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Gets SQL scripts that can be used to create a new Citrix Analytics Service database schema, add a new
Analytics service to an existing site, remove a Analytics service from a site, or create a database server
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logon for a Analytics service.

If no Sid parameter is provided, the scripts obtained relate to the currently selected Analytics service
instance, otherwise the scripts relate to Analytics service instance running on the machine identified
by the Sid provided. When obtaining the Evict script, a Sid parameter must be supplied.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a Analytics SDK cmdlet.

The service instance used to obtain the scripts does not need to be a member of a site or to have had
its database connection configured.

The database scripts support only Microsoft SQL Server, or SQL Server Express, and require Windows
integrated authentication to be used. They can be run using SQL Server’s SQLCMD utility, or by copy-
ing the script into an SQL Server Management Studio (SSMS) query window and executing the query.
If using SSMS, the query must be executed in ‘<SQLCMD mode’.

The ScriptType parameter determines which script is obtained. If ScriptType is not specified, or is
FullDatabase, the script contains:

+ Creation of service schema

+ Creation of database server logon

+ Creation of database user

« Addition of database user to Analytics service roles

If ScriptType is Instance, the returned script contains:

+ Creation of database server logon
+ Creation of database user
« Addition of database user to Analytics service roles

If ScriptType is Evict, the returned script contains:

« Removal of Analytics service instance from database
« Removal of database user

If ScriptType is Login, the returned script contains:
+ Creation of database server logon only

ScriptType Database is deprecated, and FullDatabase should be used instead.
If the service uses two data stores they can exist in the same database.

You do not need to configure a database before using this command.
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Examples
EXAMPLE 1

Gets a script to create the full database schema for the Citrix Analytics Service and copies it to a file
called “C:\AnalyticsSchema.sql”

This script can be used to create the service schema in a database with name “MySiteDB”, which must
already exist, and must not already contain a Analytics service schema.

Get-AnalyticsDBSchema -DatabaseName MyS-iteDB -ServiceGroupName
MyServiceGroup > C:\AnalyticsSchema.sql

EXAMPLE 2

Gets a script to create the appropriate database server logon for the Analytics service. This can be
used when configuring a mirror server for use.

Get-AnalyticsDBSchema -DatabaseName MySiteDB -ScriptType Login > C:\
AnalyticslLogins.sql

Parameters
-DatabaseName

Specifies the name of the database into which the new Analytics service schema is to be placed, or
in which it already exists. The database itself is not created by any of the script types; it must already
exist before the scripts are run.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ServiceGroupName

Specifies the name of the service group to be used when creating the database schema. The service
group is a collection of all the Analytics services that share the same database instance and are con-
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sidered equivalent; that is, all the services within a service group can be used interchangeably.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ScriptType

Specifies the type of database script returned. Available script types are:

FullDatabase

Creates a database schema for the Citrix Analytics Service in

a database instance that does not already contain one. This is used
when creating a new site. DatabaseName and ServiceGroupName are
required parameters for this script type.

Instance

Adds a Analytics Service instance to a database and so to the
associated site. Appropriate database server logons and users are
created to allow the service instance access to the required service
schemas.

Evict

Removes a Analytics Service instance from the database and so

from the site. All reference to the service instance is removed from

the database. DatabaseName and Sid are required parameters for this
script type.

Login

Adds a logon for the Analytics Service instance to a database
server. This is specifically for use when configuring SQL Server

mirroring where the mirror server must have appropriate logons created

for all service instances in the site.
Database

This is deprecated. FullDatabase should be used instead.
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Type: ScriptTypes
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-LocalDatabase

Specifies whether the database script is to be used in a database instance run on the same controller
as other services in the service group. Including this parameter ensures the script creates only the
required permissions for local services to access the database schema for Analytics services. If this
parameter is specified inappropriately, the service instance will not be able to connect to the data-

base.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Sid

Specifies the SID of the controller on which the Analytics Service instance to remove from the database
is running (only valid for a script type of Evict).

Type: String
Position: Named
Default value: None
Required: False

Accept pipeline input: True (ByValue)

© 1997-2026 Citrix Systems, Inc. All rights reserved. 423


https://learn.microsoft.com/en-us/dotnet/api/system.management.automation.switchparameter
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

Accept wildcard characters: False

-DatabaseRights

Specifies the right the database script should expect to be run under. Available rights are:
+ Mixed
Creates a database schema which uses all rights.
+ SysAdmin
Creates a database schema which does the minimum with the SysAdmin (sa) rights.
« DbOwner

Creates a database schema which only needs Database Owner (dbo) rights.
This script expects to be used after the SysAdmin script has been run.

Type: String
Position: Named
Default value: Mixed
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-AzureDatabase

Specifies that the generated schema must be compatible with Azure SQL limits, including not gener-
ating code for logins.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
String

A string containing the required SQL script for applying to a database.

Notes

The scripts returned support Microsoft SQL Server Express Edition, Microsoft SQL Server Standard Edi-
tion, and Microsoft SQL Server Enterprise Edition databases only, and are generated on the assump-
tion that integrated authentication will be used.

If the ScriptType parameteris notincluded or set to ‘FullDatabase’, the full database scriptis returned,
which will:

+ Create the database schema.
+ Create the user and the role (providing the schema does not already exist).
+ Create the logon (providing the schema does not already exist).

If the ScriptType parameter is set to ‘Instance’, the script will:

+ Create the user and the role (providing the schema does not already exist).
« Create the logon (providing the schema does not already exist) and associate it with a user.
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If the ScriptType parameter is set to ‘Login’, the script will:

+ Create the logon (providing the schema does not already exist) and associate it with a
pre-existing user of the same name.

ScriptType value of ‘Database’is deprecated; ‘FullDatabase’should be used instead.

If the LocalDatabase parameter isincluded, the NetworkService account will be added to the list of ac-
counts permitted to access the database. This is required only if the database is run on a controller.

If the command fails, the following errors can be returned:

+ GetSchemasFailed
The database schema could not be found.
« ActiveDirectoryAccountResolutionFailed
The specified Active Directory account or Group could not be found.
+ DatabaseError
An error occurred in the service while attempting a database
« operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the
« service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
« AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the XenDesktop logs.
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Related Links

+ about_AnalyticsAnalyticsSnapin
» Set-AnalyticsDBConnection
» Test-AnalyticsDBConnection

Get-AnalyticsDBVersionChangeScript

April 19,2024

Gets an SQL service schema update script for the Citrix Analytics Service.

Syntax

Get-AnalyticsDBVersionChangeScript
-DatabaseName <String>
-TargetVersion <Version>
[-AzureDatabase]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Gets an SQL script that can be used to update the current Citrix Analytics Service database schema.
An update can be an upgrade or downgrade.

A script can be obtained to update the current service schema to any version that is reachable by ap-
plying available schema update packages that have been uploaded by the Citrix Analytics Service.

Typically, this mechanism is used to update the current service schema to a newer version, however
it can also be used to revert previously applied updates.

The SQL script obtained can be run using SQL Server’s SQLCMD utility, or by copying the script into
an SQL Server Management Studio (SSMS) query window and executing the query. If using SSMS, the
query must be executed in ‘SQLCMD mode’.

The schema update packages used to generate update scripts are stored in the database; because of
this, any Citrix Analytics Service in the site can be used to obtain a schema update script.

The fact that an update package is available in the database does not mean that the update has actu-
ally been applied to the service’s schema. In addition, application of an update does not remove the
associated update packages.
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Take care when using the update scripts. Citrix recommends that where possible service schema up-
grades are performed using Studio rather than manually via the SDK. The database should be backed-
up before an update is attempted. The database script may also require exclusive use of the schema,
in which case all Citrix Analytics Services must be shutdown before applying the update.

Once an update has been applied to the service schema, any existing Citrix Analytics Services that
are incompatible with the updated schema will cease to operate. The service state, as reported by
Get-AnalyticsServiceStatus, provides information about the service compatibility (e.g. DBNewerVer-
sionThanService).

Examples
EXAMPLE 1

Gets an SQL update script to update the current schema to version 7.40.0.0. The resulting up-
date_740.sql script is suitable for direct use with the SQL Server SQLCMD utility.

Supdate = Get-AnalyticsDBVersionChangeScript -DatabaseName MyDb -
TargetVersion 7.40.0.0
Supdate.Script > update_740.sql

Parameters
-DatabaseName

The name of the database containing the Citrix Analytics Service schema to be updated.

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-TargetVersion

Therequired target service schema version of the update. This is the service schema version obtained
after the update script is applied.
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Type: Version
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-AzureDatabase

Indicates that script is to update an Azure database. If this switch is not used when an Azure database
is to be updated, the update will fail when an attempt is made to apply it.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You cannot pipe input into this cmdlet.

Outputs
PSObject

The Get-AnalyticsDBVersionChangeScript cmdlet returns a PSObject containing a script that can be
used to update the Citrix Analytics Service database schema. The object has the following proper-
ties:

« Script
The raw text of the SQL script to apply the update.
« CanUndo

If true, indicates that after the update has been applied, a script to revert from the updated
schema to the schema state prior to the update can be obtained.

Because Get-<#=CmdletPrefix #>DBVersionChangeScript gets only update scriptsrelating to the
current schema version, a script to revert an update can be obtained only after the update has
been applied.

« NeedExclusiveAccess

If true, indicates that the update requires exclusive access to the Citrix <#= ServiceName #> Ser-
vice’s schema while the update is applied; all Citrix <#= ServiceName #> Services must be shut-
down during the update.

Notes

The PSObject returned by this cmdlet contains the following properties:
« Script

The raw text of the SQL script to apply the update, or null in the case when no upgrade path to
the specified target version exists.

« NeedExclusiveAccess

Indicates whether all services in the service group must be shut down during the update or not.
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« CanUndo

Indicates whether the generated script allows the updated schema to be reverted to the state
prior to the update.

Scripts to update the schema version are stored in the database so any service in the service group can
obtain these scripts. Extreme caution should be exercised when using update scripts. Citrix recom-
mends backing up the database before attempting to upgrade the schema. Database update scripts
may require exclusive use of the schema and so may not be able to execute while any Analytics ser-
vices are running. However, this depends on the specific update being carried out.

After a schema update has been carried out, services that require the previous version of the schema
may cease to operate. The ServiceState parameter reported by the Get-AnalyticsServiceStatus
command provides information about service compatibility. For example, if the schema has been
upgraded to a more recent version that a service cannot use, the service reports “DBNewerVersion-
ThanService”.

If the command fails, the following errors can be returned:

* NoOp
The operation was successful but had no effect.
« NoDBConnections
The database connection string for the <#= ServiceName #> Service has not been specified.
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
 DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied

You do not have permission to execute this command.
+ AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError

There was a problem communicating with the remote service.
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+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the XenDesktop logs.

Related Links

+ about_AnalyticsAnalyticsSnapin
» Get-AnalyticsinstalledDBVersion
+ Get-AnalyticsServiceStatus

+ Get-AnalyticsDBSchema

Get-AnalyticsinstalledDBVersion

April 19, 2024

Gets a list of all available database schema versions for the Analytics Service.

Syntax

Get-AnalyticsInstalledDBVersion
[-Upgrade]
[-Downgrade]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Gets the current version number of the Citrix Analytics Service database schema when called with no
parameters.

When called with the -Upgrade parameter, gets the service schema version numbers to which an up-
grade could be performed.

When called with the -Downgrade parameter, gets the service schema version numbers to which a
downgrade could be performed.

The SQL scripts to perform schema upgrades and downgrades can be obtained using the Get-
AnalyticsDBVersionChangeScript cmdlet. Citrix recommends that where possible service schema
upgrades are performed using Studio rather than manually via the SDK.

Only one of the -Upgrade or -Downgrade parameters may be supplied at once.
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Examples
EXAMPLE 1

Gets the current Citrix Analytics Service database schema version number.
Get-AnalyticsInstalledDBVersion

Major Minor Build Revision

EXAMPLE 2

Get the versions of the Analytics Service database schema for which upgrade scripts are supplied.
Get-AnalyticsInstalledDBVersion -Upgrade

Major Minor Build Revision

Parameters
-Upgrade

Specifies that only schema versions to which the current database version can be upgraded should
be returned.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-Downgrade

Specifies that only schema versions to which the current database version can be downgraded should
be returned.
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Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
Version

Get-AnalyticsinstalledDBVersion returns database schema version numbers as requested.

Notes

If the command fails, the following errors can be returned:

« InvalidParameterCombination

Both the Upgrade and Downgrade flags were specified.
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« NoOp
The operation was successful but had no effect.
« NoDBConnections
The database connection string for the Analytics Service has not been specified.
« DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
 DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
« AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links
» about_AnalyticsAnalyticsSnapin

+ Get-AnalyticsDBVersionChangeScript
+ Get-AnalyticsDBSchema

Get-AnalyticsService

April 19, 2024

Gets the service record entries for the Analytics Service.
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Syntax

Get-AnalyticsService

[-Metadata <String>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]

[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]

[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Returns instances of the Analytics Service that the service publishes. The service records contain ac-

count security identifier information that can be used to remove each service from the database.

A database connection for the service is required to use this command.

Examples

EXAMPLE 1

Get all the instances of the Analytics Service running in the current service group.

Get-AnalyticsService

Uid
ServiceHostId
DNSName
MachineName
CurrentState
LastStartTime
LastActivityTime
OSType

OSVersion
ServiceVersion
DatabaseUserName
Sid
ActiveSiteServices

1
aef6f464-flee-4042-a523-66982e0cecd0O
MyServer.company.com

MYSERVER

On

04/04/2011 15:25:38

04/04/2011 15:33:39

: Win32NT

6.1.7600.0

5.1.0.0

NT AUTHORITY\NETWORK SERVICE
S-1-5-21-2316621082-1546847349-2782505528-1165

{

MySiteServicel, MySiteService2... }
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Parameters
-Metadata

Gets records with matching metadata entries.

The value being compared with is a concatenation of the key name, a colon, and the value. For ex-

*99

ample: -Metadata “abc:x*”matches records with a metadata entry having a key name of “abc”and a

value starting with the letter “x”.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_Analytics_Filtering for details.
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Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.

Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_Analytics_Filtering for de-

tails.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
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Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.Analytics.Sdk.Service

The Get-AnalyticsServicelnstance command returns an object containing the following properties.

+ Uid <Integer>

Specifies the unique identifier for the service in the group. The unique identifier is an index
number.

+ ServiceHostld <Guid>

Specifies the unique identifier for the service instance.
+ DNSName <String>

Specifies the domain name of the host on which the service runs.
+ MachineName <String>

Specifies the short name of the host on which the service runs.
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+ CurrentState <Citrix.Fma.Sdk.ServiceCore.ServiceState>

Specifies whether the service is running, started but inactive, stopped, or failed.
« LastStartTime <DateTime>

Specifies the date and time at which the service was last restarted.
« LastActivityTime <DateTime>

Specifies the date and time at which the service was last stopped or restarted.
« OSType

Specifies the operating system installed on the host on which the service runs.
+ OSVersion

Specifies the version of the operating system installed on the host on which the service runs.
+ ServiceVersion

Specifies the version number of the service instance. The version number is a string that reflects
the full build version of the service.

« DatabaseUserName <string>

Specifies the Active Directory account name with permissions to access the database for this
service instance. This will be either the machine account or, if the database is running on a
controller, the NetworkService account.

+ Sid <string>

Specifies the Active Directory account security identifier for the machine on which the service
instance is running.

« ActiveSiteServices <string[]>

Specifies the names of active site services currently running in the service. Site services are
components that perform long-running background processing in some services. This field is
empty for services that do not contain site services.

Notes

If the command fails, the following errors can be returned:
« UnknownObiject
One of the specified objects was not found.
« PartialData

Only a subset of the available data was returned.
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« InvalidFilter
Afiltering expression was supplied that could not be interpreted for this cmdlet.
« CouldNotQueryDatabase
The query required to get the database was not defined.
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AnalyticsAnalyticsSnapin

Get-AnalyticsServiceAddedCapability

April 19, 2024

Gets any added capabilities for the Analytics Service on the controller.
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Syntax

Get-AnalyticsServiceAddedCapability
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Enables updates to the Analytics Service on the controller to be detected.

There is no requirement for a database connection to be configured in order for this command to be
used.

Examples
EXAMPLE 1

Get the added capabilities of the Analytics Service.

Get-AnalyticsServiceAddedCapability

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.
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Outputs
String

Comma separated string containing added capabilities.

Notes

If the command fails, the following errors can be returned:

+ DatabaseError

An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied

You do not have permission to execute this command.
+ AuthorizationError

There was a problem communicating with the Citrix Delegated
+ Administration Service.
« CommunicationError

There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AnalyticsAnalyticsSnapin
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Get-AnalyticsServicelnstance

April 19, 2024

Gets the service instance entries for the Analytics Service.

Syntax

Get-AnalyticsServicelnstance
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Returns service interfaces published by instances of the Analytics Service. Each instance of a service
publishes multiple interfaces with distinct interface types, and each of these interfaces is represented
as a Servicelnstance object. Service instances can be used to register the service with a Central Con-
figuration Service so that other services can locate the functionality.

You do not need to configure a database connection to use this command.

Examples
EXAMPLE 1

Get all instances of the Analytics Service running on the specified machine. For remote services, use
the AdminAddress parameter to define the service for which the interfaces are required. If the Admi-
nAddress parameter has not been specified for the runspace, service instances running on the local
machine are returned.

Get-AnalyticsServicelnstance

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.Analytics.Sdk.Servicelnstance

The Get-AnalyticsServicelnstance command returns an object containing the following properties.

« ServiceGroupUid <Guid>

Specifies the unique identifier for the service group of which the service is a member.
+ ServiceGroupName <String>

Specifies the name of the service group of which the service is a member.
« ServicelnstanceUID <Guid>

Specifies the unique identifier for registered service instances, which are service instances held
by and obtained from a Central Configuration Service. Unregistered service instances do not
have unique identifiers.

+ ServiceType <String>

Specifies the service instance type. For this service, the service instance type is always <#=
CmdletPrefix #>.

« Address

Specifies the address of the service instance. The address can be used to access the service and,
when registered in the Central Configuration Service, can be used by other services to access the
service.

+ Binding

Specifies the binding type that must be used to communicate with the service instance. In this
release of Citrix Virtual Apps and Desktops, the binding type is always ‘wcf_HTTP_kerb’. This
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indicates that the service provides a Windows Communication Foundation endpoint that uses
HTTP binding with integrated authentication.

« Version

Specifies the version of the service instance. The version number is used to ensure that the
correct versions of the services are used for communications.

+ ServiceAccount <String>

Specifies the Active Directory account name for the machine on which the service instance is
running. The account name is used to provide information about the permissions required for
interservice communications.

+ ServiceAccountSid <String>

Specifies the Active Directory account security identifier for the machine on which the service
instance is running.

+ InterfaceType <String>

Specifies the interface type. Each service can provide multiple service instances, each for a dif-
ferent purpose, and the interface defines the purpose. Available interfaces are:

« SDK - for PowerShell operations
« InterService - for operations between different services
« Peer - for communications between services of the same type

+ Metadata <Citrix.Analytics.Sdk.Metadata[]>

The collection of metadata associated with registered service instances, which are service in-
stances held by and obtained from a Central Configuration Service. Metadata is not stored for
unregistered service instances.

Notes

If the command fails, the following errors can be returned:

+ DatabaseError

An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
 DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.
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+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
» ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AnalyticsAnalyticsSnapin
« Get-AnalyticsServiceStatus
+ Reset-AnalyticsServiceGroupMembership

Get-AnalyticsServiceStatus

April 19, 2024

Gets the current status of the Analytics Service on the controller.

Syntax

Get-AnalyticsServiceStatus
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Enables the status of the Analytics Service on the controller to be determined. If the service has multi-
ple data stores it will return the overall state as an aggregate of all the data store states. For example,
if the site data store status is OK and the secondary data store status is DBUnconfigured then it will
return DBUnconfigured.

Before using this cmdlet, you don’t have to configure the database connection for the Service.
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Examples
EXAMPLE 1

Get the current status of the Analytics Service.
Get-AnalyticsServiceStatus

ServiceStatus ExtralInfo

DBUnconfigured {
.}

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.Fma.Sdk.Utilities.Service.ServiceStatusinfo

The Get-AnalyticsServiceStatus cmdlet returns an object containing the status of the Analytics Service
together with extra diagnostics information.

+ DBUnconfigured

The Analytics Service does not have a database connection configured.
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+ DBRejectedConnection

The database rejected the logon attempt from the Analytics Service. This may be because the
service attempted to log on with invalid credentials or because a database has not been in-
stalled in the specified location.

+ InvalidDBConfigured

The expected stored procedures are missing from the database. This may be because the Ana-
lytics Service schema has not been added to the database.

+ DBNotFound
The specified database could not be located with the configured connection string.
+ DBMissingOptionalFeature

The Analytics is connected to a database that is valid, but it does not have the full functionality
required for optimal performance. Upgrading the database is advisable.

+ DBMissingMandatoryFeature

The Analytics is connected to a database that is valid, but it does not have the full functionality
required so the Analytics cannot function. Upgrading the database is required.

« DBNewerVersionThanService

The version of the Analytics Service currently in use is incompatible with the version of the Ana-
lytics Service schema on the database. Upgrade the Analytics Service to a more recent version.

« DBOlderVersionThanService

The version of the Analytics Service schema on the database isincompatible with the version of
the Analytics Service currently in use. Upgrade the database schema to a more recent version.

+ DBVersionChangelnProgress

A database schema upgrade is currently in progress.
+ OK

The Analytics Service is running and is connected to a database containing a valid schema.
+ PendingFailure

Connectivity between the Analytics Service and the database has been lost. This may be a tran-
sitory network error, but may indicate a loss of connectivity that requires administrator inter-
vention.

« Failed

Connectivity between the Analytics and the database has been lost for an extended period of
time, or has failed due to a configuration problem. The Analytics service cannot operate while
its connection to the database is unavailable.
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« Unknown

The service status cannot be determined.

Notes

If the command fails, the following errors can be returned:

+ DatabaseError

An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

» about_AnalyticsAnalyticsSnapin
+ Set-AnalyticsDBConnection

+ Test-AnalyticsDBConnection

» Get-AnalyticsDBConnection

» Get-AnalyticsDBSchema
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Get-AnalyticsSite

April 19, 2024

This cmdlet returns the site configuration for the Analytics Service/Customer Experience Improve-
ment Program. Details are available at http://more.citrix.com/XD-CEIP

Syntax

Get-AnalyticsSite
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The configuration will be contained in the Site object that is returned. The Site object has two prop-
erties, Enabled, and DataDefinitionVersion. If Enabled is True, then site is participating in the Citrix
Experience Improvement Program.

Examples
EXAMPLE 1

This retrieves the Analytics Site configuration.

Get-AnalyticsSite

DataDefinitionVersion Enabled
1.0.0 False
Parameters

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 452


http://more.citrix.com/XD-CEIP
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/about_CitrixCommonParameters.html

Citrix Virtual Apps and Desktops 2402 SDK

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.Analytics.Sdk.Site

The site object with configuration properties.

Related Links

+ about_AnalyticsAnalyticsSnapin

Import-AnalyticsDataDefinition

April 19, 2024

This imports a new data definition file for the Analytics Service/Customer Experience Improvement
Program.

Syntax

Import-AnalyticsDataDefinition
-DataDefinition <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

The DataDefinition file defines what data should be collected and sent to Citrix. Only Citrix signed
DataDefinition files can be imported. An error occurs if the file is not signed properly.

Examples
EXAMPLE 1

This imports a new DataDefinition file.

Import-AnalyticsDataDefinition -DataDefinition c:\SignedDataDefinition.
xml

Parameters
-DataDefinition

The path to a new DataDefinition file

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
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Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Related Links

+ about_AnalyticsAnalyticsSnapin

Remove-AnalyticsServiceMetadata

April 19, 2024

Removes metadata from the given Service.
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Syntax

Remove-AnalyticsServiceMetadata
[-ServiceHostId] <Guid>
-Name <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AnalyticsServiceMetadata
[-ServiceHostId] <Guid>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AnalyticsServiceMetadata
[-InputObject] <Servicel[]>
-Name <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Remove-AnalyticsServiceMetadata
[-InputObject] <Servicel[]>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Provides the ability to remove metadata from the given Analytics Service.

Examples
EXAMPLE 1

Remove all metadata from all Service objects.

Get-AnalyticsService % {
Remove-AnalyticsServiceMetadata -Map $_.MetadataMap

© 1997-2026 Citrix Systems, Inc. All rights reserved.

456



Citrix Virtual Apps and Desktops 2402 SDK

Parameters
-ServiceHostld

Id of the Analytics Service

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-InputObject

Guid
2
None

True

True (ByPropertyName, ByValue)

False

Analytics service objects from which metadata is to be removed.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

The metadata property to remove.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Service[]

2

None

True

True (ByValue)

False

String
Named
None
True

False
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Accept wildcard characters: False

-Map

Specifies a dictionary of (name, value)-pairs for the properties. This can be either a hashtable (cre-
ated with @{“namel”=“vall”; “name2”=“val2”}) or a string dictionary (created with new-object “Sys-
tem.Collections.Generic.Dictionary[String,String]”). The properties whose names match keys in the
map will be removed.

Type: PSObject
Position: Named
Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Notes

If the command fails, the following errors can be returned:

InvalidParameterCombination

The cmdlet parameters are inconsistent.
« UnknownObiject
One of the specified objects was not found.
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
» DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

« PermissionDenied

You do not have permission to execute this command.
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AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
« ConfigurationLoggingError

The operation could not be performed because of a configuration logging error.
« CommunicationError

There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AnalyticsAnalyticsSnapin
» Set-AnalyticsServiceMetadata

Reset-AnalyticsEnabledFeaturelList

April 19,2024

Refreshes the Analytics service’s list of enabled features.

Syntax

Reset-AnalyticsEnabledFeaturelList
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Synchronizes the currently selected Citrix Analytics Service instance’s list of enabled features with
that held by the Central Configuration Service.

By default toggling site features on or off can take up to 10 minutes to propagate to all services in the
site. However, after a toggle is changed, if this cmdlet is run for each service instance in the site the
changes propagate effectively immediately.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 460


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/Analytics/about_AnalyticsAnalyticsSnapIn.html
https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/Analytics/Set-AnalyticsServiceMetadata.html

Citrix Virtual Apps and Desktops 2402 SDK

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a Analytics SDK cmdlet.

Examples
EXAMPLE 1

Refreshes the selected Analytics service instance’s list of enabled features.

Reset-AnalyticsEnabledFeaturelList

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.
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Related Links

Reset-AnalyticsServiceGroupMembership

April 19, 2024

Reloads the access permissions and configuration service locations for the Analytics Service.

Syntax

Reset-AnalyticsServiceGroupMembership
[-ConfigServicelnstance] <Servicelnstance[]>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Reloads the access permissions and configuration service locations for the Analytics Service.

The Reset-AnalyticsServiceGroupMembership cmdlet must be run on at least one instance of the ser-
vice type (Analytics) after installation and registration with the configuration service. Without this op-
eration, the Analytics services will be unable to communicate with other services in the Citrix Virtual
Apps and Desktops deployment.

When the cmdlet is run, the services are updated when additional services are added to the deploy-
ment, provided that the configuration serviceis not stopped. The Reset-AnalyticsServiceGroupMembership
command can be run again to refresh this information if automatic updates do not occur when new
services are added to the deployment.

If more than one configuration service instance is passed to the command, thefirstinstance that meets
the expected service type requirements is used.

Examples
EXAMPLE 1

Reset the service group membership for a service in a deployment where the configuration service is
configured and running on the same machine as the service.

Get-ConfigRegisteredServiceInstance -ServiceType Config | Reset-
AnalyticsServiceGroupMembership
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EXAMPLE 2

Reset the service group membership for a service in a deployment where the configuration service
that is configured and running on a machine named ‘OtherServer.example.com’.

Get-ConfigRegisterdServiceInstance -ServiceType Config -AdminAddress
OtherServer.example.com | Reset-AnalyticsServiceGroupmembership

Parameters
-ConfigServicelnstance

Specifies the configuration service instance object that represents the service instance for the type
‘InterService’that references a configuration service for the deployment.

Type: Servicelnstance|]
Position: 2

Default value: LocalHost
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
Citrix.Analytics.Sdk.Servicelnstance[]

Service instances containing a Servicelnstance object that refers to the Central Configuration Service
interservice interface can be piped to the Reset-AnalyticsServiceGroupMembership command.

Outputs
Citrix.Analytics.Sdk.Servicelnstance

Reset-AnalyticsServiceGroupMembership returns opaque objects containing Configuration Service in-
stances that are used by the Analytics Service instance.

Notes

If the command fails, the following errors can be returned:

« NoSuitableServicelnstance

None of the supplied service instance objects were suitable for resetting service group member-
ship.

« DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured

The operation could not be completed because the database for the service is not configured.
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DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
+ ConfigurationLoggingError
The operation could not be performed because of a configuration logging error.
« CommunicationError
There was a problem communicating with the remote service.
» ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AnalyticsAnalyticsSnapin
« Get-AnalyticsServicelnstance
« Get-AnalyticsServiceStatus

Set-AnalyticsDBConnection

April 19, 2024

Configures a database connection for the Analytics Service.

Syntax

Set-AnalyticsDBConnection
[-DBConnection] <String>
[-Force]

[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description
Specifies the database connection string for use by the currently selected Citrix Analytics Service in-
stance.

The service records the connection string and attempts to contact the specified database. If the data-
base cannot initially be contacted the service retries the connection at intervals until contact with the
database is successfully established.

Is is not possible to set a new database connection string for the service if one is already recorded.
The connection string must first be set to $null. This action causes the service to reset and return to
its idle state, at which point a new connection string can be set.

When a database connection string is successfully set for the service, a status of OK is returned by the
cmdlet. If the database connection string is set to $null, a DBUnconfigured status is returned.

A syntactically invalid connection string is not recorded.

Only use of Windows authentication within the connection string is supported; a connection string
containing SQL authentication credentials is always rejected as invalid.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a Analytics SDK cmdlet.

Examples
EXAMPLE 1

Configures the service instance to use a database called XDDB on an SQL Server Express database
running on the machine called dbserver. Integrated Windows authentication is required.

Set-AnalyticsDBConnection "Server=dbserver\SQLEXPRESS;Database=XDDB;
Trusted_Connection=True"

EXAMPLE 2

Resets the service instance’s database connection string. The service instance resets and returns to
an idle state until a valid new database connection string is specified.

Set-AnalyticsDBConnection -DBConnection $null
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Parameters
-DBConnection

Specifies the database connection string to be used by the Analytics Service. Passingin Snull will clear
any existing database connection configured.

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Force

If present, allows the local administrator to set the connection string to null when there are problems
contacting the database or other services.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
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Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
Citrix.Fma.Sdk.Utilities.Service.ServiceStatusinfo

The Set-AnalyticsDBConnection cmdlet returns an object describing the status of the Analytics Service
together with extra diagnostics information. Possible values are:

+ OK

The Analytics Service instance is configured with a valid database and service schema. The ser-
vice is operational.

+ DBUnconfigured

No database connection string is set for the Analytics Service instance.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 468


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/about_CitrixCommonParameters.html
http://go.microsoft.com/fwlink/?LinkID=113216

Citrix Virtual Apps and Desktops 2402 SDK

+ DBRejectedConnection

The database rejected the logon attempt from the Analytics Service. This may be because the
service attempted to log on with invalid credentials or because a database has not been in-
stalled in the specified location.

+ InvalidDBConfigured

The specified database does not exist, is not visible to the Analytics Service instance, or the
service’s schema within the database is invalid.

+ DBNotFound
The specified database could not be located with the configured connection string.
+ DBNewerVersionThanService

The version of the Analytics Service currently in use is newer than, and incompatible with, the
version of the Analytics Service schema on the database. Upgrade the Analytics Service to a
more recent version.

« DBOlderVersionThanService

The version of the Analytics Service schema on the database is newer than, and incompatible
with, the version of the Analytics Service currently in use. Upgrade the database schema to a
more recent version.

+ DBVersionChangelnProgress
A database schema upgrade is in progress.
+ PendingFailure

Connectivity between the Analytics Service instance and the database has been lost. This may
be a transitory network error, but may indicate a loss of connectivity that requires administrator
intervention.

+ Failed

Connectivity between the Analytics Service instance and the database has been lost for an ex-
tended period of time, or has failed due to a configuration problem. The service instance cannot
operate while its connection to the database is unavailable.

+ Unknown
The status of the Analytics Service cannot be determined.

Notes

If the command fails, the following errors can be returned:
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InvalidDBConnectionString
The database connection string has an invalid format.
+ DatabaseConnectionDetailsAlreadyConfigured

There was already a database connection configured. After a configuration is set, it can only be
set to $null.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
+ ConfigurationLoggingError
The operation could not be performed because of a configuration logging error.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links
» about_AnalyticsAnalyticsSnapin
» Get-AnalyticsServiceStatus

+ Get-AnalyticsDBConnection
« Test-AnalyticsDBConnection

Set-AnalyticsDBCredentials

April 19, 2024

Configures the database server SQL credentials for the Analytics Service.

Syntax
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Set-AnalyticsDBCredentials
[-Credentials] <PSCredential>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AnalyticsDBCredentials
[-Login] <String>
[-Password] <SecureString>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Specifies SQL credentials to be used by the currently selected Citrix Analytics Service instance to au-
thenticate with the database server. By default Windows authentication is used and no SQL creden-
tials are required.

If used, SQL credentials must be specified before the service’s schemais obtained and created, and be-
fore the database connection string is set. The credentials must also be specified for each additional
Analytics Service prior to it being added to the site.

If the database connection string is already set and Windows authentication isin use, it is not possible
to specify SQL credentials, however, if SQL credentials are already in use then they can be changed.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a Analytics SDK cmdlet.

Examples
EXAMPLE 1

Prompts for SQL credentials and sets them for use by the current service instance.

Set-AnalyticsDBCredentials

EXAMPLE 2

Prompts for SQL credentials and sets them for use by the current service instance. This form is useful
where the same credentials are being used multiple times.

$sqlCred = Get-Credential
Set-AnalyticsDBCredentials $sqlCred
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EXAMPLE 3

Sets the SQL credentials to the explicitly specified login and password values.

$password = ConvertTo-SecureString 'PEssWOrd' -AsPlainText -Force
Set-AnalyticsDBCredentials 'CvadLogin' $password

EXAMPLE 4

Clears previously set SQL credentials and reverts to use of the default Windows authentication. This
can only be done if no connection string is set.

Set-AnalyticsDBCredentials $null

Parameters
-Credentials

A PSCredential object containing the SQL credentials to be used. This can be created using the Get-
Credential cmdlet. The credentials required are the SQL server login and its associated password.

Type: PSCredential
Position: 2

Default value: None
Required: True

Accept pipeline input: False

Accept wildcard characters: False

-Login

The SQL login to be used for SQL authentication.

Type: String
Position: 2
Default value: None
Required: True
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Accept pipeline input: False
Accept wildcard characters: False
-Password

The password to be used for SQL authentication.

Type: SecureString
Position: 3

Default value: None
Required: True

Accept pipeline input: False

Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Related Links

» Get-AnalyticsDBSchema
« Set-AnalyticsDBConnection
+ Get-Credential

Set-AnalyticsServiceMetadata

April 19,2024

Adds or updates metadata on the given Service.

Syntax

Set-AnalyticsServiceMetadata
[-ServiceHostId] <Guid>
-Name <String>
-Value <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Set-AnalyticsServiceMetadata
[-ServiceHostId] <Guid>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AnalyticsServiceMetadata
[-InputObject] <Servicel[]>
-Name <String>
-Value <String>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Set-AnalyticsServiceMetadata
[-InputObject] <Servicel[]>
-Map <PSObject>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Allows you to store additional custom data against given Analytics Service objects.

Examples
EXAMPLE 1

Add metadata with a name of ‘property’and a value of ‘value’to the Service with the identifier
‘4CECC26E-48E1-423F-A1F0-2A06DDD0805C’.

Set-AnalyticsServiceMetadata -ServiceHostId 4CECC26E-48E1-423F-A1F0-2
AO6DDDO80O5C —-Name property -Value value

Key Value
property value
Parameters

-ServiceHostld

Id of the Service

© 1997-2026 Citrix Systems, Inc. All rights reserved. 475



Citrix Virtual Apps and Desktops 2402 SDK

Type: Guid

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-InputObject

Analytics service objects to which metadata is to be added.

Type: Service[]
Position: 2

Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False

-Name

Specifies the property name of the metadata to be added. The property must be unique for the Service
specified. The property cannot contain any of the following characters \/;:#.X?7=<>|[]()"”

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
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-Value

Specifies the value for the property.

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Map

Specifies a dictionary of (name, value)-pairs for the properties. This can either be a hashtable (cre-
ated with @{“namel”=“vall”; “name2”=“val2”}) or a string dictionary (created with new-object “Sys-
tem.Collections.Generic.Dictionary[String,String]”).

Type: PSObject
Position: Named
Default value: None
Required: True

Accept pipeline input: True (ByValue)
Accept wildcard characters: False
-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
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Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
System.Collections.Generic.Dictionary[String,String]

Set-AnalyticsServiceMetadata returns a dictionary containing the new (name, value)-pairs.

+ Key <string>
Specifies the name of the property.
+ Value <string>

Specifies the value for the property.

Notes

If the command fails, the following errors can be returned:
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InvalidParameterCombination
The cmdlet parameters are inconsistent.
+ UnknownObject
One of the specified objects was not found.
+ DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
+ ConfigurationLoggingError
The operation could not be performed because of a configuration logging error.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AnalyticsAnalyticsSnapin
+ Remove-AnalyticsServiceMetadata

Set-AnalyticsSite

April 19,2024
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This sets the site configuration for the Analytics Service/Customer Experience Improvement Program.
Details are available at http://more.citrix.com/XD-CEIP

Syntax

Set-AnalyticsSite
[-Enabled <Boolean>]
[-NewSite <Site>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Use this cmdlet to opt-in to the Citrix Experience Improvement Program. For advanced users it can
also take a new Citrix.Analytics.Sdk.Site object using the -NewSite parameter.

Examples
EXAMPLE 1

This enables the Citrix Experience Improvement Program. To disable use $false instead.

Set-AnalyticsSite -Enabled $true

Parameters
-Enabled

This enables or disables the Citrix Experience Improvement Program functionality.

Type: Boolean
Position: Named
Default value: True
Required: False
Accept pipeline input: False
Accept wildcard characters: False

© 1997-2026 Citrix Systems, Inc. All rights reserved. 480


http://more.citrix.com/XD-CEIP
https://learn.microsoft.com/en-us/dotnet/api/system.boolean

Citrix Virtual Apps and Desktops 2402 SDK

-NewsSite

New site object, if you wish to supply the a whole Site object.

Type: Site
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
None

By default, this cmdlet returns no output.

Related Links

+ about_AnalyticsAnalyticsSnapin

Test-AnalyticsDBConnection

April 19,2024

Tests whether a database is suitable for use by the Citrix Analytics Service.

Syntax

Test-AnalyticsDBConnection
[-DBConnection] <String>
[-LoggingId <Guid>]

[<CitrixCommonParameters>]

[<CommonParameters>]

Test-AnalyticsDBConnection
[-DBConnection] <String>

[-Credentials] <PSCredential>

[-LoggingId <Guid>]

[<CitrixCommonParameters>]

[<CommonParameters>]

Test-AnalyticsDBConnection
[-DBConnection] <String>
[-Login] <String>

[-Password] <SecureString>

[-LoggingId <Guid>]
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[<CitrixCommonParameters>]
[<CommonParameters>]

Description
Tests whether the database specified in the given connection string is suitable for use by the currently
selected Citrix Analytics Service instance.

The service attempts to contact the specified database and returns a status indicating whether the
database is both contactable and usable. The test does not impact any currently established connec-
tion from the service instance to another database in any way. The tested connection string is not
recorded.

Only use of Windows authentication within the connection string is supported; a connection string
containing SQL authentication credentials is always rejected as invalid.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a Analytics SDK cmdlet.

Examples
EXAMPLE 1

Tests whether the service instance could use a database called XDDB on an SQL Server Express data-
base running on the machine called dbserver. Integrated Windows authentication is required.

Test-AnalyticsDBConnection "Server=dbserver\SQLEXPRESS;Database=XDDB;
Trusted_Connection=True"

Parameters
-DBConnection

Specifies the database connection string to be tested by the currently selected Citrix Analytics Service

instance.

Type: String
Position: 1
Default value: None
Required: True
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Accept pipeline input: False

Accept wildcard characters: False

-Credentials

If using SQL authentication, a PSCredential object containing the SQL credentials to be used. This
can be created using the Get-Credential cmdlet. The credentials required are the SQL server login
and its associated password. By default Windows authentication is used and no credentials need to

be specified.

Type: PSCredential
Position: 2

Default value: None
Required: True

Accept pipeline input: False

Accept wildcard characters: False

-Login

If using SQL authentication, the SQL server login to use. By default Windows authentication is used
and no login needs to be specified.

Type: String
Position: 2
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-Password

If using SQL authentication, the SQL server password to use. By default Windows authentication is
used and no password needs to be specified.
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Type: SecureString
Position: 3

Default value: None
Required: True

Accept pipeline input: False

Accept wildcard characters: False
-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.Fma.Sdk.Utilities.Service.ServiceStatusinfo

The Test-AnalyticsDBConnection cmdlet returns an object describing the status of the selected
Analytics Service instance that would result if the connection string were used with the Set-
AnalyticsDBConnection cmdlet together with extra diagnostics information for the specified
connection string. The actual current status of the service is not changed. Possible diagnostic values
are:

+ OK

The Set-AnalyticsDBConnection command would succeed if it were executed with the supplied
connection string.

+ DBUnconfigured
No database connection string is set for the Analytics Service instance.
+ DBRejectedConnection

The database rejected the logon attempt from the Analytics Service. This may be because the
service attempted to log on with invalid credentials or because a database has not been in-
stalled in the specified location.

+ InvalidDBConfigured

The specified database does not exist, is not visible to the Analytics Service instance, or the
service’s schema within the database is invalid.

+ DBNotFound
The specified database could not be located with the configured connection string.
+ DBNewerVersionThanService

The version of the Analytics Service currently in use is newer than, and incompatible with, the
version of the Analytics Service schema on the database. Upgrade the Analytics Service to a
more recent version.

« DBOlderVersionThanService
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The version of the Analytics Service schema on the database is newer than, and incompatible
with, the version of the Analytics Service currently in use. Upgrade the database schema to a
more recent version.

« DBVersionChangelnProgress
A database schema upgrade is in progress.
+ PendingFailure

Connectivity between the Analytics Service instance and the database has been lost. This may
be a transitory network error, but may indicate a loss of connectivity that requires administrator
intervention.

« Failed

Connectivity between the Analytics Service instance and the database has been lost for an ex-
tended period of time, or has failed due to a configuration problem. The service instance cannot
operate while its connection to the database is unavailable.

« Unknown

The status of the Analytics Service cannot be determined.

Notes

If the command fails, the following errors can be returned:

+ InvalidDBConnectionString
The database connection string has an invalid format.
+ DatabaseConnectionDetailsAlreadyConfigured

There was already a database connection configured. After a configuration is set, it can only be
set to $null.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
+ ConfigurationLoggingError
The operation could not be performed because of a configuration logging error.
« CommunicationError

There was a problem communicating with the remote service.
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+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AnalyticsAnalyticsSnapin
» Get-AnalyticsServiceStatus

+ Get-AnalyticsDBConnection

+ Set-AnalyticsDBConnection

about_AppLibAppLibrarySnapin

April 19, 2024

Topic

about_AppLibAppLibrarySnapin

Short Description

This service short description

Command Prefix

All commands in this snap-in have the noun prefixed with ‘AppLib’.

Long Description

This service long description

about_AppLibAppLibrarySnapin

April 19,2024
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Topic

about_AppLibAppLibrarySnapin

Short Description

This service short description

Command Prefix

All commands in this snap-in have the noun prefixed with ‘AppLib’.

Long Description

This service long description

about_AppLib_Filtering

April 19, 2024

Topic

XenDesktop - Advanced Dataset Filtering

Short Description

Describes the common filtering options for XenDesktop cmdlets.

Long Description

Some cmdlets operate on large quantities of data and, to reduce the
overhead of sending all of that data over the network, many of the Get-
cmdlets support server-side filtering of the results.

The conventional way of filtering results in PowerShell is to pipeline
them into Where-Object, Select-Object, and Sort-Object, for example:
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Get-<Noun> | Where {
$_.Size = 'Small' }
| Sort 'Date' | Select -First 10

However, for most XenDesktop cmdlets the data is stored remotely and it
would be slow and inefficient to retrieve large amounts of data over the
network and then discard most of it. Instead, many of the Get- cmdlets
provide filtering parameters that allow results to be processed

on the server, returning only the required results.

You can filter results by most object properties using parameters
derived from the property name. You can also sort results or limit them
to a specified number of records:

Get-<Noun> -Size 'Small' -SortBy 'Date' -MaxRecordCount 10
You can express more complex filter conditions using a syntax and set of
operators very similar to those used by PowerShell expressions.
Those cmdlets that support filtering have the following common parameters:
-MaxRecordCount <int>

Specifies the maximum number of results to return.
For example, to return only the first nine results use:

Get-<Noun> -MaxRecordCount 9

If not specified, only the first 250 records are returned, and if more
are available, a warning is produced:

WARNING: Only first 250 records returned. Use -MaxRecordCount to
retrieve more.

You can suppress this warning by using -WarningAction or by specifying
a value for -MaxRecordCount.

Based on the use case, you can filter results or separate results into multiple pages. You may also use
both approaches together.

-ReturnTotalRecordCount [<SwitchParameter>]

When specified, this causes the cmdlet to output an error record
containing the number of records available. This error record is
additional information and does not affect the objects written to the
output pipeline. For example:

# ReturnTotalRecord example
Get-<Noun> -MaxRecordCount 9 -ReturnTotalRecordCount
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Get-<Noun> : Returned 9 of 10 items

At line:1 char:18

+ Get-<Noun> <<<< -MaxRecordCount 9 -ReturnTotalRecordCount

+ CategoryInfo : OperationStopped: (:) [Get-<Noun>],
PartialDataException

+ FullyQualifiedErrorId : PartialData,Citrix.<SDKName>.SDK.Get<Noun>

The count can be accessed using the TotalAvailableResultCount property:
Scount = $Serror[0].TotalAvailableResultCount
-Skip <int>

Skips the specified number of records before returning results.
Also reduces the count returned by -ReturnTotalRecordCount.

-SortBy <string>

Sorts the results by the specified list of properties. The listis a

set of property names separated by commas, semi-colons, or spaces.
Optionally, prefix each name with a + or - to indicate ascending or
descending order, respectively. Ascending order is assumed if no
prefix is present.

Sorting occurs before -MaxRecordCount and -Skip parameters are
applied. For example, to sort by Name and then by Count (largest first)
use:

-SortBy ‘Name,-Count’

By default, sorting by an enumeration property uses the numeric value
of the elements. You can specify a different sort order by qualifying
the name with an ordered list of elements or their numeric values,

or <null> to indicate the placement of null values.

Elements not mentioned are placed at the end in their numeric order.
For example, to sort by two different enums and then by the object id:

-SortBy ‘MyState(StateC,<null>,StateA,StateB),Another(0,3,2,1),Id’
-Filter <String>

This parameter lets you specify advanced filter expressions, and
supports combination of conditions with -and and -or, and grouping
with braces. For example:

Get-<Noun> -Filter 'Name -1like "High*" -or (Priority -eq 1 -and
Severity -ge 2)'

© 1997-2026 Citrix Systems, Inc. All rights reserved. 491



Citrix Virtual Apps and Desktops 2402 SDK

The syntax is close enough to PowerShell syntax that you can use
script blocks in most cases. This can be easier to read as it reduces
quoting:

Get-<Noun> -Filter {
Count -ne Snull }

The full -Filter syntax is provided below.

Examples

Filtering by strings performs a case-insensitive wildcard match.
Separate parameters are combined with an implicit -and operator.
Normal PowerShell quoting rules apply, so you can use single or double
quotes, and omit the quotes altogether for many strings. The order of
parameters does not make any difference. The following are equivalent:

Get-<Noun> -Company Citrix —-Product Xenx
Get-<Noun> -Company "citrix" -Product '[X]JENx*'
Get-<Noun> -Product "Xen*" -Company "CITRIX"
Get-<Noun> -Filter {

Company -eq 'Citrix' -and Product -like 'Xenx' }

See about_Quoting_Rules and about_Wildcards for details about PowerShell
handling of quotes and wildcards.

To avoid wildcard matching or include quote characters, you can escape
the wildcards using the normal PowerShell escape mechanisms (see
about_Special_Characters), or switch to a filter expression and the -eq
operator:

# Escape examples
Get-<Noun> -Company "Abc[*]" # Matches Abcx
Get-<Noun> -Company "Abc™ x" # Matches Abcx
Get-<Noun> -Filter {

Company -eq "Abcx" }

# Matches Abcx

Get-<Noun> -Filter {

Company -eq "A'"B 'C" }

# Matches A"B'C

Simple filtering by numbers, booleans, and TimeSpans perform direct
equality comparisons, although if the value is nullable you can also
search for null values. Here are some examples:

# Simple filtering examples
Get-<Noun> -Uid 123
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Get-<Noun> -Enabled Strue
Get-<Noun> -Duration 1:30:40
Get-<Noun> -NullableProperty $null

More comparisons are possible using advanced filtering with -Filter:

Get-<Noun> -Filter 'Capacity —-ge 10gb'
Get-<Noun> -Filter 'Age -ge 20 -and Age -1t 40'
Get-<Noun> -Filter 'VolumelLevel -like "[123]"'
Get-<Noun> -Filter 'Enabled -ne $false'
Get-<Noun> -Filter 'NullableProperty -ne $null'

You can check boolean values without an explicit comparison operator,
and you can also combine them with -not:

Get-<Noun> -Filter 'Enabled' # Equivalent to 'Enabled -eq $true'
Get-<Noun> -Filter '-not Enabled' # Equivalent to 'Enabled -eq $false'

See about_Comparison_Operators for an explanation of the operators, but
note that only a subset of PowerShell operators are supported (-eq, -ne,
-gt, -ge, -lt, -le, -like, -notlike, -in, -notin, -contains, -notcontains).

Enumeration values can either be specified using typed values or the
string name of the enumeration value:

Get-<Noun> -Shape [Shapes]::Square
Get-<Noun> -Shape Circle

With filter expressions, typed values can be specified with simple
variables or quoted strings. They also support enumerations with wildcards:

$s=[Shapes]::Square
Get-<Noun> -Filter { Shape -eq $s -or Shape -eq “Circle™}
Get-<Noun> -Filter { Shape -like ‘C*’}

By their nature, floating point values, DateTime values, and TimeSpan

values are best suited to relative comparisons rather than just equality.
DateTime strings are converted using the locale and time zone of the user
device, but you can use 1ISO8601 format strings (YYYY-MM-DDThh:mm:ss.sTZD)
to avoid ambiguity. You can also use standard PowerShell syntax to

create these values:

Get-<Noun> -Filter {
StartTime -ge "2010-08-23T12:30:00.0Z" }

$d = [DateTime]"2010-08-23T12:30:00.0Z"
Get-<Noun> -Filter {
StartTime -ge $d }
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$d = (Get-Date).AddDays(-1)
Get-<Noun> -Filter {
StartTime -ge $d 1}

Relative times are quite common and, when using filter expressions,
you can also specify DateTime values using a relative format:

Get-<Noun> -Filter {
StartTime -ge '-2' }
# Two days ago
Get-<Noun> -Filter {
StartTime -ge '-1:30' }
# Hour and a half ago
Get-<Noun> -Filter {
StartTime -ge '-0:0:30" }
# 30 seconds ago

Array Properties

When filtering against list or array properties, simple parameters perform
a case-insensitive wildcard match against each of the members. With filter
expressions, you can use the -contains and -notcontains operators. Unlike
PowerShell, these perform wildcard matching on strings.
Note that for array properties the naming convention is for the returned
property to be plural, but the parameter used to search for any match is
singular. The following are equivalent (assuming Users is an array
property):

Get-<Noun> -User Fredx

Get-<Noun> -Filter {
User -1like "Fredx" }

Get-<Noun> -Filter {
Users -contains "Fredx" }

You can also use the singular form with -Filter to search using other
operators:

# Match if any user 1in the list is called "Frederick"
Get-<Noun> -Filter {
User -eq "Frederick" }

# Match if any user 1in the list has a name alphabetically below 'F'
Get-<Noun> -Filter {
User -1t 'F' }
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Complex Expressions

When matching against multiple values, you can use a sequence of
comparisons joined with -or operators, or you can use -in and -notin:

Get-<Noun> -Filter {
Shape -eq 'Circle' -or Shape -eq 'Square' }

$shapes = 'Circle', 'Square’
Get-<Noun> -Filter {
Shape -1in $shapes }

Ssides = 1..4
Get-<Noun> -Filter {
Sides -notin $sides }

Braces can be used to group complex expressions, and override the default
left-to-right evaluation of -and and -or. You can also use -not to invert
the sense of any sub-expression:

Get-<Noun> -Filter {
Size -gt 4 -or (Color -eq 'Blue' -and Shape -eq 'Circle') 1}

Get-<Noun> -Filter {
Sides -1t 5 -and -not (Color -eq 'Blue' -and Shape -eq 'Circle') }

Paging

Citrix recommends that you avoid paging by using *Properties® or the *-Filter* mechanism.

However, if more objects are required, then the SDK supports deterministic paging though filtering.
You must sort and filter objects to have a unique identifier for an object. This unique identifier

helps you to page through objects and avoid reordering. Most of the Broker objects have a unique ID
that can be used for paging. However, you must sort the other objects that do not have a unique ID
either by time or some other unique field.

Example:

# Paging example
SallSessions = @()
$lastUid = 0
while (Strue)

{

Ssessions = @(Get-BrokerSession -Filter {
Uid -gt $lastUid 3
-MaxRecordCount 1000 -Sortby 'Uid')
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if ($sessions.Length -eq 0)
{

break;

}
SlastUid = $sessions[-1].Uid
SallSessions += Ssessions

}

Inthis example, a list is created and the lowest possible value for the chosen unique field is initialized.
The unique ID in this example is zero. In a loop, sessions are requested using a filter searching for
objects

with a unique ID greater than zero. The number of objects is restricted to the first 1000 entries.

Itis important to sort by the field that is used as afilter.

The filtering UID (SlastUid) is set to the unique ID of the final object retrieved.
The loop begins again using this unique ID value as the lower bound.
This loop continues until all sessions are retrieved and stored in an array ($allSessions).

Filter Syntax Definition

<Filter> ::= <ScriptBlock> | <ComponentList>

<ScriptBlock> ::= “{“<ComponentList> “}”

<ComponentList>::= <Component> <AndOrOperator> <ComponentList> |
<Component>

<Component> ::= <NotOperator> <Factor> |

<Factor>

<Factor> ::= “(“<ComponentList> «)”

<PropertyName> <ComparisonOperator> <Value> |
<PropertyName>

<AndOrOperator> ::= “-and”| “-or”

|

<NotOperator> ::= “-not”

<ComparisonOperator>

“_le” “_lt”

“_gtnl

“-contains”| “-notcontains”|

= “_eqaa “'ne”

“_ge”

“-like”| “-notlike”
‘L_in7’ L(_noti n”
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<PropertyName> ::= <simple name of property>
<Value> ::= <string literal> | <numeric literal> |

<scalar variable>| <array variable> |
“Snull”| “Strue”| “Sfalse”

Numeric literals support decimal and hexadecimal literals, with optional
multiplier suffixes (kb, mb, gb, tb, pb).

Dates and times can be specified as string literals. The current culture
determines what formats are accepted. To avoid any ambiguity, use strings
formatted to the 1ISO8601 standard. If not specified, the current time zone
is used.

Relative date-time string literals are also supported, using a minus sign
followed by a TimeSpan. For example, “-1:30”means 1 hour and 30 minutes
ago.

Add-ApplLiblsolationGroupPackage

April 19, 2024

Adds an App-V package to an Isolation Group.

Syntax

Add-AppLibIsolationGroupPackage
[-IsolationGroupUid] <Int32>
—-AppVPackageUid <Int32>
-OrderNumber <Int32>
[-ExplicitInclusion <Boolean>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Adds the App-V package to the specified Isolation Group.
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Examples
EXAMPLE 1

Adds the App-V package with the unique identifier to the specified isolation group.

Add-AppLibIsolationGroupPackage -Uid 4 -IsolationGroupUid 15 -
ExplicitInclusion $true -OrderNumber 1

Parameters
-IsolationGroupUid

The AppLibrary’s internal unique identifier of the Isolation Group to contain the package.

Type: Int32

Position: 2

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-AppVPackageUid

The AppLibrary’s internal unique identifier of the App-V package.

Type: Int32
Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-OrderNumber

The order number within the Isolation Group.
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Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Explicitinclusion

Int32

Named

None

True

True (ByPropertyName)

False

Indicates whether the package is explicitly included in the delivery group.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Loggingid

Boolean
Named
None
False
False

False

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio

and Director typically create high-level operations. PowerShell scripts can also wrap a series

of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-

LogHighLevelOperation cmdlets.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Guid
Named
None
False
False

False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.AppLibrary.Sdk.IsolationGroupPackage

An object representing the IsolationGroupPackage.

Related Links

Get-AppLibAppAttachApplicationsPolicy

April 19, 2024

Gets the updated policy for the list of applications passed

Syntax

Get-AppLibAppAttachApplicationsPolicy
[[-AppIdentifierList] <String[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

This cmdlet should be used to get policy for published app attach applications. The input should be
a list of app attach application identifiers list

Examples
EXAMPLE 1

Gets the updated policy for the list of applications passed

SappIdentifiers = "4345-fr23320-df","45234-sdewr-gfgf","785ddf-vcvxdsf-
dfdf"

Get-AppLibAppAttachApplicationsPolicy -AppIdentifierList
SappIdentifiers

Parameters
-AppldentifierList

List of App attach application identifiers

Type: String(]

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
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Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

CitrixCommonParameters

Named
None
False
False

False

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -

TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,

-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Bytel[]

byte array containing the updated policy

Notes

Pass in the App Identifiers as a comma separated string
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Related Links

Get-AppLibAppVApplication

April 19,2024

Gets the details of an App-V application held in the application library.

Syntax

Get-AppLibAppVApplication
[[-Uid] <Int32>]
[-Name <String>]
[-AppVPackageUid <Int32>]
[-Description <String>]
[-RetrieveIcon <Boolean>]
[-RetrievePolicy <Boolean>]
[-RetrieveUsers <Boolean>]
[-RetrieveMetadata <Boolean>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]
[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The application library holds the information required to find and launch an App-V application on a
client VDA.

Examples
EXAMPLE 1

Gets the details for all of the App-V applications in the library.

Get-AppLibAppVApplication
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EXAMPLE 2

Gets the details of the App-V application named MyApp.

Get-AppLibAppVApplication -Name "MyApp"

EXAMPLE 3

Gets the details of all of the App-V applications in the specified package.

Get-AppLibAppVApplication —-AppVPackageUid 15

EXAMPLE 4

Gets the details of all App-V applications without the metadata

Get-AppLibAppVApplication -RetrieveMetadata S$false

Parameters
-Uid

The AppLibrary’s internal UID of the App-V application.

Type: Int32

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Name

The name of the application in the the App-V package.

Type: String

Position: Named
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Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True

-AppVPackageUid

The AppLibrary’s internal UID of the App-V package that contains the application.

Type: Int32

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Description

A description of the application.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True

-Retrievelcon

A switch to indicate whether to return the application’s icon data.
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Type: Boolean
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-RetrievePolicy

A switch to indicate whether to return the application’s policy blob

Type: Boolean
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-RetrieveUsers

A switch to indicate whether to return the application’s associated users

Type: Boolean
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-RetrieveMetadata

A switch to indicate whether to return the application’s metadata
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Type: Boolean
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_AppLib_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
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-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.

Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

© 1997-2026 Citrix Systems, Inc. All rights reserved. 508


https://learn.microsoft.com/en-us/dotnet/api/system.int32
https://learn.microsoft.com/en-us/dotnet/api/system.int32
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

Accept pipeline input: False
Accept wildcard characters: False
-Filter

Gets records that match a PowerShell-style filter expression. See about_AppLib_Filtering for

details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.AppLibrary.Sdk.AppVApplication

An object representing the details required to launch the App-V application.

Notes

Pass in the App-V application’s UID to retrieve a single application.
Pass in a package UID to retrieve all of the applications in that package.

Call the cmdlet without any parameters to retrieve all of the applications in the library.

Related Links

Get-AppLibAppVApplicationinfo

April 19, 2024

Enumerates information for a given application in a given package

Syntax

Get-AppLibAppVApplicationInfo
-PackageGuid <String>
-ApplicationId <Int32>
[-LibraryId <Int32>]
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[-Property <String[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Allows you to query application information about single admin appv package. Currently only fetch-
ing filetype associations is supported. See example

Examples
EXAMPLE 1

Fetches all the file type associations for the given application

Get-AppLibAppVApplicationInfo -PackageGuid "7796B8F3-713A-446F-840D-18
E5171AB21A" -ApplicationId 14

Parameters
-PackageGuid

The package Guid

Type: String

Aliases: packageld

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True

-Applicationid

The AppV application Id
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Type: Int32

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Libraryld

The Application Library Id

Type: Int32

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Property

The property parameter is reserved for future use. Currently only FileTypeAssociations are sup-

ported.

Type: String[]

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
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-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Object with required information wihtin object as properties
Notes

Currently only fetching file type associations are supported.
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Related Links

Get-AppLibAppVApplicationsPolicy

April 19,2024

Gets the updated policy for the list of applications passed

Syntax

Get-AppLibAppVApplicationsPolicy
[[-AppIdentifierList] <String[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

This cmdlet should be used to get policy for published single admin App-V applications. The input
should be a list of App-V application identifiers list

Examples
EXAMPLE 1

Gets the updated policy for the list of applications passed

SappIdentifiers = "4345-fr23320-df","45234-sdewr-gfgf","785ddf-vcvxdsf-
dfdf"
Get-AppLibAppVApplicationsPolicy —-AppIdentifierList $appIdentifiers

Parameters
-AppldentifierList

List of App-V application identifiers

Type: String(]

Position: 2

© 1997-2026 Citrix Systems, Inc. All rights reserved. 514


https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.
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Outputs
Bytel[]

byte array containing the updated policy

Notes

Pass in the App Identifiers as a comma separated string

Related Links

Get-AppLibAppVPackage

April 19, 2024

Gets the details of an App-V package held in the application library.

Syntax

Get-AppLibAppVPackage
[[-Uid] <Int32>]
[-Name <String>]
[-LibraryUid <Int32>]
[-Description <String>]
[-RetrieveIcon <Boolean>]
[-RetrieveMetadata <Boolean>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]
[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Get-AppLibAppVPackage
[[-Uid] <Int32>]
[-Name <String>]
[-LibraryUid <Int32>]
[-Description <String>]
[-Retrievelcon <Boolean>]
-RetrieveApplicationPolicy <Boolean>
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-RetrieveApplicationData <Boolean>
[-RetrieveMetadata <Boolean>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]

[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The application library holds the information about App-V packages, their location on the network,
and the applications they contain.

Examples
EXAMPLE 1

Gets the details of all of the App-V packages in the AppLibrary.

Get-AppLibAppVPackage

EXAMPLE 2

Gets the details of the App-V package named MyPackage.

Get-AppLibAppVPackage -Name "MyPackage"

EXAMPLE 3

Gets the details of all of the App-V packages in the specified library.

Get-AppLibAppVPackage -libraryUid 1

EXAMPLE 4

Gets the details of the App-V package named MyPackage, including it and its containing application’
sicon data.

Get-AppLibAppVPackage -Name '"MyPackage'" -RetrievelIcon S$true
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EXAMPLE 5

Gets the details of the App-V package named MyPackage, including it and its containing application
and their policy data.

Get-AppLibAppVPackage -Name "MyPackage" -RetrieveApplicationData $true
-RetrieveApplicationPolicy $true

EXAMPLE 6

Gets the details of the App-V package named MyPackage. Here we are setting the retrieveMedata flag
to false, so that package info will be returned without metadata

Get-AppLibAppVPackage -Name "MyPackage" -RetrieveMetadata $false

Parameters
-RetrieveApplicationPolicy

A switch to indicate whether to return the package application’s policy data data.

Type: Boolean

Position: Named

Default value: None

Required: True

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-RetrieveApplicationData

A switch to indicate whether to return the package applications.

Type: Boolean
Position: Named
Default value: None
Required: True
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Accept pipeline input:

True (ByPropertyName, ByValue)

Accept wildcard characters: False

-Uid

The AppLibrary’s internal UID of the App-V package.

Type: Int32

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

Type: Int32

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Name

The name of the App-V package.

Type: String

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
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Accept wildcard characters: True

Type: String

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True

-LibraryUid

The AppLibrary’s internal UID of the specific library that holds details of the App-V package.

Type: Int32
Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

Type: Int32

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Description

A description of the App-V package and its contents.
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Type: String

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True

Type: String

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True

-Retrievelcon

A switch to indicate whether to return the package’s icon data.

Type: Boolean

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

Type: Boolean

Position: Named

Default value: None

Required: False

© 1997-2026 Citrix Systems, Inc. All rights reserved.

521


https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.boolean
https://learn.microsoft.com/en-us/dotnet/api/system.boolean

Citrix Virtual Apps and Desktops 2402 SDK

Accept pipeline input:

Accept wildcard characters:

-RetrieveMetadata

True (ByPropertyName)

False

A switch to indicate whether to return the package metadata

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Property

Boolean

Named

None

False

True (ByPropertyName)

False

Boolean

Named

None

False

True (ByPropertyName)

False

Specifies the properties to be returned. This is similar to piping the output of the command through

Select-Object, but the properties are filtered more efficiently at the server.

Type:

Position:

Default value:
Required:

Accept pipeline input:

String[]
Named
None
False

False
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Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_AppLib_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
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Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.

Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_AppLib_Filtering for

details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.AppLibrary.Sdk.AppVPackage

An object representing the details needed to identify an App-V package.
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Notes

Pass in the App-V package’s UID to retrieve a single App-V package.
Passin a library UID to retrieve all af the packages in that library.

Call the cmdlet without any parameters to retrieve all of the packages in the AppLibrary.

Related Links

Get-AppLibAppVServer

April 19, 2024

Gets the details of an App-V Server created in the application library.

Syntax

Get-AppLibAppVServer
[-Uid <Int32>]
[-ManagementServer <String>]
[-PublishingServer <String>]
[-RetrievePolicy <Boolean>]
[-RetrievePackageIds <Boolean>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]
[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The application library holds the information about App-V Servers and their associated policies

Examples
EXAMPLE 1

Gets the details of all of the App-V servers in the AppLibrary.
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Get-AppLibAppVServer

EXAMPLE 2

Gets the details of the App-V server with Uid 1.

Get-AppLibAppVServer -Uid 1

EXAMPLE 3

Gets the details of the App-V server with Uid 1, including it and its containing policy data.

Get-AppLibAppVServer -Uid 1 -RetrievePolicy S$true

EXAMPLE 4

Gets the details of the App-V server with given Management Server and Publishing server urls, includ-
ing it and its containing policy data.

Get-AppLibAppVServer -ManagementServer http://AppVSrv.company.local -
PublishingServer http://AppVSrv.company.local:8001 -RetrievePolicy
Strue

Parameters
-Uid

Uid of the App-V server.

Type: Int32

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
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-ManagementServer

Management Server Url of the App-V server.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-PublishingServer

Publishing Server Url of the App-V server.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-RetrievePolicy

String

Named

None

False

True (ByPropertyName, ByValue)

True

String

Named

None

False

True (ByPropertyName, ByValue)

True

A switch to indicate whether to return the servers policy data.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Boolean

Named

None

False

True (ByPropertyName, ByValue)

False
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-RetrievePackagelds

A switch to indicate whether to return the server package Ids.

Type: Boolean

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False

-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_AppLib_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.
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Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_AppLib_Filtering for

details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.AppLibrary.Sdk.AppVServer

An object representing the details needed to identify an App-V server.

Notes

Pass in the App-V server’s UID to retrieve a single App-V server.

Call the cmdlet without any parameters to retrieve all of the servers in the AppLibrary.

Related Links

Get-AppLibDBConnection

April 19,2024

Returns the database connection string for the specified data store used by the AppLibrary Service.
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Syntax

Get-AppLibDBConnection
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Returns the database connection string from the currently selected AppLibrary Service instance.

If the returned string is blank, no valid connection string has been specified. In this case the service is
running, but is idle and awaiting specification of a valid connection string.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a AppLibrary SDK cmdlet.

Examples
EXAMPLE 1

Gets the database connection string in use by the AppLibrary Service instance running on controller
“controllerl. mydomain.net”.

Get-AppLibDBConnection —-AdminAddress controllerl.mydomain.net
Server=serverName\SQLEXPRESS;Initial Catalog=databaseName;Integrated
Security=True

Parameters
CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You cannot pipe input into this cmdlet.

Outputs
String

The database connection string configured for the current AppLibrary Service instance.

Notes

If the command fails, the following errors can be returned:

« NoDBConnections
The database connection string for the AppLibraryService has not been specified.
+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

+ about_AppLibAppLibrarySnapin
» Set-AppLibDBConnection
Get-AppLibServiceStatus

» Test-AppLibDBConnection
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Get-AppLibDBSchema

April 19, 2024

Gets SQL scripts to create or maintain the database schema for the Citrix AppLibrary Service.

Syntax

Get-AppLibDBSchema
[-DatabaseName <String>]
[-ServiceGroupName <String>]
[-ScriptType <ScriptTypes>]
[-LocalDatabase]

[-Sid <String>]
[-DatabaseRights <String>]
[-AzureDatabase]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Gets SQL scripts that can be used to create a new Citrix AppLibrary Service database schema, add a
new AppLibrary service to an existing site, remove a AppLibrary service from a site, or create a data-
base server logon for a AppLibrary service.

If no Sid parameter is provided, the scripts obtained relate to the currently selected AppLibrary service
instance, otherwise the scripts relate to AppLibrary service instance running on the machine identified
by the Sid provided. When obtaining the Evict script, a Sid parameter must be supplied.

The current service instance is the one on the local machine, or the one most recently specified using
the -AdminAddress parameter of a AppLibrary SDK cmdlet.

The service instance used to obtain the scripts does not need to be a member of a site or to have had
its database connection configured.

The database scripts support only Microsoft SQL Server, or SQL Server Express, and require Windows
integrated authentication to be used. They can be run using SQL Server’s SQLCMD utility, or by copy-
ing the script into an SQL Server Management Studio (SSMS) query window and executing the query.
If using SSMS, the query must be executed in ‘SQLCMD mode’.

The ScriptType parameter determines which script is obtained. If ScriptType is not specified, or is
FullDatabase, the script contains:

« Creation of service schema
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« Creation of database server logon
+ Creation of database user
« Addition of database user to AppLibrary service roles

If ScriptType is Instance, the returned script contains:

+ Creation of database server logon
+ Creation of database user
« Addition of database user to AppLibrary service roles

If ScriptType is Evict, the returned script contains:

« Removal of AppLibrary service instance from database
« Removal of database user

If ScriptType is Login, the returned script contains:
+ Creation of database server logon only
ScriptType Database is deprecated, and FullDatabase should be used instead.

If the service uses two data stores they can exist in the same database.

You do not need to configure a database before using this command.

Examples
EXAMPLE 1

Gets a script to create the full database schema for the Citrix AppLibrary Service and copies it to afile
called “C:\AppLibrarySchema.sql”

This script can be used to create the service schema in a database with name “MySiteDB”, which must
already exist, and must not already contain a AppLibrary service schema.

Get-AppLibDBSchema -DatabaseName MySiteDB -ServiceGroupName
MyServiceGroup > C:\AppLibrarySchema.sql

EXAMPLE 2

Gets a script to create the appropriate database server logon for the AppLibrary service. This can be
used when configuring a mirror server for use.

Get-AppLibDBSchema -DatabaseName MySiteDB -ScriptType Login > C:\
AppLibrarylLogins.sql
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Parameters
-DatabaseName

Specifies the name of the database into which the new AppLibrary service schema is to be placed, or
in which it already exists. The database itself is not created by any of the script types; it must already
exist before the scripts are run.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ServiceGroupName

Specifies the name of the service group to be used when creating the database schema. The service
group is a collection of all the AppLibrary services that share the same database instance and are
considered equivalent; that is, all the services within a service group can be used interchangeably.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-ScriptType

Specifies the type of database script returned. Available script types are:

« FullDatabase

Creates a database schema for the Citrix AppLibrary Service in
a database instance that does not already contain one. This is used

© 1997-2026 Citrix Systems, Inc. All rights reserved. 537


https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

when creating a new site. DatabaseName and ServiceGroupName are
required parameters for this script type.

Instance

Adds a AppLibrary Service instance to a database and so to the
associated site. Appropriate database server logons and users are
created to allow the service instance access to the required service
schemas.

Evict

Removes a AppLibrary Service instance from the database and so
from the site. All reference to the service instance is removed from

the database. DatabaseName and Sid are required parameters for this
script type.

Login

Adds a logon for the AppLibrary Service instance to a database

server. This is specifically for use when configuring SQL Server
mirroring where the mirror server must have appropriate logons created
for all service instances in the site.

Database

This is deprecated. FullDatabase should be used instead.

Type: ScriptTypes
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-LocalDatabase

Specifies whether the database script is to be used in a database instance run on the same controller
as other services in the service group. Including this parameter ensures the script creates only the
required permissions for local services to access the database schema for AppLibrary services. If this
parameter is specified inappropriately, the service instance will not be able to connect to the data-

base.
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Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Sid

Specifies the SID of the controller on which the AppLibrary Service instance to remove from the data-
base is running (only valid for a script type of Evict).

Type: String
Position: Named
Default value: None
Required: False

Accept pipeline input: True (ByValue)
Accept wildcard characters: False

-DatabaseRights

Specifies the right the database script should expect to be run under. Available rights are:

+ Mixed

Creates a database schema which uses all rights.
« SysAdmin

Creates a database schema which does the minimum with the SysAdmin (sa) rights.
« DbOwner

Creates a database schema which only needs Database Owner (dbo) rights.
This script expects to be used after the SysAdmin script has been run.

Type: String

© 1997-2026 Citrix Systems, Inc. All rights reserved. 539


https://learn.microsoft.com/en-us/dotnet/api/system.management.automation.switchparameter
https://learn.microsoft.com/en-us/dotnet/api/system.string
https://learn.microsoft.com/en-us/dotnet/api/system.string

Citrix Virtual Apps and Desktops 2402 SDK

Position: Named
Default value: Mixed
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-AzureDatabase

Specifies that the generated schema must be compatible with Azure SQL limits, including not gener-
ating code for logins.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

Thiscmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.
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Outputs
String

A string containing the required SQL script for applying to a database.

Notes

The scripts returned support Microsoft SQL Server Express Edition, Microsoft SQL Server Standard Edi-
tion, and Microsoft SQL Server Enterprise Edition databases only, and are generated on the assump-
tion that integrated authentication will be used.

If the ScriptType parameteris notincluded or set to ‘FullDatabase’, the full database script is returned,
which will:

+ Create the database schema.
+ Create the user and the role (providing the schema does not already exist).
+ Create the logon (providing the schema does not already exist).

If the ScriptType parameter is set to ‘Instance’, the script will:

+ Create the user and the role (providing the schema does not already exist).
+ Create the logon (providing the schema does not already exist) and associate it with a user.

If the ScriptType parameter is set to ‘Login’, the script will:

+ Create the logon (providing the schema does not already exist) and associate it with a
pre-existing user of the same name.

ScriptType value of ‘Database’is deprecated; ‘FullDatabase’should be used instead.

If the LocalDatabase parameter isincluded, the NetworkService account will be added to the list of ac-
counts permitted to access the database. This is required only if the database is run on a controller.

If the command fails, the following errors can be returned:

+ GetSchemasFailed

The database schema could not be found.
« ActiveDirectoryAccountResolutionFailed

The specified Active Directory account or Group could not be found.
« DatabaseError

An error occurred in the service while attempting a database

« operation.
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DatabaseNotConfigured
The operation could not be completed because the database for the
+ service is not configured.

« DataStoreException

An error occurred in the service while attempting a database operation - communication with

the database failed for various reasons.
« PermissionDenied
You do not have permission to execute this command.

« AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.

« CommunicationError
There was a problem communicating with the remote service.

+ ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller

or the XenDesktop logs.

Related Links

« about_AppLibAppLibrarySnapin
» Set-AppLibDBConnection
+ Test-AppLibDBConnection

Get-AppLibDBVersionChangeScript

April 19, 2024

Gets an SQL service schema update script for the Citrix AppLibrary Service.

Syntax

Get-AppLibDBVersionChangeScript
-DatabaseName <String>
-TargetVersion <Version>
[-AzureDatabase]
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[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Gets an SQL script that can be used to update the current Citrix AppLibrary Service database schema.
An update can be an upgrade or downgrade.

A script can be obtained to update the current service schema to any version that is reachable by ap-
plying available schema update packages that have been uploaded by the Citrix AppLibrary Service.

Typically, this mechanism is used to update the current service schema to a newer version, however
it can also be used to revert previously applied updates.

The SQL script obtained can be run using SQL Server’s SQLCMD utility, or by copying the script into
an SQL Server Management Studio (SSMS) query window and executing the query. If using SSMS, the
query must be executed in ‘SQLCMD mode’.

The schema update packages used to generate update scripts are stored in the database; because of
this, any Citrix AppLibrary Service in the site can be used to obtain a schema update script.

The fact that an update package is available in the database does not mean that the update has actu-
ally been applied to the service’s schema. In addition, application of an update does not remove the
associated update packages.

Take care when using the update scripts. Citrix recommends that where possible service schema up-
grades are performed using Studio rather than manually via the SDK. The database should be backed-
up before an update is attempted. The database script may also require exclusive use of the schema,
in which case all Citrix AppLibrary Services must be shutdown before applying the update.

Once an update has been applied to the service schema, any existing Citrix AppLibrary Services that
are incompatible with the updated schema will cease to operate. The service state, as reported by
Get-AppLibServiceStatus, provides information about the service compatibility (e.g. DBNewerVer-
sionThanService).

Examples
EXAMPLE 1
Gets an SQL update script to update the current schema to version 7.40.0.0. The resulting up-
date_740.sql script is suitable for direct use with the SQL Server SQLCMD utility.
Supdate = Get-AppLibDBVersionChangeScript -DatabaseName MyDb -

TargetVersion 7.40.0.0
Supdate.Script > update_740.sql

© 1997-2026 Citrix Systems, Inc. All rights reserved. 543


https://developer-docs.citrix.com/en-us/citrix-virtual-apps-desktops-sdk/2402/AppLibrary/Get-AppLibServiceStatus.html

Citrix Virtual Apps and Desktops 2402 SDK

Parameters

-DatabaseName

The name of the database containing the Citrix AppLibrary Service schema to be updated.

Type: String
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-TargetVersion

Therequired target service schema version of the update. This is the service schema version obtained

after the update script is applied.

Type: Version
Position: Named
Default value: None
Required: True
Accept pipeline input: False
Accept wildcard characters: False
-AzureDatabase

Indicates that script is to update an Azure database. If this switch is not used when an Azure database

is to be updated, the update will fail when an attempt is made to apply it.

Type: SwitchParameter
Position: Named

Default value: None

Required: False
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Accept pipeline input: False

Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
PSObject

The Get-AppLibDBVersionChangeScript cmdlet returns a PSObject containing a script that can be used
to update the Citrix AppLibrary Service database schema. The object has the following properties:

« Script
The raw text of the SQL script to apply the update.
« CanUndo

If true, indicates that after the update has been applied, a script to revert from the updated
schema to the schema state prior to the update can be obtained.

Because Get-<#=CmdletPrefix #>DBVersionChangeScript gets only update scriptsrelating to the
current schema version, a script to revert an update can be obtained only after the update has
been applied.
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+ NeedExclusiveAccess

If true, indicates that the update requires exclusive access to the Citrix <#= ServiceName #> Ser-
vice’s schema while the update is applied; all Citrix <#= ServiceName #> Services must be shut-
down during the update.

Notes

The PSObject returned by this cmdlet contains the following properties:
« Script

The raw text of the SQL script to apply the update, or null in the case when no upgrade path to
the specified target version exists.

+ NeedExclusiveAccess
Indicates whether all services in the service group must be shut down during the update or not.
+ CanUndo

Indicates whether the generated script allows the updated schema to be reverted to the state
prior to the update.

Scripts to update the schema version are stored in the database so any service in the service group can
obtain these scripts. Extreme caution should be exercised when using update scripts. Citrix recom-
mends backing up the database before attempting to upgrade the schema. Database update scripts
may require exclusive use of the schema and so may not be able to execute while any AppLibrary
services are running. However, this depends on the specific update being carried out.

After a schema update has been carried out, services that require the previous version of the
schema may cease to operate. The ServiceState parameter reported by the Get-AppLibServiceStatus
command provides information about service compatibility. For example, if the schema has been
upgraded to a more recent version that a service cannot use, the service reports “DBNewerVersion-
ThanService”.

If the command fails, the following errors can be returned:
« NoOp
The operation was successful but had no effect.
« NoDBConnections
The database connection string for the <#= ServiceName #> Service has not been specified.
+ DatabaseError

An error occurred in the service while attempting a database operation.
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DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

PermissionDenied

You do not have permission to execute this command.

AuthorizationError

There was a problem communicating with the Citrix Delegated Administration Service.
CommunicationError

There was a problem communicating with the remote service.

ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the XenDesktop logs.

Related Links

about_AppLibAppLibrarySnapin
Get-AppLibinstalledDBVersion
Get-AppLibServiceStatus
Get-AppLibDBSchema

Get-AppLibFlexAppApplicationsPolicy

April 19, 2024

Gets the updated policy for the list of applications passed

Syntax

Get-AppLibFlexAppApplicationsPolicy
[[-AppIdentifierList] <String[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]
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Description

This cmdlet should be used to get policy for published FlexApp applications. The input should be a
list of FlexApp application identifiers list

Examples
EXAMPLE 1

Gets the updated policy for the list of applications passed

SappIldentifiers = "ac4c2abf-457b-43e2-9141-432546b13d7a","eb95c4ab-aa0l
-495e-2al19-13b435d0fd54" ,"edead135-abcd-4b1b-8dc6-f46b402695c5"
Get-AppLibFlexAppApplicationsPolicy -AppIdentifierList $appIdentifiers

Parameters
-AppldentifierList

List of FlexApp application identifiers

Type: String(]

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid

Position: Named
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Default value:
Required:
Accept pipeline input:

Accept wildcard characters:

CitrixCommonParameters

None
False
False

False

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -

TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,

-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -

WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Bytel[]

byte array containing the updated policy

Notes

Pass in the App Identifiers as a comma separated string
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Related Links

Get-ApplLibinstalledDBVersion

April 19,2024

Gets a list of all available database schema versions for the AppLibrary Service.

Syntax

Get-AppLibInstalledDBVersion
[-Upgrade]
[-Downgrade]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Gets the current version number of the Citrix AppLibrary Service database schema when called with
no parameters.

When called with the -Upgrade parameter, gets the service schema version numbers to which an up-
grade could be performed.

When called with the -Downgrade parameter, gets the service schema version numbers to which a
downgrade could be performed.

The SQL scripts to perform schema upgrades and downgrades can be obtained using the Get-
AppLibDBVersionChangeScript cmdlet.  Citrix recommends that where possible service schema
upgrades are performed using Studio rather than manually via the SDK.

Only one of the -Upgrade or -Downgrade parameters may be supplied at once.

Examples
EXAMPLE 1

Gets the current Citrix AppLibrary Service database schema version number.

Get-AppLibInstalledDBVersion

Major Minor Build Revision
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EXAMPLE 2

Get the versions of the AppLibrary Service database schema for which upgrade scripts are supplied.

Get-AppLibInstalledDBVersion -Upgrade

Major Minor Build Revision

Parameters
-Upgrade

Specifies that only schema versions to which the current database version can be upgraded should
be returned.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-Downgrade

Specifies that only schema versions to which the current database version can be downgraded should
be returned.

Type: SwitchParameter
Position: Named

Default value: None

Required: False

Accept pipeline input: False
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Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You cannot pipe input into this cmdlet.

Outputs
Version

Get-AppLiblnstalledDBVersion returns database schema version numbers as requested.

Notes

If the command fails, the following errors can be returned:

+ InvalidParameterCombination

Both the Upgrade and Downgrade flags were specified.
* NoOp

The operation was successful but had no effect.
« NoDBConnections

The database connection string for the AppLibrary Service has not been specified.
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DatabaseError
An error occurred in the service while attempting a database operation.
+ DatabaseNotConfigured
The operation could not be completed because the database for the service is not configured.
« DataStoreException

An error occurred in the service while attempting a database operation - communication with
the database failed for various reasons.

+ PermissionDenied
You do not have permission to execute this command.
+ AuthorizationError
There was a problem communicating with the Citrix Delegated Administration Service.
« CommunicationError
There was a problem communicating with the remote service.
« ExceptionThrown

An unexpected error occurred. For more details, see the Windows event logs on the controller
or the Citrix Virtual Apps and Desktops logs.

Related Links

» about_AppLibAppLibrarySnapin
+ Get-AppLibDBVersionChangeScript
+ Get-AppLibDBSchema

Get-ApplLiblsolationGroup

April 19, 2024

Gets the details of an isolation group held in the application library.

Syntax
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Get-AppLibIsolationGroup
[-IncludePolicy <Boolean>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Get-AppLibIsolationGroup
[[-IsolationGroupUid] <Int32>]
[-IncludePolicy <Boolean>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Get-AppLibIsolationGroup
[[-Name] <String>]
[-IncludePolicy <Boolean>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The application library holds the information about isolation groups, their location on the network
and the packages they contain.

Examples
EXAMPLE 1

Gets the details for all of the isolation groups in the AppLibrary.

Get-AppLibIsolationGroup

EXAMPLE 2

Gets the details of the isolation group named MylsolationGroup.

Get-ApplLibIsolationGroup -Name "MyIsolationGroup"

EXAMPLE 3

Gets the details for the isolation with a Uid of 5.

Get-ApplLibIsolationGroup -IsolationGroupUid 5
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EXAMPLE 4

Gets the details for the isolation with a Uid of 5 and also returns the Citrix Group Policy data that
defines the object.

Get-AppLibIsolationGroup -IsolationGroupUid 5 -IncludePolicy S$true

Parameters
-IsolationGroupUid

The App Library’s internal unique identifier of the isolation group.

Type: Int32

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Name

The name of the isolation group to fetch.

Type: String

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: True

-IncludePolicy

The option to retrieve the Isolation Group policy.
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Type: Boolean

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.
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Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.AppLibrary.Sdk.IsolationGroup

An object representing the details needed to identify an isolation group.

Notes

Pass in the isolation group’s uid to retreive a single isolation group.

Pass in a library uid to retrieve all of the isolation groups in that library.

Call the cmdlet without any parameters to retieve all of the isolation groups in the AppLibrary.

Related Links

Get-AppLiblsolationGroupPackage

April 19,2024

Gets the details of an App-V package of an Isolation Group.

Syntax

Get-AppLibIsolationGroupPackage
[[-IsolationGroupUid] <Int32>]
[-AppVPackageUid <Int32>]
[-ExplicitInclusion <Boolean>]
[-OrderNumber <Int32>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]

[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
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[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Retrieves the App-V package of the specified Isolation Group.

Examples
EXAMPLE 1

Gets the details of the App-V package with the unique identifier in the specified isolation group.

Get-AppLibIsolationGroupPackage -AppVPackageUid 4 -IsolationGroupUid 15

EXAMPLE 2

Gets the details for all of the App-V packages in the specified isolation group.

Get-ApplLibIsolationGroupPackage -IsolationGroupUid 15

Parameters
-IsolationGroupUid

The AppLibrary’s internal unique identifier of the Isolation Group which contains the package.

Type: Int32

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: False
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-AppVPackageUid

The AppLibrary’s internal unique identifier of the App-V package.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-Explicitinclusion

Int32

Named

None

False

True (ByPropertyName)

False

Indicates whether the package is explicitly included in the delivery group.

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-OrderNumber

The order number within the Isolation Group (if the package belongs to an Isolation Group).

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Boolean
Named
None
False
False

False

Int32
Named
None
False
False

False
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-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_AppLib_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False

Accept pipeline input: False

Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.

Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_AppLib_Filtering for
details.
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Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.
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Outputs
Citrix.AppLibrary.Sdk.IsolationGroupPackage

An object representing the details of an App-V package in an Isolation Group.

Related Links

Get-AppLibLibrary

April 19, 2024

Gets the details of a library maintained by the AppLibrary service.

Syntax

Get-AppLibLibrary
[-Uid <Int32>]
[[-Name] <String>]
[-Description <String>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
[-MaxRecordCount <Int32>]
[-Skip <Int32>]
[-SortBy <String>]
[-Filter <String>]
[-FilterScope <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

The AppLibrary service maintains information about various libraries. Network locations that are
monitored for changes to the App-V packages are stored there.

Examples
EXAMPLE 1

Gets the details of all of the libraries maintained by the AppLibrary service.

Get-AppLibLibrary
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EXAMPLE 2

Gets the details of the library named Manual.

Get-AppLibLibrary -Name "Manual"

EXAMPLE 3

Gets the details of the specified library.

Get-AppLibLibrary -Uid 1

Parameters
-Name

The name of the application library.

Type: String

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName, ByValue)
Accept wildcard characters: True

-Uid

The AppLibrary’s internal UID of the library.

Type: Int32
Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
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-Description

A description of the application library.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: True
-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_AppLib_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.
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Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_AppLib_Filtering for

details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.AppLibrary.Sdk.Library

An object representing the details required to maintain a library of App-V applications.

Notes

Pass in a library UID to retrieve only that specific library.

Call the cmdlet without any parameters to retrieve all of the libraries maintained by the AppLibrary
service.

The ‘Manual’library is not actively monitored and is designed to be managed by the user for ad-hoc
storage of packages in unstructured locations.

Related Links

Get-AppLibMsixApplicationsPolicy

April 19,2024

Gets the updated policy for the list of applications passed
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Syntax

Get-AppLibMsixApplicationsPolicy
[[-AppIdentifierList] <String[]>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

This cmdlet should be used to get policy for published Msix applications. The input should be a list of
Msix application identifiers list

Examples
EXAMPLE 1

Gets the updated policy for the list of applications passed

SappIldentifiers = "ac4c2abf-457b-43e2-9141-432546b13d7a","eb95c4ab-aa0dl
-495e-2al9-13b435d0fd54" ,"edead135-abcd-4b1b-8dc6-f46b402695c5"
Get-AppLibMsixApplicationsPolicy —-AppIdentifierList $appIdentifiers

Parameters
-AppldentifierList

List of Msix application identifiers

Type: String(]

Position: 2

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False
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-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Byte[]

byte array containing the updated policy
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Notes

Pass in the App Identifiers as a comma separated string

Related Links

Get-AppLibPackageDiscovery

April 19, 2024

Gets information about the package discovery sessions that are currently being run by the AppLibrary
Service

Syntax

Get-AppLibPackageDiscovery
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Get-AppLibPackageDiscovery
-Id <Guid>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Get-AppLibPackageDiscovery
-DiscoveryProfileUid <Int32>
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

A package discovery object has information about the state and progress of the discovery session

Examples
EXAMPLE 1

Gets information about all of the package discovery sessions that are being managed by the AppLi-
brary service
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Get-ApplLibPackageDiscovery

EXAMPLE 2

Gets information about a particular package discovery session which matches the specified Id

Get-AppLibPackageDiscovery -Id 1

Parameters

-id

The unique identifier of a running (or recently completed) package discovery session

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

-DiscoveryProfileUid

Guid
Named
None
True
False

False

The package discovery profile to filter the discovery sessions with

Type:

Position:

Default value:
Required:

Accept pipeline input:

Accept wildcard characters:

Int32
Named
0

True
False

False
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-Loggingid

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
Guid

Unique identifier

Outputs
Citrix.AppLibrary.Sdk.PackageDiscoveryProfile

Information about the state of the package discovery session
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Related Links

+ New-AppLibPackageDiscoveryProfile

+ Get-AppLibPackageDiscoveryProfile

» Set-AppLibPackageDiscoveryProfile

» Remove-AppLibPackageDiscoveryProfile
« New-AppLibPackageDiscovery

Get-AppLibPackageDiscoveryProfile

April 19, 2024
Gets the package discovery profiles that are defined in the AppLibrary
Syntax

Get-AppLibPackageDiscoveryProfile
[-Uid <Int32>]
[-LoggingId <Guid>]
[<CitrixCommonParameters>]
[<CommonParameters>]

Description

A package discovery can be used by the AppLibrary Service to automatically (or periodically) search
for application packages to import into the AppLibrary

Examples
EXAMPLE 1

Gets all the package discovery profiles that are defined in the AppLibrary Service

Get-ApplLibPackageDiscoveryProfile

EXAMPLE 2

Gets a particular package discovery profile which matches the specified Uid
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Get-ApplLibPackageDiscoveryProfile -Uid 1

Parameters
-Uid

The unique identifier of a particular package discovery profile to return

Type: Int32

Position: Named

Default value: None

Required: False

Accept pipeline input: True (ByPropertyName)
Accept wildcard characters: False

-Loggingld

Specifies the identifier of the high-level operation this cmdlet call forms a part of. Citrix Studio
and Director typically create high-level operations. PowerShell scripts can also wrap a series
of cmdlet calls in a high-level operation by way of the Start-LogHighLevelOperation and Stop-
LogHighLevelOperation cmdlets.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientlP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.
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CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
Int32

Numerical data

Outputs
Citrix.AppLibrary.Sdk.PackageDiscoveryProfile

Information about how, where and when the package discovery will be run

Related Links

» New-AppLibPackageDiscoveryProfile

» Set-AppLibPackageDiscoveryProfile

» Remove-AppLibPackageDiscoveryProfile
« New-AppLibPackageDiscovery

+ Get-AppLibPackageDiscovery

Get-AppLibService

April 19, 2024

Gets the service record entries for the AppLibrary Service.

Syntax

Get-AppLibService
[-Metadata <String>]
[-Property <String[]>]
[-ReturnTotalRecordCount]
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[-MaxRecordCount <Int32>]

[-Skip <Int32>]
[-SortBy <String>]
[-Filter <String>]

[-FilterScope <Gui

d>]

[<CitrixCommonParameters>]
[<CommonParameters>]

Description

Returns instances of the AppLibrary Service that the service publishes. The service records contain

account security identifier information that can be used to remove each service from the database.

A database connection for the service is required to use this command.

Examples

EXAMPLE 1

Get all the instances of the AppLibrary Service running in the current service group.

Get-AppLibService

uid

ServiceHostId
DNSName
MachineName
CurrentState
LastStartTime
LastActivityTime
OSType

OSVersion
ServiceVersion
DatabaseUserName
Sid
ActiveSiteServices
MySiteServicel, MySi

Parameters

-Metadata

1
aef6f464-flee-4042-a523-66982e0cecd0
MyServer.company.com

MYSERVER

On

04/04/2011 15:25:38

04/04/2011 15:33:39

: Win32NT

6.1.7600.0

5.1.0.0

NT AUTHORITY\NETWORK SERVICE
S-1-5-21-2316621082-1546847349-2782505528-1165
{

teService2... }

Gets records with matching metadata entries.
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The value being compared with is a concatenation of the key name, a colon, and the value. For ex-

*99

ample: -Metadata “abc:x*”matches records with a metadata entry having a key name of “abc”and a

value starting with the letter “x”.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Property

Specifies the properties to be returned. This is similar to piping the output of the command through
Select-Object, but the properties are filtered more efficiently at the server.

Type: String[]
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-ReturnTotalRecordCount

When specified, the cmdlet outputs an error record containing the number of records available. This
error record is additional information and does not affect the objects written to the output pipeline.
See about_AppLib_Filtering for details.

Type: SwitchParameter
Position: Named

Default value: False

Required: False
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Accept pipeline input: False
Accept wildcard characters: False
-MaxRecordCount

Specifies the maximum number of records to return.

Type: Int32
Position: Named
Default value: 250
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-Skip

Skips the specified number of records before returning results. Also reduces the count returned by
-ReturnTotalRecordCount.

Type: Int32
Position: Named
Default value: 0
Required: False
Accept pipeline input: False
Accept wildcard characters: False
-SortBy

Sorts the results by the specified list of properties. The list is a set of property names separated by
commas, semi-colons, or spaces. Optionally, prefix each name with a + or - to indicate ascending or
descending order. Ascending order is assumed if no prefix is present.
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Type: String

Position: Named

Default value: The default sort order is by name or unique
identifier.

Required: False

Accept pipeline input: False

Accept wildcard characters: False

-Filter

Gets records that match a PowerShell-style filter expression. See about_AppLib_Filtering for

details.

Type: String
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False

-FilterScope

Gets only results allowed by the specified scope id.

Type: Guid
Position: Named
Default value: None
Required: False
Accept pipeline input: False
Accept wildcard characters: False
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CitrixCommonParameters

This cmdlet supports the common Citrix parameters: -AdminAddress, -AdminClientIP, -BearerToken, -
TraceParent, -TraceState and -VirtualSiteld. For more information, see about_CitrixCommonParameters.

CommonParameters

This cmdlet supports the common parameters: -Debug, -ErrorAction, -ErrorVariable, -InformationAction,
-InformationVariable, -OutVariable, -OutBuffer, -PipelineVariable, -Verbose, -WarningAction, and -
WarningVariable. For more information, see about_CommonParameters.

Inputs
None

You can’t pipe objects to this cmdlet.

Outputs
Citrix.AppLibrary.Sdk.Service

The Get-AppLibServicelnstance command returns an object containing the following properties.
+ Uid <Integer>

Specifies the unique identifier for the service in the group. The unique identifier is an index
number.

+ ServiceHostld <Guid>
Specifies the unique identifier for the service instance.
+ DNSName <String>
Specifies the domain name of the host on which the service runs.
+ MachineName <String>
Specifies the short name of the host on which the service runs.
« CurrentState <Citrix.Fma.Sdk.ServiceCore.ServiceState>
Specifies whether the service is running, started but inactive, stopped, or failed.
« LastStartTime <DateTime>

Specifies the date and time at which the service was last restarted.
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